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Bepcua AOKYMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcus 6.6

12.2022

CuHxpoHM3auma ¢ sepcumeit MO 10.3.1

N3meHeHwuA B pasgenax:
- 1.2.4 ®yHKLMYM TpeTbero ypoBHa ceTesolt mogenu OSI
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM

[ob6aBneHbl pasgensl:
- 4.28 KoHduWrypaLma NpoTOKOI0B MapLIpyTU3aLLmMm

Bepcusa 6.5

11.2022

CuHxpoHM3aumsa ¢ sepcumeit M0 10.2.10
[ob6asneHa nHdpopmauma 06 yctpoinctee MES2448P

N3meHeHwuA B pasgenax:

-1.2.6 dyHKLMM 0becneveHna BesonacHOCTH

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN

- 4.21.7 Nposepka NOANMHHOCTU K/IMEHTA HAa OCHOBE NopTa (cTaHaapT 802.1x)
- 4.22 dyHKummn DHCP Relay nocpegHuKa

[ob6asneHbl pasaensi:
- 4.23 KoHourypauma DHCP-cepBepa

Bepcusa 6.4

10.2022

CuHxpoHM3aumsa ¢ sepcueii N0 10.2.9.4

Bepcua 6.3

08.2022

CuHXpoHM3auma c Bepcueit MO 10.2.9

MN3meHeHus B pasgenax:

- 4.4 KomaHabl ynpasBaeHUsa cuctemon

- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

-4.21.3 DSLAM Controller Solution (DCS)

Bepcusa 6.2

06.2022

CuHXpoHM3auma c sepcueli MO 10.2.8.2
[ob6asneHa nHpopmauma o6 yctporictee MES2424P.

N3meHeHwuA B pasgenax:

-1.2.8 flononHutenbHble GyHKLMK

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

-4.17.1 MexaHu3sm AAA

-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

[ob6asneHbl pasaensi:
- 4.14.6 HacTpoiika npoTtokona G.8032v2 (ERPS)
-4.16.5 KoHourypauma IGMP proxy

Bepcua 6.1

11.2021

CuHxpoHM3auua ¢ sepcueli MO 10.2.7.2

M3meHeHusA B pasgenax:

- 4.13 HacTpoWika IPv6-agpecaumm

- 4.18 ypHan aBapuii, npotokon SYSLOG
-4.21.8 HacTpolika ¢yHKumm IPv6 RA Guard
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection
-4.21.3 DSLAM Controller Solution (DCS)

Bepcua 6.0

10.2021

[ob6asneHa nHpopmauma 06 yctponctee MESpaumX

Bepcua 5.9

10.2021

CuHxpoHu3auma c sepcuei MO 10.2.7

MN3meHeHus B pasgenax:

- 4.3 HacTpoiKa MaKpOKOMaHA,

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.16.1dPyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)
-4.21.3 DSLAM Controller Solution (DCS)

- 4.26 KoHowurypaums 3awmTbl oT DOS-atak- 4.30 Pexkum oTnagKkm

[JobaBneHbl pasgensbl:
-4.21.7 NpoBepKa NOAAMHHOCTU KNWMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcua 5.8

07.2021

CuHxpoHuM3auma c sepcueti M0 10.2.6.3

Bepcna 5.7

05.2021

CuHxpoHM3aumsa ¢ sepcuelt M0 10.2.6

M3meHeHus B pa3genax:
-4.11 Fpynnbl arperauymm KaHanos — Link Aggregation Group (LAG)
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- 4.12 Hactpoiika IPv4-agpecaumm

-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnuckm goctyna ACL ana ynpaB/iieHUs yCTpoMCTBOM
-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

- 4.14.2 MexaHu3m obHapyKeHus netenb (loopback-detection)
- 4.25 KoHowurypaumsa ACL (cnmMcku KoHTpoAs goctyna)

-4.27.1 Hactpoiika QoS

[ob6aBneHbl pasgensl:
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXpoHM3auma ¢ Bepcueit MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3auma c sepcumeli MO 10.2.5
Job6asneHa nHdpopmauma 06 yctpocteax MES2448 DC, MES2448B.

N3meHeHwuA B pasgenax:

- 1.1 HasHayeHwue

- 1.3 OCHOBHbIe TEXHUYECKME XapaKTEPUCTUKHN

- 1.4.1 BHEWHWI BUA M ONMCaHWeE NepeaHel NaHem ycTpoicTs

- 1.4.2 3agHAA naHeNb yCTPOMUCTBA

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHabl ynpasaeHUa cuctemon

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KomMyTaumn nHTepodencos
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.14.4 HacTpoiika dyHKuuu Layer 2 Protocol Tunneling (L2PT)

- 4.15 Hactpovika npotokosa OAM

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)
-4.21.5 KoHTponb npoTokona ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos

-4.11 Fpynnbl arperauumm KaHanos — Link Aggregation Group (LAG)

-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.14.3.1 Hactpowka npoTtokona STP, RSTP

- 4.14.4 HacTpolika ¢oyHKumm Layer 2 Protocol Tunneling (L2PT)

- 4.15 Hactpoiika npotokosna OAM

-4.16.1 ®yHKuMA NnocpeaHMKa npoTtokona IGMP (IGMP Snooping)
- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

-4.27.1 Hactpolika QoS

Bepcua 5.3

08.2020

[ob6asneHa nHdopmauma ob yctporictee MES3708P.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocryna K ycTpoicTey
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uxTep-
delicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMmyTaumm nHTepdelicos HacTpoiika
¢dyHKUMK Layer 2 Protocol Tunneling (L2PT)

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca KamnenTa (IP Source Guard)

[obaBneHbl pasgensbl:
- 4.3 HacTpoiKka MaKpOKOMaHA,
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Bepcua 5.2

07.2020

N3meHeHun B pasgenax:

- 3.5.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku NOACETU U W03 NO YMO-
YaHuio

- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa gocTyna K ycTpoicTBy
- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 HacTpolika VLAN 1 pexxnmoB KOMMyTaumn nHTepdencos

-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.16.1 ®yHKuMA NnocpegHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 }KypHan aBapuit, npotokon SYSLOG

- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awumTa IP-agpeca KnueHTa (IP Source Guard)

-4.21.5 KoHTponb npoTtokona ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

[obaBneHbl pasaensbl:
- MpunoxeHue I'. PacundpoBsKa cnmcka npoLeccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.

MN3meHeHusn B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEePUCTUKN

- 1.4.1 BHEWHWI BUA U ONMCaHWE NepeaHel NaHem yCcTpoicTs
- 4.6.3 KomaHapl ANns pesepBMpoBaHua KOHGUIypauum

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

-3.5.2.1 3agaHue napons gns nosb3osatena «admin» U co3aaHMe HOBbIX NOJb-
3oBaTenen

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoicrey
- 4.4 KomaHzabl ynpasaeHus cuctemon

- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMK MHTepdelicos

-4.17.1 MexaHusm AAA

-4.21.3 DSLAM Controller Solution (DCS)

- 4.30.4 XypHanupoBaHue 0TAa404YHbIX COOBLLEHNI

[ob6asneHbl pasaensi:
- 3.4 3arpy304HOe MeHto
- MpunoxeHue B. Ouepeau gna npuHnumaemoro Ha CPU Tpaduka

Bepcusa 4.5

12.2019

N3meHeHwuA B pasgenax:

- 3.5.2 ba3oBasA HaCTpoWKa KoMmmyTaTopa

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMyTaumMn nHTepodeincos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npotokona DHCP v onuua 82

Bepcua 4.4

11.2019

MN3meHeHus B pasgenax:
-4.17.5.2 HacTtpowka napameTpos npoTokona SNMP gns goctyna K yCTpomncTay
- 4.20.2 dneKkTponuTaHue no AMHuam Ethernet (PoE)

Bepcua 4.3

10.2019

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.20.2 dneKkTponuTaHue no AMHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

Job6asneHbl pasgensi:

- 4.2 dunbTpaumsa coobLEeHN KOMaHAHOMN CTPOKM

- 4.5 KomaHabl Ana HAacCTPOMKK NapameTpoB A/1A 3aflaHnA naposiei
- 4.6.3 KomaHabl ANA pe3epBMpoBaHUA KOHOUIypaumm

- 4.30 Pexxum oTnagKkun

Bepcusa 4.2

08.2019

MN3meHeHun B pasgenax:

- 3.5.2.3 HacTtpotika napameTtpoBs npotokona SNMP ansa gocryna K ycTpoicTBy
- 4.8.2 HacTpoiika VLAN 1 pexxmmoB KOMMYyTaumMn nHTepdencos

-4.16.1 dyHKuMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTtokona DHCP u onuma 82

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

-4.21.3 DSLAM Controller Solution (DCS)
- 4.29 O6HOBNEHME NPOrpaMMHOro obecneyeHus c cepsepa TFTP

[o6asneHbl pasgensi:
- 4.26 KoHowurypauma 3awmTbl oT DOS-atak

Bepcus 4.1 06.2019 M3meHeHusA B pasaenax:
— Storm Control gna pasaunyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcusa 4.0 06.2019 M3meHeHUA B pasgenax:

— HavanbHas HacTpolika KommyTaTopa
— Hactpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoincTsy
— JneKkTponutaHue no anHuam Ethernet (PoE)

Bepcua 3.0 03.2019 [ob6asneHa nHdpopmauma o6 yctpoiicteax cepum MES2408x n MES2428P

[ob6asneHbl pasgensi:

— ABTOMaTM4YecKas HacTpoliKa NapameTpoB KOMMyTaTopa
(Zero Touch Provisioning)

— Selective Q-in-Q

— HacTpoliika IPv6-agpecauun

— HacTpolika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
— HacTpolika npotokona OAM

— MLD snooping — NpOTOKOJ1 KOHTPOI MHOrOaApPecHOro Tpaduka B IPv6
— MpoTtokon TACACS+

— dneKTponutaHue no anHuam Ethernet (PoE)
—MNpoTtokon UDLD

— 3awwmTa IP-agpeca knuneHTa (IP Source Guard)

Bepcua 2.0 01.2019 Bropas nybankaums.

Bepcua 1.0 12.2018 MNepBasa nybankaumsa.

Bepcua nporpammHoro obecneueHus 10.3.1
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YC/TOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOWN CTPOKe yKa3blBaloTCA Heoba3aTe bHble
nmapameTpbl, HO MX BBOJ, NpeAoCTaBaAeT onpeaeneHHble A0MNOHUTENbHbIE
onumu.

B $purypHbix ckobKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 0653a-

{ TeNlbHble napameTpbl. Heobxoanmo BbIbpaTb 0ANH U3 NapaMeTPoB.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl UCMOb3YIOTCA A/1A YKa3aHWA auanaso-
«-» HOB.

«|» [aHHbI 3HAK B ONUCAHUM KOMaHAbI 0603HAYAET KUANY.

«/» [aHHbI 3HAK B ONMCaHMe KOMaHAbl YKa3blBAaeT Ha 3HaYEHME Mo YMOYaAHUIO.
kypcue Calibri Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTopble HEO6-

XO04ANMMO 3aMEeHUTb COOTBETCTBYHOLWMM CIOBOM UNIN CTpOKOVI.

Mony»XupHbI Kypcus

MonyXunpHbIM WPUDTOM BblgeNeHbI MPUMEYAHUA U NPeayNpeKaeHNs.

<lMonyxcupHoiii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX yKa3blBalOTCA Ha3BaHUA KAaBuLL
Ha KnaBuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New|

Wpuoptom Courier New B pamKe C TEHbHO yKasaHbl pe3y/ibTaTbl BbIMOJAHEHUA
KOMaHz,

NMPUMEYAHUA U NPEOYNPEXAEHUA

" [pumeyaHusa cogeprKaT BaXKHYI0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaLMu No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY AU YeNoBeKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.
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BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUK ¢ KoHuenumeir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/IbTUCEPBUCHBIX CETe ABAAETCA Co34aHMe HaAeXHbIX U  BbICOKOMPOM3BOAUTENbHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
MOKONEHMA.

ONna [OCTUKEHMA BbICOKMX CKOPOCTEN LIMPOKO NMPUMEHSOTCA TEXHO0MMK nepegayun nHdopmaumm
Gigabit Ethernet (GE). Mepegaya wHboOpMauMM Ha BbICOKMX CKOPOCTAX, OCOOEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOP TaKOW TOMONOIMMU CETU, KOTOpas MO3BOJIAET TMOKO OCyLWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepuit MES24xx, MES14xx n MES3708P moryT Mcnonb3oBaTbCsA Ha CETAX KPYMHbIX
npeanpuATMiA 1 NpeanpuaTMii Manoro u cpeaHero 6usHeca (SMB), B onepaTtopckux ceTax. OHM
obecneymBaloT BbICOKYHO MNPOU3BOAUTENBHOCTb, MMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpombiwneHHbI KommyTaTop MES3708P npegHasHavyeH 10 pasmMeLLeHNA BHYTPM ONOp OCBELLLEHUA
(vnn apyrux) ¢ AnameTpom BHYTPEHHEN NONOCTU He MeHee 185 MM, a TakKe opraHM3almMm 3alULLEHHbIX
OTKa30YyCTOMYMBbIX CETEN Nepesadn AaHHbIX Ha 06bEKTaX, rae HeobXxoANMMO BbINOJIHEHME TPeOOBaAHUM MO
obecneyeHUto YyCTOMYMBOCTM K BO3LENCTBMAM Pas3/IMYHOMO BMAA: TeMNEpPaTypPHbIM, MEXaHUYECKUM U

ApYyrvum.

B HacToAWEeM pyKOBOACTBE M3/10XKEHbI Ha3HAYEHNE, TEXHUYECKNE XapaKTePUCTUKN, peKoMeH4auMm
No HayanbHOW HACTPOMKE, CUHTAKCUC KOMaHA AN KOHOUrypauuu, MOHUTOPUHra M O0B6HOBAEHUSA
nporpammHoro obecrnedyeHms KOMMyTaTopa.
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1 OMNUCAHUE U3JENUA

1.1 HasHayeHue
YctpoiictBa cepuii  MES14xx wn  MES24xx ABnAOTCA  ynpaBAseMbiMU  KOMMYTAaTOPamM,
BbINO/HAOLWMMM CBOM KOMMYTALMOHHbIE QYHKLUMKN Ha KaHa/IbHOM M CeTEBOM YpPOBHAX moaenun OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KOMmMyTaTopbl MES2408x MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontuyeckmx nopta Gigabit Ethernet gns yctaHoBKK SFP-TpaHcuBepOB.

CeteBble KOomMmyTaTOpbl MES2411X mMmeloT B CBOEM COCTaBe 8 3neKkTpuyeckux noptos Gigabit
Ethernet 1 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKU SFP+-TpaHCcMBEPOB.

CeteBble KOMmMyTaTOpbl MES2428% nMmetoT B cBOEM cocTaBe 24 afieKTpuyecknx nopta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeTteBble KOMMyTaTOpPbl MES2424x nmetoT B cBOEM cocTaBe 24 afieKTpmyecknx nopta Gigabit Ethernet
n 4 onTnyeckux nopta TenGigabit Ethernet gns yctaHoBKKM SFP+-TpaHcMBEPOB.

CeteBble KommyTtatopbl MES2448 DC, MES2448B, MES2448P umeloT B CBOEM cocTase 48
aNeKTpuyeckmx noptos Gigabit Ethernet 1 4 ontuyecknx nopta TenGigabit Ethernet gns yctaHoBKu SFP+-
TPaHCMBEPOB.

CeTteBble KommyTaTopbl MES3708P mmetloT B cBOEM cocTaBe 8 3/eKTpUYecKMx NopToB Gigabit
Ethernet 1 2 onTuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcnBeposB.

1.2 ®PyHKUMM KOMMYyTaTOpA

1.2.1 ba3oebie pyHKYuU

B Tabnmue 1 npuBeaeH cNUCOK 6a30BbiX GYHKLMI YCTPOMCTB, AOCTYMHbIX 418 aAMUHUCTPUPOBAHMS.

Tabnunua 1 — basoBble pyHKUUM YCTPOCTBA

3awuma om B/1OKMpPOBKa BO3HUKAET B C/ly4anx Neperpysku BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
610KuUposKu oyepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOSMT K 3a4ePKKam nepesayn faHHbIX
(HOL) M noTepe NakeTos.

Moddepicka CnocobHocTb Nogaep*knBaTb Nepenady CBEPXAAMHHbLIX KaapoB, YTO NO3BOAAET ne-
C8epx0aUHHbIX KAOPOB8 | pefaBaTb AaHHblE MEHbLIMM YACAOM NAKeTOB. ITO CHUXKAET 06bem CNyKebHOW UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpaB/ieHne NOTOKOM NO3BOIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N npeaoTBpalleHuA nepenonHeHusa bydepa HU3KOCKOPOCTHOE
YCTPOWMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem cambim MHbOpmUpys
BbICOKOCKOPOCTHOE YCTPOMCTBO 0 HEOHXOAMMOCTU CAeNaTb Nay3y Npu nepesaye na-
KeTOoB.

YnpaeneHue nomokom
(IEEE 802.3X)
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1.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabnuue 2 npuseaeHbl GyHKUUN YCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnunuya 2 — PyHKunmM pabotbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTh Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYeHMA, AaHHble, NOCTynaloWwmMe Ha Kakon-nmbo nopT, nepeaatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMyTaTopa. B pexume obydyeHMA KOMMyTaTop aHaAN3U-
pyeT Kagpbl n, onpeaenns MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B Tabanuy mapiu-
pyTv3auunun. Bnocneactsum Kagp Ethernet, npegHasHaveHHbIN ans xocta, MAC-agpec
KOTOPOrO y»Ke ecTb B Tab/mue, NnepesaeTcs TO/IbKO Yepes yKa3aHHbIM B Tabaunue nopr.

lModdepxcka nepedayu
Ha HecKonbKo MAC-
adpecos (MAC

[JaHHaa ¢yHKUMA NO3BONAET YCTaHaB/AMBATb COEAMHEHUA KOAWH KO MHOTMM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kagp, afpecoBaHHbIi MHOroaApecHow
rpynne, nepefaeTcs Ha Kaxkabli NOPT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuyeckoe

epemsa xpaHeHusa MAC- | Ecav ot ycTpoiictea c onpefeneHHbIM MAC-agpecom 3a onpeaenieHHbli nepuog, spe-

adpecos MEHW He MNOCTYNaloT NaKeTbl, TO 3anucb ANA AaHHOTO agpeca yctapesaeT M yganaeTtcs.

(Automatic Aging for 3T0 No3BOAIAET NOAAEPKMBATL TABANLY KOMMYTAUMKN B aKTYa/IbHOM COCTOAHUM.

MAC Addresses)

Cmamuyeckue 3anucu »

MAC CeTeBOoM KOMMYyTaToOp MO3BOJAET MOJ/Ib30BAaTENO ONpPeAenuTb CTaTUYecKkue 3anucu
. . cooTBeTcTBMIA MAC-aApecoB, KOTOpble COXPaHAOTCA B TabiMLe MapLupyTM3aLmm.

(Static MAC Entries)

1.2.3 ®yHKYyuu emopozo yposHa cemeesoii modenu OSI

B Tabanue 3 npmeeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnucaHme GyHKUMIM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMaLUK, NONYYEHHOM
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaenunts, Kakue ycTponcTea B ceTu

®yukyusa IGMP Snooping o

Yy4acTBYIOT B Fpynmnax MHOroaApecHoM Paccbisiku, M aapecoBaTb TpaduMK Ha COOTBET-

CTBYIOLLME NOPThI.

. Peannzauua npotokona MLD no3sonset ycTpoiCcTBY MUHUMU3NPOBATbL MHOroas-

@yHKyua MLD Snooping N . P yere Y P A

pecHbIn IPv6-TpadumK.

@DyHKUMA, NO3BONAKOLWAA MepeHanpaBaaTb MHOroafpecHblt TpaduK M3 OAHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuu IGMP-coobuieHunii, 4To NO3BOAAET YMEHbLWUTb

HarpysKy Ha uplink-nopty. NMpumeHsaeTca B pewweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LlTopm» — 3TO pasmHoxKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4oM y31e, KoTopoe NPMBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMCIA U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BOSAIOLLYIO OFPAHUYNTL CKO-
pOCTb Nepeaaym MHOTOaAPECHbIX U LUIMPOKOBELLATENbHbIX Ka4POB, MPUHATbIX U Me-
pefaHHbIX KOMMYTaTOPOM.

3epKanuposeaHue
nopmos
(Port Mirroring)

3epKanupoBaHMe NOPTOB NO3BOAET AybanpoBaTb TpaduK HabaoAaeMbIX NOPTOB,
nepecblnan BXxoaawme U/Man UcxoasaLMe NakeTbl Ha KOHTPOAMPYOWMA nopt. Y
NoNb30BaTeNss KOMMYTAaTOPa €CTb BO3MOXHOCTb 33/aTb KOHTPO/IMPYHIOLLMUIA U KOH-
Tpo/IMpyemble NopTbl M BbIBPaTb TN TPadMKa (BXOAAWMIA U/MAN NCXOOALLNIA), KO-
TOpbIV ByAeT nepeaaH Ha KOHTPOIMPYIOLWMIA NOPT.

Uzonayua nopmos
(Protected ports)

[daHHaa ¢yHKUMA No3BONSET HazHauyUTb NopTy ero uplink-nopT, Ha KoTopbIN 6es-
YCNOBHO ByAeT nepeHanpaBaaTbca BeCcb Tpadumk, obecneymsas Tem caMbiM U30NA-
LMI0 C APYTMMM MOPTamM (B Npesenax oL4HOro KOMMyTaTopa), HaXO4ALLMXCA B 3TOM
e WwupokoselatensHom aomeHe (VLAN) B npegenax oaHOro KommyTratopa.
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Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoi NpPOTOKOA, OCHOBHOM 3a4a4yei KOTOPOro ABAA-
eTca npuseseHue cetn Ethernet ¢ M36bITOYHBIMKM COEAUHEHUAMM K 4PEBOBUAHON
TOMONOTUK, UCKAtOYatoLWen neTan. KommyTaTopbl 06MeHUBAOTCA KOHOUTYPaLMOH-
HbIMW COOBLLEHMAMM, UCNONBL3YA Kaapbl cneunanbHoro gopmaTa, U BbIBOPOUYHO
BK/IIOYAIOT M OTK/IOYAOT Nepesayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbint) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepu3yeTcs MeHbLINUM BPpEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMM
1 nmeet 6osee BbICOKYHO YCTONUMBOCTD.

Moddepxcka npomokKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKoA NpeaHa3HayeH ANA NOBbIWEHUA YCTOMYUBOCTU U HALEKHOCTM CeTH ne-
pesayn AaHHbIX, UMEIOLLEN KObLEBYIO TOMNO/IOTUIO, 33 CHET CHUKEHUS BPEMEHM

BOCCTaHOB/IEHMA CETU B C/lyyae aBapun. Bpems BoccTaHOBAEHUA He npeBbllaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MEHbLLE BPeMEHWN NepecTPonKkn ceTi Npu NCcnoab3o-

BaHWM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxcka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyoLmnx ogHY LWMPOKOBELLATE/IbHYO
obnactb (LomeH). KommyTaTop noaaepunBaeT pasnyHble CpeacTsa Kaaccuduka-
LMW NAKeTOB ANA onpeaeneHuna ux npuHagnexxHoctm K onpegeneHHoro VLAN.

Moddepxcka npomokKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasastowme cobolt NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone ansa nepefayun MHGopmaLlmm o co-
CTOSIHUM KaHaNa MeXay HenocpeacTBeHHO MNOAK/AIOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-
CTBa A,0/1KHbl NogAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmoes
(Port-Based VLAN)

Pacnpepenenune no rpynnam VLAN BbinonHaeTca no sxogAawmm noptam. [laHHoe
pelueHve No3BONAET UCMO/b30BaTb Ha KaXKA0M NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIA CTaHAAPT, KOTOPbLIN ONUCbIBAET NpoLeAypPY TErMPOBaAHUA
Tpaduka gns nepegaum nHbopmaumm o npuHagaexHoctn K VLAN. MossonseT umc-
no/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHa108 ¢
ucnonv3zosaHuem LACP

MpoTokon LACP obecneunBaeT aBToMatTnyeckoe ob6beanHeHne OTAe/IbHbIX CBA3EN
MeXay ABYMA YCTPOWCTBAMM (KOMMYTaTOP—KOMMYTATOP WMAM KOMMYyTaTop—cep-
BEp) B e4MHbIN KaHan nepeaayn AaHHbIX.

B NpOTOKO/1e MOCTOSAHHO ONpPeaeAeTc BO3MOMKHOCTb 06beMHEHUA KaHa0B, 1 B
C/lyyae OTKasa CoeAMHEHUs, BXOAALLEro B 06beMHEHHDIN KaHan, ero Tpaduk aBTo-
MaTUYEeCKN nepepacnpeaensieTca no He OTKasaBWMM KOMMOHEHTaM o6beanHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpoicTBax nogaepkmpaetca GyHKLUMSA CO34aHMA rPynn KaHaaoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnn IEEE 802.3ad — TexHonorva ob6beanHeHus
HECKOIbKMX GU3NYECKMX KAHAOB B OANH JIOFMYECKUI. ITO CNOCOBCTBYET HE TO/IbKO
YBENMYEHMNIO NPOMYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
KOMMYTaTOp WM KOMMYTAaTOP—CepBep, HO M MOBbILWEHUIO UX HAZEKHOCTU. Bo3-
MOXHbI TPW TMNa 6anaHCMPOBKKM — Ha ocHoBaHUK MAC-agpecoB, Ha ocHoBaHWUK |IP-
aZpecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHwUs.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTaloLwmx B AynieKc-
HOM pexunme.

Selective Q-in-Q

Mo3BonseT HaszHavaTb BHelwHM VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaAHHbIX MNpaBua GUAbTPAUMM MO HomMepam BHYTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseT pasobpaTb Tpapuk
aboHeHTa Ha Heckoibko VLAN, nameHntb metky SPVLAN y nakeTa B OTAE/IbHOM
yyacTKe ceTu.
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1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnuue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

AOMUHUCTPATOP KOMMYTaTOpa UMeeT BO3MOXKHOCTb ,CI,06aBIIFITb N yOanAatb Ctatuye-

(Address Resolution
Protocol)

mapwpymei CKMe 3anucy B TabanLy MapLipyTU3aumm.
Knuenmeoi BootP u y . 6 P

. CTPOMCTBA CNOCOBHbI aBTOMATMYECKM Mo/y4YaTb -agpec no npoToKoA
DHCP (Dynamic Host BoochP /DHCP y AP P y
Configuration Protocol) '
lpomokon ARP ARP — npoToKon conocTtaBaeHus IP-agpeca n pusmnyeckoro agpeca ycrporicrea. Coot-

BEeTCTBME YCTaHaB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CETU, aApPeC y3/1a 3a-
npalwnBaeTCA B LUMPOKOBELWATE/IbHOM NAKeETeE.

®yHkyusa IGMP proxy

IGMP Proxy — ¢yHKUMA yNpOLWEHHOW MaplpyTU3aunmm MHOFOaapecHbIX AaHHbIX
MeXAy ceTamM. s ynpasaeHua mapLpyTmsauneit ncnoabsyertcs npotokon IGMP.

lpomokon VRRP

Mpotokon VRRP npegHasHauyeH Ana pes3epsnpoBaHMA MapLLPYTU3aTOPOB, BbINOAHA-
OLLMX POAb LWIKO33 NO YMONYAHUIO. ITO AOCTUraeTcA NyTém obbeamHeHnn IP-uHTep-
beicoB rpynnbl MapLIpyTM3aToOpoB B OAWMH BUPTYaNbHbIN, KOTOPbI BYAEeT MCNob30-
BaTbCA KaK LUK03 MO YMOMYAHMIO A/19 KOMMbIOTEPOB B CETH.

1.2.5 ®yHKyuu QoS

B Tabnnue 5 npuBeaeHbl oCHOBHble GyHKUMM KadecTBa obcnymnsaHus (Quality of Service).

Tabanua 5 — OcHoBHble PYHKLMM KayecTBa 0b6CayKMBaHUA

IModdeprcka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMUBAET MPUOPUTESALLMIO UCXOAALLErO TPadMKa No oyepessam Ha
Kak4om nopty. PacnpesesieHve NakeTos Mo ouyepessm MOKET MPOU3BOANUTLCA B pe-
3y/bTaTe KAaccudrKaLmMm NaKeToB NO Pas/iMYHbIM NOASM B 3ar0/I0BKax NaKkeTos.

Moododepxcka Knacca
obcnyncueaHus 802.1p

CraHgapT 802.1p cneundunumMpyeT MeToZ YKasaHuA NpUMopuUTeTa Kagpa v airoputm
MCMNO/Ib30BaHMA NpUOpUTETA B LIeNAX CBOEBPEMEHHOM LOCTaBKU YyBCTBUTE/IBHOTO K
BpeMEeHHbIM 3aaepyKKam Tpaduka. CtaHgapT 802.1p onpeaensetr BoceMb YPOBHEN
npuoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHMe npmoputeTa 802.1p ana
pacnpeaeneHna Kagpos No NPUOPUTETHBIM o4epesam.

1.2.6 ®yHKyuu obecnevyeHus 6ezonacHocmu

Tabnnuya 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTU

DHCP snooping

®yHKLMA KOMMYTaTOpPa, NPefHa3HaYeHHaA A/1A 3alMTbl OT aTaK C UCMO/Ib30BaHWEM
npotokona DHCP. O6ecneumBaetr ¢punbTpaumto DHCP-coobLieHMin, NOCTYNMUBLUUX C
HeHaAeXHbIX NOPTOB MyTEM MOCTPOEHUA U NOAAEPKAHUA 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT AencTsus
6paHaMayspa MeKay HeHadeKHbIMKU NopTamn 1 cepsepamu DHCP.

Onyusa 82 npomokKona
DHCP

Onuwus, KoTopas nossonseT npovHdopmupoBaTb DHCP-cepBep O TOM, C Kakoro
DHCP-peTpaHcasTopa 1 Yepes Kakoi NopT npuLLen 3anpoc.

Mo yMmo4YaHUIO KOMMYTaTOp, UCNob3yowmin pyHKLuMo DHCP snooping, o6HapyXu-
BaeT u otbpacbiBaeT Ntoboit DHCP-3anpoc cogepkalimnii onumio 82, KOTOPbIN OH MNo-
Ny4nn yepes HeHaaéxKHbil (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTATOpPa, NpeHa3Ha4YeHHaa A41A 3alnTbl OT aTak C UCNO/b30BaHNEM
npoTtokona ARP. CoobLieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOIO NOPTa, Noagepra-
eTcA NpoBepKe — cooTeeTcTBYET M IP-agpec B Tene npuHAToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnun agpeca He coBnaaatoT, TO KOMMYTaTop oTOpacbiBaeT Naker.
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L2-13—-L4 ACL (Access
Control List)

Ha ocHoBe nHdopmaumm, cogepkalleiica B 3aroNioBKax ypoBHen 2, 3 n 4, y agMuHU-
CTPaTOpa ecTb BO3MOXKHOCTb HacTpouTb 40 100 npasua, cornacHo KOTOpbIM NAKeT by-
net obpaboTtaH, nMbo oTbpoLeH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KOTopas orpaHMumneaeT IP-TpaduK, dunbTpya ero Ha OCHoBa-
HUKM TabmLbl cooTBETCTBUIM 6asbl faHHbIX NpueA3kn DHCP — DHCP snooping u ctaTtn-
YeCKM CKOHPUTyprpoBaHHbIX IP-aapecos. DyHKLMA Ucnob3yeTca A1a 60pbbbl ¢ noa-
meHoMl IP-agpecos.

1.2.7 ®yHKYuu ynpasaeHuUa KOMMymamopom

Tabnnua 7 — OcHOBHble GYHKLMMU YPABAEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB COXpaHALOTCA B daiiie HaCTPOIMKKN, KOTOPbIA COAEPKUT AaH-
Hble KOHPUTYpPaLLMM KaK BCEMN CUCTEMBI B LLe/IOM, TaK U onpeaeieHHOro NopTa yCTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca Ana onepauui 3anmcu u uteHma ¢ainos. NpoTokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YCcTpoincTBa Noaaep:K1BatoT 3arpysKy U nepegady no AaHHOMY npoToKkony dannos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

MpoTtokon SNMP ncnonb3yetca ANs MOHUTOPUHIA M yNpaBJeHUA CeTeBbIM YCTPOM-

lNpomokon SNMP cTBOM. [1a ynpaBaeHUA AOCTYNOM K CMCTEME ONpPeaensaeTca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNA.
YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNAbHO Yyepes no-
Wumepgpelic cnepoBaTtenbHbl NopT RS-232, nnbo yganeHHo Yepes Telnet. UHTepdeiic KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKM KoHconu (CLI) aBaAeTca NpoMbIWAEHHbIM CTaHAAPTOM. MHTepnpeTaTop
CLI npefiocTaBNAET CNMCOK KOMaHZ M KNHOYEBbIX CI0B A1 NOMOLLM NOAb30BATENO U
COKpaleHnto obbema BBOAUMbIX AaHHbIX.

Syslog — npoTokon, obecneynBatoLLnin Nnepesady coobLEeHNIM 0 MPOUCXOAALLMX B CU-

Syslog o
cTemMe cobbITUAX, a TaKKe yBeAOoM/IeHUI 06 oWwmnbKax yaaleHHbIM CEpBEPAM.
SNTP Mpotokon SNTP — NpOTOKO/1 CUHXPOHM3ALMM BPEMEHU CETW, FapaHTUPYeT TOYHOCTb
(Simple Network Time CUHXPOHWU3ALLMN BPEMEHWN CETEBOI0 YCTPOMCTBA C CEPBEPOM A0 MUASIUCEKYHADI.
Protocol)
Traceroute — cnyxebHas GyHKLMA, NpegHa3HAYeHHaA AN onpeaeneHns MapLpyToB
Traceroute y dyHKUMA, npes A peA pwpy
nepesayun naHHbIx B IP-ceTax.
YnpaeneHue A .
MUWHWUCTPATOP MOMKET onpeaennTb YPOBHM NPUBUAETNI A0OCTyNa ANA NONb30BaTe-
KOHMponupyemeoim 'D'v E) P PeA yp P Aocryna & .
Nei yCTPOICTBA U XapaKTePUCTUKU AR KaXKAOr0 YPOBHA NpUBUAETUI (TONbKO Ans
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOAHbIN A0CTyn — 15 ypoBeHb).
npusuneauu
KommyTtaTop cnocobeH ycTaHaBAuBaTb 3anpeT AOCTyNa K Kaxaomy uHTepoency
npasneHunsa (SNMP, CLI). 3anpeT moxeT bbITb YCTaHOBAEH OTAENbHO ANA KaXA0ro
B10KUpOBKa ynp ( , CLI) p y il il il
mepdpeiica TMNa goctyna:
UH .
p e Telnet (CLI over Telnet Session);
ynpassneHus o SNMP:
e SSH.
JloKanbHasA [Ona nokanbHOM ayTeHTUPUKALMKN NoanepKMBaeTca XpaHeHMe naponen B 6ase gaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.
dunempayus IP- Joctyn no SNMP paspewaetca ana onpegeneHHbix |IP-agpecos, ABnAlOWMXCA Yne-
adpecos 013 SNMP Hamun SNMP-coobuiecTsa.
DHCP-cepBep ocyL,ecTBAAeT LUeHTPaIM30BAaHHOE yNpaBaeHMe CEeTEBbIMKN agpecamm
N COOTBETCTBYIOLWMMU KOHOUTYPALLMOHHBIMU MapamMeTpamu, aBToOMaTUYECKU Npeso-
®yHkyuu DHCP- CTaBAAA UX KNNEHTaM.
cepesepa

l DYHKLMA NoALEPIKMBARTCA TONIbKO Ha moaenax MES2424, MES2424B,
. MES2424P, MES2448, MES2448B, MIES2448P, MES2411X.
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Knuenm RADIUS

MpoTtokon RADIUS ncnonb3yetca ana ayTeHTMdMKaLmm, aBTopusaumm u yyeta. Cep-
Bep RADIUS ncnonb3yet 6a3y AaHHbIX NOb30BaTeIeN, KOTOPAA COLEPKUT AaHHbIe
NPOBEPKM MNOAJIMHHOCTU ANA KaXKA0ro nosb3oBaTena. KommyTaTopbl cogepaTt Kam-
E€HTCKYHo YacTb npoTtokona RADIUS.

TACACS+
(Terminal Access
Controller Access
Control System)

YCTpOMNCTBO NpefocTaBAAeT NOALEPKKY NPOBEPKN NOAJIMHHOCTU KAMEHTOB Nocpes-
ctBom npoTokona TACACS+. MpoTokon TACACS+ obecneunBaeT LeHTPaIM30BaHHYIO
cuctemy 6e30nacHOCTM A/1A MPOBEPKM MOJ/Ib30BATENIeN, MOJyYaloWwmnx [0CTyn K
YCTPOMCTBY, @ TaK)Ke LEHTPA/SIM30BaHHYIO CUCTEMY ynpaBieHuA npu cobaoaeHum
coBmectumoctn ¢ RADIUS n apyrumm npoueccamu NnpoBepKu NoAIMHHOCTY.

1.2.8 [onoaHumesnbHble hyHKYuu

B Tabnumue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBRA.

Tabaunua 8 — lononHUTENbHbIE GYHKLMN YCTPOCTBA

BupmyaneHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHbIe 1 annapaTHble cpes-
mecmupoeaHue Kabenas | CTBa, NO3BONAKOLME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabensa — VCT. Te-
(VCT) CTep NO3BOIAET ONpeAe/InTb COCTOAHNE MeAHOrO Kabensa cBA3M.
AuazHocmuka YcTponcTBO NO3BONAET TECTUPOBATbL ONTUYECKMIA TpaHcuBep. Mpn TecTMpoBaHUK OT-
onmuyecKoz0 CNeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcusepa TpaHcusepa. s peannsaumnun TpebyeTtca noanepKKka 3aTUX GyHKLMI B TpaHCUBEpE.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A9 aBTOMATUYECKOro 0bHapyeHuA notepu
Link Detection) OBYXCTOPOHHEN KOMMYHUKALUKN Ha ONTUYECKMX IMHUAX CBA3M.
KommyTaTop 0b1asaeT Bcemn HEObXO4MMbIMU XapaKTEPUCTUKAMM A/iA paboTbl €
npotokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BennumHa 3agepkkn GOOSE-coobuieHns npu nepegaye;
e  YmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 .
61850 o YmeHMe paboTaTb C TEFOM BUPTyasibHOM CETU 1 Terom npuopuTeTa IEEE
802.1Q GOOSE-coobueHus;
o [opaep:kka nepegaym multicast-coobLieHnin U BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiMm ctaHgapTom M3K 61850 gmManasoHom rpynn BewaHma.

1.3 OcCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKHU

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbI B Ta6nv1u,e 9.

Tabanua 9 — OCHOBHbIE TEXHUYECKME XapaKTePUCTUKN

06wme napameTpbl

MES1428

24 x 10/100BASE-TX (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2408
MES2408B

8 x 10/100/1000BASE-T (RJ-45)
2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

NHTepdelichl

MES2408C

8 x 10/100/1000BASE-T (RJ-45)
2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2408CP

8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIl nopTt RS-232 (RJ-45)
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MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408p 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T N
1 x KoHconbHbIM nopT RS-232 (RJ-45)
4 napbl BXOAHbIX CYXMX KOHTAKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
MES2424 24 x 10/100/1000BASE-T (RJ-45)
MES24248 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
m:;zz:;c 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (PoE/PoE+)
MES2448P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2411X 11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES1428 12,8 réur/c
MES2408
MES2408B
MES2408C
MES2408CP
Mmes2a08ip c1 | 20 FonT/e
MES2408P
MES2408PL
MES3708P
MponyckHaa cnocob- | MES2428
HOCTb MES2428P
MES2428B 56 Tbur/c
MES2428T
MES2424
MES2424B 128 Meut/c
MES2424P
MES2448 DC
MES2448B 176 Téut/c
MES2448P
MES2411X 236 Iéut/c
MES1428 9 MPPS

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES2428
Mpownssogutens-
MES2428P

HOCTb Ha NakeTax 41,658 MPPS

ONMHON 64 Bairtal MES2428B
MES2428T

MES2424
MES2424B 95,2 MPPS
MES2424P

MES2448 DC
MES2448B 130,9 MPPS
MES2448P

MES2411X 175,5 MPPS

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 512 K6ait
MES2408PL
MES2428
O6bem bydepHoi MES2428P
namaTu MES2428B
MES2428T
MES3708P

MES2424
MES2424B 1,5 M6ait
MES2424P

MES2448 DC
MES2448B
MES2448P
MES2411X

2 M6aut

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbaunt

MES2424
MES24248B
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2411X

512 Mbaunt

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaut

MES2424
MES2424B
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X

64 M6aut

Tabnmua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8192

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2424
MES24248B
MES2424p

16384

MES2448 DC
MES2448B
MES2448pP
MES2411X

32768

Konnyectso ARP-3anun

cel

1000

Mopaeprkka VLAN

cornacHo 802.1Q ao 4094 aktueHbIX VLAN

KonnuecTBo rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES2424B
MES2424pP

1023

MES2448 DC
MES2448B
MES2448P
MES2411X

4094

Konuyectso rpynn
L3 Multicast
(IGMP proxy)

MES2424
MES2424B
MES2424P

512

MES2448 DC
MES2448B
MES2448P
MES2411X

2048

Konunuyectso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha ntoboe KoNnYecTso UHTepdeincos
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MES2424
MES2424B
MES2424pP

640*

MES2448 DC
MES24488B
MES2448P
MES2411X

1280"

KonnuecTso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

100!

MES2424
MES2424B
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2411X

8 Ha /1toboe KoAMYEeCTBO NHTEPPencos

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424p

384 (ingress)/512 (egress)

MES2448 DC
MES2448B
MES2448P
MES2411X

768 (ingress)/1024 (egress)

! lobaBneHne NpaBMaa Ha Kaxablli MOPT pacxogyeT annapaTHble pecypcbl obLiero nyna.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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Konunyectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC-381
IPv4/IPv6 —219/128

MES2424
MES2424B
MES2424P

MAC - 509
IPv4/IPv6 — 384/192

MES2448 DC
MES2448B
MES2448P
MES2411X

MAC - 766
IPv4/IPv6 — 640/320

Konunyectso npasun ACL B ogHom ACL

Konunyectso mapuu-
pytoB L3 Unicast

MES2424
MES2424B
MES2424pP

406 IPv4

MES2448 DC
MES2448B
MES2448P
MES2411X

1958 IPv4

Konnyectso VRRP-
MapLIpyTU3aTOPOB

MES2424
MES2424B
MES2424P
MES2448 DC
MES2448B
MES2448P
MES2411X

32

Konunuectso L3-uHTepdelicos

8 vlan, go 5 IPv4-agpecos B Kaxgom vlan, go 300 IPv6 GUA
CymmapHo ans Bcex vlan

KonunuecTteo BUpTYyanbHbix Loopback-mH-

TepdelicoB

10

Arperaums KaHai0B
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn, Ao 8 noptos B ogHOM LAG

22
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MES2424
MES24248B
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X

24 rpynnsbl, Ao 8 nopToB B ogHOM LAG

Konunyectso akszemnnapos MSTP 64

Konnuectso DHCP pool* 5

KoanMuecTso afpecos, BblaaBaeMbIX
DHCP-cepsepom?

4096

Konnyectso cratnueckmx sanmncent DHCP-

cepsepa!l

ngeHtTnduKatopa

512, BkAtOYanA BCe CTaTUYECKMe 3annucu gnsa ogHoro

KauectBo obcnyxkuBaHua QoS

npMopuTU3aumna TpaduKa, 8 ypoBHemn

nopTa

8 BbIXOAHbIX oqepep,eﬁ C pa3HbiMN NPUOPUTETAMU ONA KaXA0ro

Ceepxa/IHHbIe

Kagpbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MaKCcMMasbHbI pa3mep naketos 10000 6ant

MES2424
MES2424B
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2411X

MaKCMMasbHbli pasmep naketos 12288 6anT

! dyHKUMA noaaepxnBaeTca ToNbKo Ha mogenax MES2424, MES2424B, MES2424P, MES2448, MES2448B, MES2448P,

MES2411X.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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CooTBeTcTBME CTAHOAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2428P,
MES2448P 1 MES3708P)

M3K 61850

YnpasneHue

JlokanbHOe ynpasneHue

Console

YpaneHHoe ynpasaeHune

SNMP, Telnet, SSH, Web

dusnyeckme XxapakTepucTUKN U YCNOBUA OKpYKalowien cpeabl

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

mgz;g;g ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES1428

MES2408 CceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2428 CeTb NOCTOAHHOrO TOKa: 18-72 B

MES2428T

MES2424 CeTb nepemeHHoro Toka: 100240 B, 50-60 I'y,

ceTb NOCTOAHHOTO TOKa: 18-72 B

MES2408IP DC1

ceTb NOCTOAHHOTIO TOKa: 36—72 B

MES2448 DC
MES2424pP
MES2448P CeTb NepeMeHHOro Toka: 176—264 B, 50-60 I'y,
NcTouHMKK ceTb NepemeHHoro Toka: 176—250 B, 50-60 I'y,
nUTaHNA MES2408P CeTb NOCTOSIHHOTO TOKa: 36—-72 B
MES2428P CeTb NepeMeHHOro Toka: 176—264 B, 50-60 I'y,
CceTb NOCTOAHHOrO TOKa: 36—72 B
CceTb nepemeHHoro Toka: 100240 B, 50-60 I'y,
aKKymynAaTopHas 6atapes: 12 B DC
XapaKTepuUCTUKN 3apAaHOro YCTPOMCTBA:
- TOK 3apsga:
1,6+0.1 A — MES2424B n MES2428B;
MES2424B - Hanps)KeHue cpabaTbiBaHUA pacLenuTena Harpyskm —
MES2428B 10-10,5B;
- MOPOroBoe HanpAXeHne MHAMKAUUM HU3KOoro 3apaga — 11 B
V CeueHue npoBoaa ana nogknoueHnsa AKB He me-
Hee 1,5 mm. Ona MES2424B, MES2428B peKo-
meHpayeTtca ucnonb3sosatb AKb eMmKoCTblO He me-
Hee 12 Ah.
24 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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CeTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
aKKymynAaTopHas b6aTtapea: 12 B DC
XapaKTepUCTUKKN 3apsAaHOTO YCTPOICTBA:

- TOK 3apaga:

1,6£0.1 A — MES2408B;

1+0.1 A — MES2448B;

MES2408B - Hanps»keHue cpabaTblBaHUA pacLenuTenn Harpyskm —
MES2448B 10-10,5 B;
- MOpPOroBoe HanpsaKeHue NHAMKaLMN HU3Koro 3apaga — 11 B
V CeueHue nposopga ana nogkntovyeHna AKb He me-
Hee 1,5 mm. [lna MES2408B pekomeHAayeTcA UC-
nonb3oBaTb AKb emKocTblo He meHee 12 Ah, ana
MES2448B peKkomeHayetca ucnonb3osatb AKb
€MKOCTblo He meHee 9 Ah.
MES1428 AC
MES2408C 10Br
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
MES2408P AC 275 BT (c yueTom Harpysku PoE)
MES2408P DC 280 BT (c yueTom Harpysku PoE)
MakcumancHas "y ecs 408pL 80 BT (c yueTom Harpysku PoE)
notpebnsemas
MOLLLHOCTb MES2428 18 BT
MES2428T
MES2428B 45 Bt
MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES24248B 49 Bt
MES2424pP 420 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)
MES2411X 35BT
MES2408B 7 Bt
Makcamanshan | \ec)go48 25 BT
notpebnsemas
MowHOCTb B3 1 e o) 1ogg 20 Br
y4yéTa 3apana AKb
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
bioaxxeT PoE MES3708P
MES2408P 240 Bt
MES2408PL 65 BT
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MES2424pP
MES2428P 370 Bt
MES2448P 720 Bt
MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 BT
MES2408IP DC1 15 Bt
MES2408P AC 35BT
MES2408P ACW 30 BT
MES2408P DC 40 Bt
MES2408PL 15 Bt
Tennosblae- MES2411X 35 Bt
neHune MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt
MES2424FB 50 BT
MES2424pP 50 BT
MES2428 18 Bt
MES2428B 23 Bt
MES2428P AC 50 BT
MES2428P DC 80 BT
MES2428T 18 Bt
MES2448 DC 48 Bt
MES2448B 53 Bt
MES3708P 30 BT
MES1428 AC
MES2408C
MES2408CP
AnnapaTHas MES2428 AC
noanep»ka MES2428T AC ecTb
Dying Gasp MES2428P AC
MES2424
MES2424pP
MES2448B
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MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES2428B
MES2428P DC
MES24248B
MES3708P
MES2448 DC
MES2448P
MES2411X

HET

UHTepsan
pabounx
Temneparyp

MES2448P

oT-10°C go +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424 DC
MES2424pP
MES2428
MES2428B
MES2428P
MES2428T
MES2448 DC
MES2448B
MES2411X

oT1-20°C go +50 °C

MES2424 AC
MES2424B

o1 -20°C go +50 °C
Mpu aKcnayaTauum ycTpoicTB NpU TemnepaTtype Bbille
45 °C Heob6x0A4MMO UCNOJIb30BaTb UHAYCTPUANbHble SFP+
TpaHcusepbl.

MES2408CP
MES2408P DC

o1 -20°C go +50 °C
Mpu 3KkcnayaTauum ycTpocTB Npu TemnepaTtype Bbille
45 °C Heo6X04MMO UCNO/b30BaTb UHAYCTPUANbHbIE SFP
TpaHcuBsepbl.

MES2408 AC oT-20 °C go +60 °C
MES2408IP DC1 o o
MES3708P ot -40 °C go +60 °C

MHTepBan TemnepaTypbl XpaHeHWs

o1 -40 °C po +70°C
(o1 -50 °C oo +85 °C — ana MES3708P)

OTHOCUTEIbHAA BAAXKHOCTb Npw
aKkcnnyaTaumm (6e3 obpasosaHuA

KOHAEeHcaTa)

He 6onee 80 %
(He 6onee 90 % — ans MES3708P)

OTHOCUTE/IbHAs BNAXKHOCTb NP
XpaHeHuu (6e3 obpasoBaHuA

KOHAeHcaTa)

o110 % 0o 95 %
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MES1428
MES2408IP DC1
MES2408P
MES2428 430 x 44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
FabapuTHble MES2408CP
pasmepbi MES2408PL
(WxBxT) MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
MES2424
MES2424B 430 x 44 x 203 mm
MES2411X
MES2424P 430 x 44 x 225 mm
MES3708P 152 x 517 x 85 mm
MES2448 DC
MES2448B 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 kr
MES2424P 3,36 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C 1,77 kr
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
Macca MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 Kkr
MES2428
MES2428B 2,35 kr
MES2428T 2,37 kr
MES3708P 4,2 Kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2411X 2,57 kr
CpOK cnyx6bl He meHee 15 net
V ; Tun nuTaHuA ycTpoiictBa onpepenaeTca npu 3aKase.
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1.4 KOHCTPYKTUBHOE UCNOJIHEHUE

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBneHbl N30bpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen YyCTPOMCTBA, ONUCaHbI Pa3bembl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHumA.

Ethernet-kommyTaTopbl cepmnin MES14xx n MES24xx BbINO/IHEHbI B META/I/IMYECKOM KOPMYCE C BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbIn Ethernet-kommytatop MES3708P BbinosIHEH B METAN/IMYECKOM KOpPMyce C BO3-
MOXHOCTbIO MOABELIMBAHUA HA WUTAHTY TONWMHON He 6onee 8 mm. CTeneHb 3awuTbl Kopnyca IP55.

1.4.1 BHewHuli sud u onucaHue nepedHeli naHeau ycmpoiicme

BHewHW Bua nepegHen naHenn MES1428 nokasaH Ha pucyHKke 1.

140-250 VAC EG/Sobt mac 14 A uimorice 1 3 s 7 9 u 13 15 17 18 2 2 S 7 AelTex Mes1azs
[T e ™ e [ P e ¥ e | P e et | e i ] [ o
1 e o iORASE 10000ASE X
‘ I a F
— =8 e Rt bt il g Y el [ il bl
- ~ mam O foml e Ry o e e L e e [y iy ey Sy e [y e s e ey e 1
|—|—| [ 4 5 8 1 fr] u 16 1 0 7] 2

PucyHok 1 — MNepeaHaa naHens MES1428

B Tabnmue 10 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB yrnpas/ieHus,
PacnoOXKEeHHbIX Ha NepeaHeit NaHean KoMmmyTaTopa.

Tabanuya 10 — OnucaHWe pasbemoB, MHAMKATOPOB M OPraHOB yrpaBaeHusa nepegHen naHenn MES1428

dnemeHT nepeaHen

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKAHOYEHMA K UCTOUHMKY 3S/1EKTPOMUTAHUA MEepeMeHHOro
1A TOKa.
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA.
2
Alarm MHauKaTop neperpesa.

KOHCONbHbIM NOPT AN5 NIOKANbHOIO YNpPaB/eHUs YCTPOUCTBOM.
PacnvHoBKa pasbema cneaytollas:

He ucnonbsyeTca

He ucnonbsyeTca

RX

GND

GND

TX

He ucnonbsyetca

He ucnonbsyeTca

He ucnonbsyeTca

Pacnaiika KOHCO/IbHOTO Kabens npueeneHa B NPUIOKEHUM A.

3 Console

O oo NOOTULLD WN PR
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®yYHKLMOHaNbHaA KHOMKa A/1A nepesarpysku ycTpoicTea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
- NPU HaXKaTUM Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 |F
rpy3Ka yCTpoicTBa;
- NPW Ha)KaTUW Ha KHOMKY A/auTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.

5 | [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: CNOTbl ANA YCTAaHOBKM TpaHcuepoB 1000BASE-X Combo.

7 25, 26, 27, 28 o
e LNK/SPD — cBeTOBasA MHAMKALMUA COCTOAHUA ONTUYECKUX UHTEPdECoB.

BHewHM BUA nepeaHen naHenn yctponcts cepnm MES2408 nokasaH Ha pucyHkax 2—10.

110-250 VAC 60/50Hz max 0.5A . AELTEX MES2408

® T
| =
o =  Ejmpme

9 10
i i
| | |

1 2 3 4 5 6 7

PucyHok 2 —NepeaHas naHenb MES2408 AC

A uisencs AELTEX MES2408

o I S i
& = EEEE e

2 4 U 8 L |

1 2.1 3 4 5 6 i

L
PucyHok 3 — MNepeaHaa naHens MES2408 DC

110-250 VAC 60/50Hz max 1A

PN 1 3 s 7 JuelTex Mesz4088
1.8 - 107100/ 100088561
- E[lﬁ Eljﬁllﬁ ﬁﬁﬁ ‘m R
pPower O
G |
T onsole

Alarm O 9 10

e e
T [ 8 ) s S s S0 S e [3oL[_J|os
L 2 4 6 8

=

- ® @

2 23 3 4 6 7

PucyHok 4 — MepeaHaa naHeno MES2408B

110-250 YAC 60/50Hz max 0.5A LA s e 9 SVELTEX MES2408C
18

1 3 5 7

[ N M e W e Wi} 5110 101100/ 100ORASE T

@ 0 mﬁ or L00BASE-FX/ 1000BASEX
Console

B O . . 0
il i
@ Alarm O [ e g 5y S s oL Josm
2 4 & 8 IL

2 3 4 5 6 6.1 7.1

PucyHok 5 — lNMepeaHaa naHeno MES2408C
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110-250 VAC 60/50Hz max 2A A s, 1 3 s 7 9 AELTex Mes2osce
¢ : D@D D@D Dm\j D@G mﬁ ;“D.Wl?x’lw-' P
OF 100BASE-FX/1000BASE-X
@ 0 1 ; oes 7 — 3 L) a0
) Power® OO 0OO o [~ © [0 Owx
@ o, g050 [ | (bca bed bl ol | P S g
lz 4 6 ﬁl 1 2 4 & 8 IL 011 _— ]

PucyHok 6 — NepeaHas naHenb MES2408CP

AELTEX MEs24081P

cuass 1
A i
1.8 02,301 Poks

1 3 s 7
36-72VDC max 10A = =) B
-+ 9,10 1000ASE-FX/J000BASE-X
PoE Console

% = 53t (07 R
A L2 4 = e
2.|2 1|’> 3.1 4 f|3 6 7

PucyHok 7 — lNMepeaHas naHenb MES2408IP DC1

AELTEX MES2408P

176-250 VAC 60/50Hz max 24 B udiia 1 3 5 7
[ PoE Console
[} i 1357 — ¢ 10
g 2350 [ ¢ | o [ e
(am Oy ???? | [, o (LS e (N e (= Oseo
— T = = T = = . T

JuELTEX MES2408P
ot

Svoe 1 3 5 7
3672 VB mac 108 = [ N e U P e ] el
Alarm O T = [ e Sy e S S e )
I—l—l L2 3 5 3
2.2 5

~O O~
=Q0w 3

aQQu "™
=00

[
|

3 31 4

PucyHok 9 — NepeaHAaa naHenb MES2408P DC

110-250 VAC 60/50Hz max 1A A s . 5 s 7 AeLTex Mes2d08pL
T o] G )|
i nsole
® 5
= i3 [ [pm
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHAasa naHenbs MES2408PL

B Tabaunue 11 npuseneH nepeyeHb Pa3bemoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yrpaBieHus,
pacnonoXeHHbIX Ha nepegHeln naHenn KommyTtaTtopos cepun MES2408.

Tabnunua 11 — OnucaHWe pa3bemoB, MHAUKATOPOB M OPraHoOB yNpaB/ieHMsa nepeaHein naHean KOMMYTaTo-
pos cepun MES2408
Ne | dnemeHT nepeagHeii naHenu OnucaHue

—_— ~
1 Knemma 3asemnenua = Knemma gns 3azemneHmA ycTpoucTea.

~110-250VAC, 60/50Hz max | Pa3bem Ans NOAKNOYEHWMA K UCTOUYHWUKY 3S/EKTPOMUTAHUA NepemMeHHOro
1A TOKa.
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2.1

18-72 VDC max 10A

Pasbem pgna NOAKNKOYEHMA K UCTOYHWUKY INEKTPOMNUTAHUA MOCTOAHHONO
TOKa.

2.2

36-72 VDC max 1A/10A

Pasbem anA nogKntoveHMA K MUCTOYHWUKY SEKTPONUTAHMA MOCTOAHHOrO
TOKa.

2.3

12VDC max 2A

Pasbem gna NoAKAOYEHUA K aKKyMynATopHoM H6aTapew.

Power

NHAMKaTOp NUTaHWUA YCTPOMCTBA.

Alarm

MHAMKaTop neperpesa.

Battery (ona MES2408B)

NHAanKaTop paboTbl akKyMynaTopHoM HGaTapew.

31

PoE 1-8

NHankaTopbl coctoaHnAa PoE-nopTos.

Console

KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHNa YCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yetcs

He Ucnonb3yetcs

RX

GND

GND

X

He ncnonb3syerca

He ncnonb3syerca

He Ucnonb3yetcs

Pacnalika KOHCONIbHOTO Kabens npuseaeHa B NPUIOKEHUM A.

OCOoONOOULLDE, WN P

®YHKUMOHaNbHAA KHOMKa ANA Nepe3arpy3kun yCTPoCTBa M cbpoca K 3aBoA-
CKMM HacTpoiKam:

- NPY HaXaTUM Ha KHOMKY A4/MTeNIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCcTponcTBa;

- MPW HaKaTUM HA KHOMKY AnuTesbHOCTbio 60siee 10 ¢ npoucxoauT cbpoc
HaCTPOEK YCTPOWMCTBA 40 3aBOACKOMN KOHOUIypaLmK.

(1-8]

MopTbl 10/100/1000BASE-T (RI-45).

6.1

9,10

Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

9, 10, LNK/SPD

CNoTbl ANA YyCTAHOBKM ONTMYEcKMx TpaHcueepos 100BASE-FX/1000BASE-X
(SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.

7.1

9, 10, LNK/SPD

Combo-nopTbl: cnoTbl ANA ycTaHOBKM TpaHcmuepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDECOB.

BHewHMI BUA nepeaHen naHenn yctponcts cepnn MES2428 nokasaH Ha pucyHKax 11-16.

110-250 VAC 60/50Hz max 1A B s

|

2 AELTeX Mes2428

0 Console

1 3 5 7 9 11 13 15 17 19 21 2 25
(o] (o] 3] L] mmmm@mmmm [l

[ F
ng Sl i i

5 6 7

PucyHok 11 — NMepeaHasa naHenb MES2428 AC
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JVELTEX MES2428

S
!

18

Console
pawer O t;
Marm O
= -

10250VAC 60/SOHs s A, AELTEX MES24288

12DC max 28
= -

170-264 VAC 60/50Hz max 34

WMW

[-Tlelelelele)

AELTEX MES2428P
3&72\_/“;!- 154 124 - 10/100/1000BASET, 802, 3at Pol+

el
e
i
B
D—F—on

1.2 2

110-250 VAC 60/S0Hz max 1A A uita 1 3 5 7 ] 1 1 15 7 19 21 2 2 2 ELTEX MES2428T
- 1 1 - - - ™ [=7 OO O =] O o—0]] <
: D] L] o] Can]{ T T T
i o Console , i
=3 el
Aarm O - T = - - - T ] (55 S5 5 e g} =] ==
—_ L 2 4 3 8 10 12 14 6 18 20 22 226 2

PucyHok 16 — lNepeaHaa naHeno MES2428T

B Tabaunue 12 npuseaeH nepeyeHb PasbemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB ynpaBaeHus,
pacnonoXeHHbIX Ha NepegHeln naHean KommyTaTtopos cepun MES2428.

Tabnnuya 12 — OnucaHne pasbemMoB, MHAWMKATOPOB M OPraHOB yNpaB/eHMsA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max

1A Pasbem gnAa NOAKNOYEHMA K UCTOYHWUKY 3/EKTPOMUTAHUA MEPeMeHHOro
(170-264 VAC 60/50 Hz max | ToKa.

3A ana MES2428P)
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1.1 | 12VDC max 2A Pasbem gns NoAKNOYEeHUA K aKKymynaTopHou 6aTapeu.

18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Paszbem Ana NoAKNOYEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKA.
MES2428P DC)

Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
Alarm UHpuKaTop neperpesa.
2 PoE NHamkaTop paboTbl POE.
Battery (ans MES2428B) NHamKaTop paboTbl akKymynsaTopHon baTapewu.

KOHCO/bHbIM NOPT ANA IOKANBHOTO YNPaB/eHUA YCTPOMACTBOM.
PacnuHoBKa pasbema cnegytolan:

He UCnosib3yeTca
He UCnosib3yeTca
He UCno/sib3yeTca
Pacnalika KOHCO/IbHOTO Kabens npuseegeHa B NPUNOKeHUN A.

1 Hewucnonb3syercs
2 He ucnonb3yetca
3 RX
4 GND
3 Console 5 GND
6 TX
7
8
9

dyHKUMOHANbHAsA KHOMKa ANA nepesarpyskun yCcTpoicTBa M copoca K 3aBog-
CKMM HaCTpoMKam:
- NPW HaXKaTUM Ha KHOMKY ANTENbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-

4 |F
rpy3Ka ycTpoicTBa;
- NPU HaKaTUM Ha KHOMKY A/auTenbHOCTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKON KOHPUrypaLuun.,

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cNoTbl Ans ycTaHOBKM TpaHcmBepos 1000BASE-X Combo.

7 25, 26, 27, 28, LNK, SPD N
LNK/SPD — cBeToBas MHAMKALMA COCTOAHNA ONTUYECKMX UHTEPDEINCOoB .

8 T1 4 napbl BXOAHbIX CyXMX KOHTaKTOB.

BHewHMn BMA, nepegHei nNaHenun yctpomcts MES2424, MES2424B, MES2424P, MES2448 DC,
MES2448B, MES2448P, MES2411X noKasaH Ha pMcyHKax 17-23.

110-250 VAC 60/50Hz max 1A

1.24 - 10/100/1000BASE-T
¥G1.364 - JOOORASE-X/10GRASER (it |

PucyHok 18 — NepeaHasa naHenb MES2424B
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170-264 V AL 5060 Hz

fom
Ofower

Qi

O asier,

[ canzale

3 2 45

[ SreuTex

llEd MES24488
[

O rower
QO Marm
O Master
Obattery, —co

@ MES2448P

110-250 V AC 50-60 Hz 4.8 - 10/800/10008ASE-T
= Unit 1D ¥ELGI1 - 1000BASEX/
1068856

Ty
| Power OO O
| w000 —
‘ Master OO O @
|

o
Lasih OEVIGE #.

PucyHok 23 — NMepeaHaa naHenb MES2411X

B Tabnnue 13 npmBeneH nepeyeHb pasbemoB, CBETOANOAHbIX MHAMKATOPOB W OPraHOB yNpaBaeHUs,
pacnonoXeHHbIX Ha nepeaHen NaHenn KommytaTopos MES2424, MES2424B, MES2424P, MES2448 DC,
MES2448B, MES2448P, MES2411X.

Tabanua 13 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB yNpaB/ieHna nepeaHelt NaHean KOMMyTaTo-
pos MES2424, MES2424B, MES2424P, MES2448 DC, MES2448B, MES2448P n MES2411X

1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKAOYEHMA K WUCTOUYHMKY 3/1EKTPONMUTaHUA MepeMeHHOro
1A TOKa.
1.1 | 12VDC max 2A Pasbem gns NOAKAOYEHUA K aKKYMYNATOPHOM H6aTapeu.
Power NHAWKaTOp NUTaHWA YCTPOMCTBA.
? PS1 (pns MES2448P) MNHAMKaATOp COCTOAHUS NepBoro 6/10Ka NUTaHuA.
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PS2 (ana MES2448P)

NHOMKATOP COCTOAHMA BTOPOro 610Ka NUTaHuA.

Alarm

NHaunKaTop neperpesa.

Master

MHauKaTop pexunma paboTbl ycTpoiicTBa (BeayLwuin/seaombiit).

Battery (ans MES24248B,
MES2448B)

NHamKaTop paboTbl akKymynsaTopHoi baTapen.

3 Unit ID

MHAMKaTop HoMepa YCTPOCTBA B CTEKeE.

4 Console

KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHWUsa YCTPOMCTBOM.
PacnuHoBKa pasbema cnegytowias:

He ucnonbayetcs
He ucnonbayetcs
He ucnonbayetcs
Pacnaiika KoHconbHOTrO Kabena npuseaeHa B NPUAOKEHUN A.

1 Hewucnonb3yetca
2 He wucnonblyetca
3 RX

4 GND

5 GND

6 TX

7

8

9

dyHKUMOHANbHAsA KHOMKa ANA nepesarpyskun yCcTpoicTBa M copoca K 3aBoa-
CKMM HaCTpoOWKam:

- NPVY Ha)KaTUM Ha KHOMKY ANUTENbHOCTbIO meHee 10 ¢ NpoMcXoauT nepesa-
rpy3Ka ycTponcTBa;

- NPY HaKaTUW Ha KHOMKY aauTenbHocTbio 6onee 10 ¢ npomcxogut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHPUIypaLuu.

6 [1-8], [1-24], [1-48]

MopTtbl 10/100/1000BASE-T (RJ-45).

7 [XG1 - XG4], [XG1 - XG11]

MopTbl 1000BASE-X (SFP)/10GBASE-R (SFP+).

1.4.2 3adHAsA naHens ycmpolicmea

BHewHMI BUA 3aaHeN NnaHenn KommyTaTopos MES14xx n MES24x npuBeaeH Ha PUCYHKAX HUXKe.

Q0000000000000 000NNDA0NN000000N0 e ( S00a0000
OUOUOU U0 OO 0L BOTIEOOUSUOGEOD | s AN e maoJgoomma@@@c%@o@o%%%o@
S eIV eI el R L e esier e e ML L1 | 111 S G T T Ty
CEUOCOUDELTEERTE0EE0E0080000BRTE0 SOOI CE) sae@eeeeeeee&a@e@

- l

PucyHok 24 —3aaHAaa naHenb MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1, MES2408P,

MES2424 n MES2424B

PucyHok 25 — 3agHaa naHenb MES2408, MES2408B, MES2408C, MES2408CP, MES2408PL
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PucyHok 26 —3agHaa naHenb MES2424P, MES2428P
‘o @ —
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PucyHok 27 — 3aaHaa naHenb MES2448 DC
X Lin [0
® ﬂllmlmn é @ Pl

ot |l

|

4
PucyHok 29 —3aaHAaa naHenb MES2448P
e
l\ @
I T
r & SN 1000000000 @
1 2
PucyHok 30 — 3agHAa naHenb MES2411X

B tabnmuax 14 n 15 npuseaeH nepedveHb Pa3bemoB, PACMoOIOXKEHHbIX Ha 3aHel naHenu Kommy-
TaTopOB.

Tabnnuya 14 — OnucaHMe pasbemoB 3adHen naHenu KommyTtatopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

—
Knemma 3aszemneHuna =

Knemma gna sasemneHus yCTpOVICTBa.
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Tabnunua 15 — OnucaHue pa3beMoB 3ag4Hel naHenm kommytatopa MES2424P, MES2428P, MES2448 DC,
MES2448B, MES2448P n MES2411X

Ne dnemeHT 3agHel naHenu OnucaHue

1 BeHTUAATOPDLI 419 OXNaXKAEHUA YCTPOWCTBA.

2 Knemma 3azemnenns = Knemma gna 3a3emneHus ycTpoiicTaa.

3 12VDC max 2A Pasbem g1 NogKNIOYEHMA K aKKYMyNATOpHON BaTapeu.

4 ~110-250VAC, 60/50Hz max Pasbem 4nA NOAKNKOYEHUA K UCTOYHWKY INEKTPOMUTAaHUA NepemeHHOoro
1A TOKa.

5 [XG5 — XG6] MopTbl 1000BASE-X (SFP)/10GBASE-R (SFP+).

1.4.3 bokoevle naHenu ycmpolicmea

© OOO@O@O ifD OO&JOEDOOEE JOQOO@OQC JO@O
o S S B BTN
OO BEE000DODOOD.
© CLECEL SRS Jarg
PucyHok 31 — NpaBas 60KoBaa naHenb Ethernet-kommyTtaTopos
)
OSSO E O, ©
QU8 IeeEesa 0y 0000
JOBO0000S8000000H00 (0]
@@DOO@@@@@@OOOOOO@@%@GDOOG)@Q o0 §)®O@®®O
0oEa80cUgEes8gBeoUnSE @

PucyHok 32 — JleBan 6oKkoBas naHenb Ethernet-kommytatopos

Ha 60KOBbIX NaHeNAX ycTPOMCTBa PacnoioKeHbl BEHTUNALMOHHbIE PeLIeTKM, KOTopble Cay»KaT Ans
oTBoAa Tenna. He 3akpbiBaiiTe BEHTUAAUMOHHbIE OTBEPCTUA MOCTOPOHHUMMMK NpeameTamu. ITO MOXKeT
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOMICTBA M Bbi3BaTb HapylleHWsA B ero paboTte. PekomeHaaunu no
YCTaHOBKE YCTPOWCTBA PaCnooKeHbl B pasgene «YCTaHOBKa M NOAKNOYEHNE Y.

1.4.4 KoHcmpyKkmueHoe ucnosHeHue Kommymamopa MES3708P

B gaHHOM pasgene onncaHo KOHCTPYKTMBHOE ucnosHeHne Ethernet-kommyTtatopa MES3708P.

YCTPOMCTBO COCTOUT M3 OCHOBHOM NAaTbl, NAaTbl 6/10Ka NUTaHUA U MOAyel 3alLmTbl nopToB Ethernet
10/100/1000BASE-T oT nepeHanpsxeHunit. MaaTbl pacnonosKeHbl B MeTaIJIMHECKOM Kopryce.

[nAa KpenneHua yCTPOMCTBA HA Kopnyce MpPeayCMOTPEH MeTa/IMYecKuin KpioK. Kpennenue
NoABECHOE, Ha LWTaHry ToALWMHOM He 6onee 8 mm. MoaKnoYeHME MUTAHUA U ceTeBbiX MHTepdelicoB
NPOM3BOAMTCA K pa3bemMam, PacnosioXKeHHbIM BHYTPU Kopnyca. BblBog NpoBOAOB HapyXKy BbiNOHAETCA
yepes npefHa3HAYeHHbIe 415 3TOr0 OTBEPCTUS B Kopnyce.
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B Tabnnue 16 npnBeaeHO onnucaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P.

Ha pucyHKe 33 noKasaHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.
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PucyHoK 33 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

Tabnnuya 16 — OnncaHme OCHOBHbIX KOMMNOHEHTOB M pasbemos MES3708P

Pasbembl A1 yCTaHOBKM ONTMYecKmx TpaHcneepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHan niara yCTpoucTBa.

MnaTa 6/10Ka NUTaHMA.

Pasbem 414 noaKNto4EHUA K UCTOYHUKY 31eKTPONUTAHMA NepemMeHHOro ToKa.

Paszbembl 414 nogxaoHeHUa moaynei 3awmtbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsAsKeHni.

Mogynum 3awmTbl nopTtos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHui.

Knemma ana sasemnenHua yCTpOﬁCTBa.

0 | N[ |u bW |N|FL

Pasbembl AN NOAKNOUYEHUA YCTPOWCTB IoKanbHOM ceTn Ethernet.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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9 lepmoBBo4 ANs Kabensa 31eKTPonuTaHmS.

10 | TepmoBBOA ANt MEAHBIX M ONTUYECKUX Kabenel nokanbHon cetn Ethernet.

11 | Pa3bem Ans NOAKAOYEHUA K KOHCO/IM YCTPOCTBA Yepes uHTepdeiic RS-232.

1.4.5 Ceemoeasa uHoukayusa

CocrosaHue nHTepdeincos Ethernet uHanumpyertca Asyma cBeToaMoAHbIMU MHANKaTOpamu, LINK/ACT
3eneHoro useta n SPEED aHTapHoro ugeTta. PacnonokeHne cBeToAN040B NOKa3aHO HA pUCYHKax 34, 35.

() LNK
() sPD

PucyHok 34 — BHewHMI BuA pasbema SFP

LINK/ACT SPEED

PucyHok 35 — BHewHWiM BMA pasbema RJ-45

Tabnuua 17 — CeeToBas MHAUKauUma coctoaHna Ethernet-noptos 10/100/1000BASE-T

CsBeyeHue MHANKaTopa

CsBeyeHue nHANKaTopa

CocrosiHue uHTepodeiica Ethernet

100 M6wuT/c.

SPEED LINK/ACT
BbikntoueH BblkntoveH MopT BbIKAOYEH MAN COEANHEHNE HE YCTAaHOB/EHO.
YcTaHoBeHO coeanHeHue Ha ckopoctn 10 M6ut/c unm
BbikntoueH [opuT NnOCTOAHHO

rOpVIT NOCTOAHHO

rOpVIT NOCTOAHHO

YCTaHOB/IEHO coeanHeHme Ha ckopocTty 1000 M6uT/c.

X

Mwuranune

MaeT nepegaya AaHHbIX.

CuctemHble MHguKaTopbl (Power, Alarm) cnyxaT gns onpegeneHns CocTosiHuA paboTbl y3ioB
KommyTaTtopos cepum MES14xx, MES24xx.

Tabnvua 18 — CBeToBas NHAMKALMNA CUCTEMHbIX MHANKATOPOB

HasBaHue DyHKUUA -
CocTrosHue HAMKaTopa CocTofHMe YCTPOMUCTBA
UHAWKaTopa UHAWKaTopa
BbikntoyeH MuUTaHWe BbIKNOYEHO.
CocTtoaHue . MuTaHWe BKNOYEHO, HOPMasibHanA
3eneHbl, ropuT NOCTOAHHO .
Power WUCTOYHMKOB paboTa ycTpoiicTBa.
nuTaHuA . CamoTecTMpoBaHMe yCTPOICTBA NpU
3eneHbIn, mepuaet
crapte (POST).
Al CoctosAHue He roput HopmanbHasa paboTa ycTpoiicTsa.
arm < -
ycTponcTea KpacHbIi1, ropuT NOCTOAHHO MNeperpes.
. MoakntoyeH notpebutens PoE (roput
NHankaTop 3eneHbln, ropuUT NOCTOAHHO N
WMHAMKATOP, COOTBETCTBYIOLWMIA NOPTY).
PoE coctoaHua PoE- "
nopTOB KpacHbIN, ropuT NOCTOAHHO OwwnbKa PoE Ha nopTy.
BbikntoueH MNotpebutens PoE He nogKntoyeH.
MpusHak . YCTPOMCTBO ABNAETCH «KMACTEPOM»
3eneHbli, ropuUT NOCTOAHHO
BeayLero Creka.
Master ycTpolicTea YCTPOICTBO He ABNAETCA «MacTepom» B
npu paboTe B BbIK/tOYeH CTEKe UMM He 3a[aH pexum
cTeke CTEKMPOBaHMA.
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WnamkaTop 3eneHsblit, ropuUT NOCTOAHHO? AKB nogkntoyeHa.
Battery COCTOAHMA KpacHbiii, ropuT NOCTOAHHO Hu3kmit yposeHb 3apaaa AKB.
AKKYMYATOPH
oit 6atapeun BbikoueH?! AKB oTKntoueHa.
/ Ecan nngukartop Alarm n ungukatop PoE ogHOBpeMeHHO ropAaT KpacHbIM LLBETOM, — 3TO
CUrHaNU3UpPyeT 0 KpUTUYeckoi owmnbke PoE.

1.5 KomnaeKT noctaBku

B 6a308BbIi KOMMIEKT MOCTAaBKU BXOAAT:

— Ethernet-kommyTaTtop;

— KomnnekKT Kpenexa B CTOMKY;
—  LlUHyp nuTaHua EBposunka-C13, 1.8m (ana mogenei c AC-nutaHmem);
—  LWHyp nuTaHua MNBC 2x1.5, 2m (gns mogeneli c DC-nutaHuem);

— [lamATKa 0 AOKYMeHTauuu;
— CepTuduKaTt COOTBETCTBUSA;
— MNacnopr.

Mo 3aKa3y NoKynaTenA B KOMM/IEKT MOCTaBKM OMUMOHANbHO MOTYT 6biTb BK/IIOYEHbI:

—  SFP/SFP+ TpaHcuBepbl.

PykoBoacTBo no akcnayatauum Ha CD-gucke;

KOoHcobHbIN Kabenb;

! Mpu nogknoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKaLUUN A0 5 MUHYT

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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2 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHNA B CTOMKY M NOAKNOYEHUSA K NN-
Taloulen cetu.

2.1 KpenneHue KPOHWTENHOB

B KOMNNEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLITEVHbI 418 YCTAaHOBKM B CTOMKY M BUHTbI 4N Kpen-
JIeHUA KPOHLUTEMHOB K KOpNycy yCTPOWCTBa. N5 YCTaHOBKM KPOHLUTEMHOB:

PucyHok 36 — KpenneHne KpoHLWTENHOB

1. CoBmecTuTe YeTbipe OTBEPCTUA ANA BUHTOB Ha KPOHLUTEMHE C TAKMMU Ke OTBEPCTUAMM HA
6OKOBOIM NaHenun ycTpoMcTBa.

2. CnomolLLbto OTBEPTKU NPUKPENUTE KPOHLWITEH BUHTAMM K KOPMYCY.

3. TlosTopuTe AeincTeua 1, 2 ANA BTOPOro KPOHLITEMHa.

2.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[NA yCTaHOBKM YCTPOMCTBA B CTOWMKY:

1. MpunoxKnTe YCTPOMCTBO K BEPTUKA/IbHBIM HaNpPaBAAOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLITEMHOB C OTBEPCTUAMM HA HaMpPaBAAIOLWMX CTOMKMK. Mcnosb-
3yilTe OTBEpPCTMSA B HAMPaBAAIOWMX Ha OLHOM YPOBHE C 06EUX CTOPOH CTOMKW, ANA TOro
4TOObI YCTPOWCTBO pacnoaaraaocb rOpM3oHTasIbHO.

3. C nomoLLbio OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMMU.
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Ha pucyHKke 38 npuBeaeH npumep pasmeleHns kommytatopoB MES14xx u MES24xx B cTOMKe.

[ OO000000000060886000000000/

MES14xx/MES24xx N1

(o]

KabenbHblin opraHainsep

MES14xx/MES24xx N2

o

KabenbHblin opraHansep

MES14xx/MES24xx N3

(o]

KabenbHbIA opraHainaep

MES14xx/MES24xx N4

(o}

KabenbHbIA opraHainaep

MES14xx/MES24xx N5

KabenbHbIn opraHainaep

e

PucyHOK 37 — YcTaHOBKa YCTPOICTBA B CTOMKY

PucyHok 38 — PaameweHne kommyTtaTopoB MES14xx n MES24xx B cTolKe

’I He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEeHTUNATOPbI, PACNO/IO}KEHHbIE HA
3aAHel naHeau, NOCTOPOHHUMU NpeameTamu Bo M3berkaHMe neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapyLeHuA ero paboTbl.
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2.3 TMoaKnuyeHUe NUTAKOLLEN CeTH

1. MMpexae, 4em K yCTPOWCTBY ByZeT noak/aloyeHa NUTaloWas ceTb, He0OX04MMO 3a3eM/IUTb

KOpNyc YCTPOMCTBa. 3a3emieHne HeobXxoAMMO BbINOHATb U30/MPOBAHHbIM MHOTOXWU/b-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNEHUA U CEYEHME 3a3EMJIAIOLLLErO NPOBOAA AO0/MKHbI CO-
oTBeTcTBOBaTb TpeboBaHUAMM MY,

MoaKnoueHne A0MKHO OCYLLECTBAATLCA KBaAMULMPOBAHHbIM CEeLMaanucTom.

2. Ecan npegnonaraeTtca nNogKknkyeHne KomnbrotTepa Uan UHOro O60py,ﬂ,OBaHMﬂ K KOHCO/J1b-

HOMY NOPTY KOMMYTATOpPa, 3TO o6opyp,OBaHv1e TaKXe JONXKHO 6bITb HadeXHO 3a3eM/1IeHO.

3. TogKntounTe K ycTpoicTey Kabesb NUTaHUA. B 3aBMCMMOCTM OT KOMMJIEKTALLMM YCTPOMCTBA,

NUTaHUe MOXKET OCYLLeCTBAATLCA OT CeTU NepeMeHHOro ToKa, IMB0 OT CeTU NOCTOAHHOro
TOKa. Mp1 NOAKNIOYEHNM CETU NePEMEHHOTO TOKa CaeyeT MCNoAb30BaTh Kabesb, BXOAALLMIA
B KOMMIEKT YCTPOMCTBA. [/19 NOAKMIOYEHMA K CETU MOCTOAHHOTO TOKa MCMO/Ib3yiTe NPOBOA,
ceyeHnem He meHee 1 mm?2.

Bo usbe)kaHme BO3HUKHOBEHUA KOPOTKOro 3aMbiKaHUA NpuU NOAK/NIOYEHUUN K CeTUu
NMOCTOAHHOIO TOKa peKomeHAyeTCcA Npon3BecTu 3a4nCTKy Nnposoada Ha AJIUHY 9 mm.

Llenb nUTaHUA NOCTOAHHbLIM TOKOM A0/XKHA COAEPKaTb YCTPOUCTBO OTKAIOUYEHUA NUTAHMUA C
dusnueckum pasbegmuHeHMemM coeanMHeEHUA (BbiKAlOYaTeNb, pa3bem, KOHTAaKTOP, aBTOMaTh-
YeCKUit BbiKAloUaTeNb U T.N.).

4. BKAOYMTE NUTaHME YCTPOMCTBA N ybeanTecb B OTCYTCTBUM aBapuid NO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHei naHenw.

Ona nogknoyeHna K MES3708P nutatoweit ceT He06X0AMMO CHATb KPbILKY YCTPOKCTBA,
OTKPYTUB OTBEPTKOI 18 BUHTOB, PAacNONOXKEHHbIX NO KpaaM.

2.4 YcraHoBKa v yaaneHue SFP-TpaHcuBepoB

YcTaHOBKa ONTUYECKMX MOAYNEN MOXKET NPOU3BOAUTLCA KAK NMPU BbIK/IIOYEHHOM, TaK U Npu
BK/IOYEHHOM YCTpoiicTBe.

PekomeHAayeTcAa pasgesibHOe NOAKAOYEeHue SFP-TpaHCMBepa U onTu4yeCcKoro naty-Kopaa B
Cnor.

1. BcTaBbTe BepXxHM1 SFP-MoAy /b B CNOT OTKPbLITOM YacCTblo pa3bema BHM3, a HUKHWUI SFP-mo-
OYNb OTKPbLITON YaCTblO pa3bema BBEpX.
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PucyHok 39 — YcTtaHoBKa SFP-TpaHcmBepoB

2. Hapasute Ha moaynb. Koraa oH BCTAaHET Ha MECTO, Bbl YC/bIWNTE XapaKTePHbINA LWENYOK.

PucyHok 40 — YcTtaHoBneHHble SFP-TpaHcuBepbl

[nsa ypaneHus TpaHcueepa:

1. OTKpoiiTe 3alenky moayna.

PucyHok 41 — OTKpbiTHe 3awenku SFP-TpaHcmeepos

2. W3BneKkuTe moaynb U3 cioTa.

PucyHok 42 — N3BneveHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBuHyTbCA BNepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MNepemecTuTb NpeablayLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a34aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NpPorpamMmmHoe ynpasaneHne NOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAaHHbIN PEXUM IMYAALUN TEPMUHANA B KAYECTBE PEKMMA NO YMOJIYAHUIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmMmyTaTopa (nopT «console») ¢ pasbemMom nocnenosaTe/IbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTponcTBo. [lpM  KaxkKAOM  BKAKOYEHMM  KOMMyTaTopa

3anyCKaeTca npouecc

WHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobXxoAMMO MPONTM npoueaypy asTopusauuu ANs

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeinc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/1A 3arpy304HOrOo MEHI0 B TeyeHume 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhkhkhkkhhkhkhhkkhkhkhrhhkkhhkhrhrhkkhkhkhrhkhkkhkhkhrrhkkhkhhxhkhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anAa scex yCTpOFICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnnua 19 — dyHKUMK MHTepdelica 3arpy304HOro MeHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWe yTpayeHHoOro napons. Mpu cnepytowen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI ¢dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbINOAHUT 3arpy3Ky C UCMO/b30BaHMEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNIbHOro MHTepdeiica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-

vadRCl)

BONXKUTCA.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 47




HELTEX

3.5 HacTtpoika pyHKUMIA KOMMyTaTOpa

®YHKUMM NO HAYaNIbHOMY KOHGUIYPMPOBAHMIO YCTPOMCTBA MOXKHO Pa3genunTb Ha ABa TUna:

— ba3oBas HacTpoiiKka — BK/toYaeT B ceba onpegenerHne 6a30BbIx GyHKUUI KOHOUIYpaLmm U
HACTPOMKY AnHammyeckumx IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30NacHOCTM — BK/AOYAET YMpaB/ieHUEe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHn3ma AAA (Authentication, Authorization, Accounting).

/’ ] Mpu nepesarpysKe yCTPOICTBA Bce HECOXPaHEHHble AaHHble ByayT yTepaHbl. Ans coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHWUIA B HAaCTPOIMKY KOMMYTaToOpa UCNONb3yeTca C/ieayioLas

KOMaHAa:

console# write startup-config

3.5.1 Asmomamuyeckasa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B LenAx aBTOMAaTM3aLMM YNpaBAeHUA KOMMYTaTOPOM Ha YCTpoMcTBe noaaepykaHa ¢yHKumsa ZTP

(Zero Touch Provisioning). [lJaHHaa ¢yHKLUMA NO3BOAAET NOMAYYUTb HACTPOMKY HEKOTOPbIX onumin o DHCP-
cepBepa Ha 3Tane NoAKAYeHNA ycTpoicTBa. o ymonyaHuto ZTP BKAKOUYEH aBTOMATUYECKW.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KoMaHZAHOW CTPOKM pexknma rnobanbHo KoOHPUrypauuu:
console (confiqg) #

Tabnunua 20 — KomaHabl perknma rnobanbHoM KoHPUrypauum

3HavyeHue/3Ha4yeHue no "

KomaHoa / Aelicmeue

YMOAYAHUIO

ztp enable BKAtounTb paboTty dyHKumm ZTP.

V Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
uui1 43, 66, 67. Nogonuuun ana 43 onuuu:

-/BKAOYEHO, 3anycKaeTca -1-image
BHayane ctapTa NPOLWMBKU - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.5.2 basoeas Hacmpolika Kommymamopa

[na Hayana KoHPUrypauum ycTpomncTea HEOBX0AMMO NOAKAOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTeibHbI NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYAALMM TEPMUHANG COTNACHO MYHKTY
3.2 «HacTtpoika TepMmuHana».

Bo Bpema HayaNbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTepdeiic, KoTopblii ByaeT MCNoNb30BaTbCA
AN1A NOAKNIOYEHUSA K YCTPOWUCTBY yAa/IeHHO.

basoBas HaCTPOﬁKa BK/IIOYHAET cheayouwee:

1. 3apgaHue naponsa ana nosbsosartena «admin» (c ypoBHem npusunernin — 15).
2. Co3spgaHue HOBbIX NOJib30BaTENEN.

3. Hactpoika ctatuyeckoro IP-aapeca, Mackv NoACETU M LWIKO3a MO YMOYAHUIO.
4. HacTtpolika napameTpoB npoTtokoaa SNMP.
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3.5.2.1 3adaHue naponsa 0aa nonvzoeamena «admin» u co30aHue HOBbIX Nosb3oeameseli

Ona obecneyeHunA 3aWMLLEHHOrO BXOAa B CUCTEMY He06X0AMMO HA3HAUMTb NAPO/b NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MmAa nonb3oBatena WM naponb BBOAUTCA MNpPU  BXOoZe B CUCTEMYy BO BpPema CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHnA HOBOro Nosib30BaTeNA CUCTEMbI UK HaCTpOl\/‘IKM noboro
M3 NapameTpoB — UMEHU NOS1Ib30BaTeENA, MAaPO0/1Ad, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V YposeHb npusuaerunii ¢ 1 no 14 paspeluaer 4octyn K yCTPOMUCTBY, HO 3anpeLl,aeT HaCTPoiiKy.
YpoBeHb npuBuaeruii 15 paspeluaer Kak A0CTyN, TaK M HACTPOWKY YCTPOICTBa.

Mpumep KoMaHa, 4N 3a4aHua nosb3osaTento «admin» napons «Eltex_1» 1 cosgaHua nonb3osaTens
«operator» c naposiem «Pass_2» 1 ypoBHem npusuaernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/’ MHdopmaumna 0 NOKanbHbIX YYETHbIX 3aNUCAX XPaHUTCA B JHEProHe3aBUCUMOI NamATU U
MoOXeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
’ ‘ Heobxoanmo 6paTb B KaBbIYKM MMEHA YUYETHbIX 3anuceii U Napoam, coaepiKallue cneLcum-
- BOJIbl.

3.5.2.2 Hacmpolika cmamu4ecKkozo IP-adpeca, macku nodcemu u wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
afpec, MacKy NoAaceTu U, B Cy4ae ynpaBaeHUA U3 APYroW CeTu, W3 No ymondaHuto. IP-agpec MOXHO
HasHauuTb bomy uHTepdeicy — VLAN, dusmyeckomy nopTty, rpynne noptoB (Mo yMONYaHMIO Ha
nHtepodelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a fOMKeH
NPUHAANENKATb K TON Ke NOACETU, UTO U 0AMH U3 IP-uHTepdeincoB ycTpolicTBa.

V’ IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom uHTepdeice cTaTUuecku
unm no DHCP He co3gaH gpyroii IP-agpec. Mpu aTom Ha interface vian 1 gonKeH 6bITb BK/IO-
yeH dhcp-knmeHr.

V Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTenaTbca no IP-

appecy 192.168.1.239/24. Npu 3tom Ha interface vlan 1 gonxeH 6biTb BKAoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 018 uHmepgelica VLAN 1

MapameTpbl MHTepdeica:

IP-adpec, Ha3Ha4yaemblli 0ns uHmepdgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnro3a no-ymonyarHuro —192.168.1.1

console# configure terminal
console (config) # interface vlan !
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console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# exit
console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro ytobbl yoeanTbea, 4to agpec bbia HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokoaa SNMP dns docmyna K ycmpolicmey

KommyTaTopbl NO3BOAAKT HAcTpouTb paboTy npotokona SNMP ans yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHMA yCTPOMCTBOM. YCTPOICTBO NOAAepKMBaAET NPoToKo bl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[Na BO3MOMKHOCTM agMUHUCTPUPOBAHMA YCTPOMCTBA NOCpeAcTBOM npoTokona SNMP, Heobxoanmo
€o34aTb XOTs 6bl OAHY CTPOKY coobulecTBa.

B KauectBe npumepa byaem mcnonb3osBatb Bepcuto snmpv2c. Cospaaum nosb3oBaTensa USER,
npuHagnexauwero rpynne GROUP. [aHHbIli Nosb3oBaTeNb AOMXKEH MMETb BO3MOMXKHOCTb MCNOAb30BaTb
community NETMAN, kotopon npucsoum wuHaekc 1. Fpynne GROUP 6yper paspelweH AocTtyn Ha
yteHue/3anncb/noaydeHme snmp-trap no o6bekTam, NpuHagnexalmm viewiso. O6beKTbl, A1 KOTOPbIX
paspelleHa oTnpaBKa TPAMNoB, AO/KHbI NPUHAAIEeKaTb Ter-nucty TAG, oTNpaBAATbLCA HA Fpynny agpecos
ADDR, B koTopyto BxoauT IP-agpec 192.168.1.1. lNapameTpbl OTNpaBKM YKa3sbiBatoTcA B targetparam TRAPS,
onpeaensaemom ana nonbsosartena USER.

console
console
console
console

config
config
config
config

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZc

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZ2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

~ e~ o~~~ —~
—_— — — — — —

3.5.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUOUKauMS,
aBTopwu3aums, yyet). Ans wndpoBaHMA AaHHbIX UCMOb3YETCA MexaHuU3M SSH.

— Authentication (ayTeHTUdMKaumMa) — coONoOCTaBJAEHME 3anpoca CyLLEeCTBYHOWEN YYETHOM
3anucu B cucteme 6e30nacHoCTU.

— Authorization (aBTop13aLms, NPOBEPKa YPOBHA A0OCTyNa) — CONOCTaBAeHMNe YYETHOM 3anuncu
B cMCTeme (npoweawei ayTeHTUOUKALMIO) U onpeaenEHHbIX MOJTHOMOUYNNA.

— Accounting (y4éT) — cnexeHue 3a noTpebneHMem pecypcoB No/b30BaTeNIEM.

[Ipy MCNOJb30BAHUM HACTPOEK YCTPOMCTBA 10 YyMOJIUAHMIO MMS IIOoJib30BaTens — admin,

naposi — admin.
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/ MNonb3oBatenb no ymonyaHuio (admin/admin) cywecteyer o Tex nop, Noka He co3aaH Aio-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruin 15.

V Bcerga AO/MXKEH CyLW,ecTBOBaThb N0/1b30BaTe b C ypoBHEM npusuaeruin 15,

3.5.3.1 Hacmpoliika docmyna Ao cepeepos RADIUS u TACACS+

Onsa ncnonbsosanusa Radius n TACACS+ cepBepoB HEO6XOAMMO BbINOAHUTL CeAytoLyne HacTPOmn-
KW Ha KOMMmyTaTope:

— HacTtpouTtb IP-agpec cepsepa;

— HacTpouTb Kntkou A0CTyna, 3a4aHHbli AN HAacTpaeBaemoro cepeepa (Npu Hannuuu).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config)# tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpolika AAA 011 pa3HbIX MPOMOKO0s108 ynpaesneHus
HacTtpouTtb cnucok AAA no ymonyanuio. Cnucok AAA No YMOYaHUIO MPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecnu ana ykasaHHOW IMHUM He YKa3aHO MHOTO. B npMBeAeHHOM Npumepe 418 AMHUN
console gocTyn 6yaeT ocyLLecTBAATLCA TO/IbKO Yepes I0KabHYH 6a3y AaHHbIX.

[Mpumep KoMaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config) # aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 51



HELTEX

4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMX PEXMMOB M KOMaH/, BXO4A B PEXKMUM:

KomaHOdHbiii pexcum (EXEC), naHHbIA pexXMm AOCTyNeH cpasy noc/se yCcrnewHom 3arpysku KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum koHguaypayuu mepmunHanda (line configuration), naHHbIN pexXnm npegHasHavyeH ANA KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 21 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKYLLE CECCUM U CMEHa NO/Ib30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe MHTepdeiica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console#

Tabnunua 22 — basoBble KOMaHAbl, AOCTYMNHbIe B pexkmume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:

console#

console (config) #

console (config-line)#

Tabanua 23 — ba3oBble KOMaHAbI, A4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM CnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®dunbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpakaemMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOA « |» M UCNO/Ib30BaTb OAHY U3 ONUMIA GUNLTPALUK, NEPEYUCIEHHDBIX B
Tabanue 26. PuabTpauma paboTaeT ToNbKO 4nA show-KomaHg,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 24 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKalume peryaspHble BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBeTCBYET Npobeny B Hauane CTPOKM;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBO/bI U3
KBagpaTHbIX CKOBOK;

\ — WrHOPWTYET CMMBOJ, CNelyIOWMIA 33 pPeryaapHbIM Bbipaxe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOE KOMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 25 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOA4YaHuIo
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcuMmanbHaa aanHa makpoca — 510 cumBonos. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMep
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OT06pa3nTb NPOLLECC BbINOJIHEHUSA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnvua 26 — KomaHab! pexknma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", n nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 27 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb yKa3aHHbIM MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHOM, HanNMCcaHHbIX CIMTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word word: (1..32) OT06pasunTb NpoLecc BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 CMMBO/I0B - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolefmacro apply 1234 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnuya 28 — KomaHAbl ynpasaeHna cuctemom B pexkume EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ping [ip] {A.B.C.D | host} [size KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
size] [count count] [timeout npoTtokona ICMP yKkaszaHHOMY y3/ly CETM, a TaKxKe AN KOHTPOANA
timeout] host: (1..158) cumBonos; | noctynatowmx oteeTtos (ICMP Echo-Reply).
size: (36..2080)/64 6aiit; | - A.B.C.D — IPv4-agpec y3na cetu;

count: (0..10)/3; - host — poMeHHOe UMSA y3N1a ceTu;

timeout: (1..100) - Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BalT B NakeTe;

- count — KONIMYECTBO NAKETOB ANA Nepesayu;

- timeout — Bpema 0XXnAaHWA o0TBeTa Ha 3anpoc.
traceroute{A.B.C.D | ipv6 OnpegeneHve mapwpyta TpaduKka [0 Yy31a Ha3HaAYeHwuA.
AAAA::BBBB} [size size] [ttl - A.B.C.D — IPv4-apapec y3na cetu;
tt/] [count count] [timeout - AAAA::BBBB — IPv6-aapec y3na cetu
timeout] . . - host — pomeHHOe MMA y31a ceTu;

size: (64..1518)/64 GaiiT; | _ size — pazmep naKkeTta 4NA OTNPaBKM, KOANMYECTBO BAMT B NaKeTe;
ttl: (1..255)/30; - tt/ — MaKcMMmanbHOe KOJIMYEeCTBO Y4aCTKOB B MapLUpyTe;
.count: (1..10)/3; -count — KONMYECTBO MOMbITOK Mepefayn MakeTa Ha KaXKaoM
timeout: (1..60)/3 c yHacTKe;
- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;
OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-
V TaTOB NpuBeAeHo B Tabauue 32.
show users OT06pasnTb UHPOPMALMIO O NO/b30BATENAX, UCMOb3YIOLWMX pe-
i CypCbl YCTPOMCTBA.
show system information - BbiBOA, cMCTEMHOWN MHPOPMALUK.
show nvram ) 0OT06pa3snTb MHGOPMaLMIO 06 YCTPOICTBE B SHEPrOHE3aBUCUMOIA
namaTy.
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show tech-support

BbIiBOA KOMaHAbI NpeacTaBafeT coboi KomOMHaLMIO BbIBOLOB
NepeYnCcaeHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin Bua;

console#

Tabnunua 29 — KomaHabl ynpasneHuns cuctemon B pexkume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

reload

KomaHza cnyxuT 4ns nepesanycka ycTpoicTsa.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpeMeHHU, Yepes KoTopoe Npor3oinaeT nepesarpysKka
yCTpoiCTBa.

reload cancel

OTMeHa OTNOXKEHHOM NepesarpysKku.

show reload

MpocmoTp BpemeHU, Ha KOTOpoe Ha3HayYeHa nepesa-rpyska.

show env {CPU}

MoHuTOpUHr ytnamnsaumm CPU.

show env {tasks}

MoHuTOopUHr yTnansaumnm CPU no npoueccam.

show env {RAM}

MoHuTopuHr ytnamnsaumm RAM.

show env {temperature}

MOHUTOPUHT TePMOATYMKA.

show env {flash}

MoHuTopuHr flash-namatu.

show env {power}

MoHUTOpUHr NuTaHnAa n AKb.

show env {all}

MOHUTOPMHT BCEX MAPaMETPOB OKPYKeHUs.

show env {dry-contacts}

MOHUTOPUHT TEKYLLLErO COCTOAHUA CYXUX KOHTAKTOB.
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show env {fan} -

MOHVITOpVIHF COCTOAHNA BEHTUNATOPOB.

show env {fan thresholds}

OTO06pasuTb TabauLy ¢ AONYCTUMBbIMWU CKOPOCTAMM BPaALLEHUA
BEHTU/IATOPOB.

telnet {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

OTKpbITMe TELNET-ceccuun ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - nHTepdelic;

- name — uma Nonb3oBaTens.

show telnet-client -

OT06pasmnTb cTaTyc KAneHTa Telnet n KoIMYECTBO aKTUBHbIX cec-
cun.

ssh [@){A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccuun gna ysna cetu.

- A.B.C.D —IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nntepdelic;

- name — umA Nonb3oBaTeNs;

- 1 —wucnonb3osaTb ToNbKO SSH Bepcuu 1;

- 2 —1Cnosib30BaTb TONbKO SSH Bepcum 2;

- C—3anpocuTb CKaTne AaHHbIX;

-V —nopapobHo oTobparkaTb NpoLecc NOAKNIOYEHUS;

- command — KomaHZa, BbinoaHAemas Ha SSH-cepsepe.

show ssh-client -

OTob6pa3mnTb cTaTyc KAneHTa SSH 1 KOIMYeCcTBO aKTUBHbIX Cec-
cun.

create ssl crypto key rsa [1024 |

CreHepupoBaTb NPMUBATHbLIN KoY aAna SSL-cepBepa Ha KOMMy-

2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepupoBaTb 3aNpoc Ha CepPTUPUKAT OT KOMMYTATOpa.

create ssl server-cert -

BK/I1OUMTL pexmnm BBoAa cepTudUKarTa.

Mpw BbINONHEHUN KOMAHAbI t raceroute MOTYT I'IpOM3Ol71TM OLUM6KM, onncaHue oWnboK npueeaeHo

B Tabanue 30.

Tabnnua 30 — OWMBKKM NpU BbINOJHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepesayn nakeTta.
? HewnsBecTHbI TUN NaKeTa.
A AZMUHUCTPATUBHO HeaocTyneH. O6bIMHO MPOUCXOAUT NPU BNOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasmaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6umtos DF.
H Y3en cety HeOCTyMeH.
N CeTb HepoOCTyMHa.
P MpoToKkon HepoCTyNeH.
Q MNcTovyHWK noaasieH.
R MNcTekno Bpems NOBTOPHOMN cOopKu dparmeHTa.
S OwunbKa ncxoaalero mapLupyTa.
U MopT HepocTyneH.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexxkume rnobanbHoi KOHOUTYpaLMn MMeeT CaeayoLmnin Bua;

console (config) #

Tabnnuya 31 — KomaHabl ynpaBaeHNa cCUCTEMOW B pexxume rnobanbHo KoHUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
Mo yMmoA4YaHuo
hostname name name: (1..128) KomaHgza cnyxut ans 3agaHua ceTeBoro MMeHu yCTPOMCTBa.
no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMs YCTPOMCTBA B 3HAYEHWE MO YMOSHAHUIO.
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system location name

name:(1..255)

3afaTb MHPOPMALMIO O MECTOMONOMKEHUM YCTPONCTBA.

CMMBOJI0B
system contact name name:(1..255) N
3a/aTb KOHTaKTHY MHbOPMALIMIO YCTPOICTBa.
CUMBOJI0B
cpu rate limit queue queue YCTaHOBWUTb OFPaHNYEHME CKOPOCTU BXOAALLMX Kagpos (frame) gna
maxrate pps onpegeneHHo oyepean
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

- pps — NAKETOB B CEKYHAY.

BOCCTaHOBUTL 3Ha4YeHWe pps MO YMOAYAHUIO A1A ONpeseseHHOM
ouepeau.

reset-button {enable | disable

| reset-only}

- enable — npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
KYHZA, NPOMCXOAMT nepesarpyska yCTpoicTsa; Npy HaXaTu Ha
KHOMKY 6os1ee 10 ceKyHa, nponcxoamT cbpoc ycTpoicTea Ao 3a-

-/enable .
BOZCKOM KOHOUrypaumm;
- disable — kHonNKa F OTKAtOYEHA (He pearMpyeTt Ha Ha)KaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable BkntounTb paboty TELNET-knneHTa.
- - -/BKNIOYEHO
set telnet-client disable Bbikntountb paboty TELNET-knneHTa.
set ip http enable .
Bkatountb HTTP-cepBep Ha ycTpoMCTBE.
-/BKAKOYEHO
set ip http disable BbIkntounTb HTTP-cepBep Ha ycTpolicTBe.
HasHauuTb nopt, npocnywmsaembli HTTP-cepBepom.
ip http port port 80 , | Tpebyertca nepesanyck HTTP-cepBepa An1a NpUMeHeHuA
we  Hacrpoiiku.
set ssh-client enable BKAtounTb paboTty SSH-kAneHTa.
-/BKAOYEHO

set ssh-client disable

BbIkntounTb paboty SSH-KknmeHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BkntounTb 0TNpaBKy coobueHunii dying gasp.
V‘ TonbKo gna ycrpoiictea MES2448B.

V Mpw BKAOYEHUUN OTNPaBKKU cooblieHuit dying-gasp BbiK-
noyvaetca moHutopuHr AKB.

BbIKNOUNTb OTNPaBKY coobuweHuii dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNOYEHO

BkntounTtb moHuTOpUHT AKB.
V Tonbko ana ycrpoiictea MES2448B.

Mpun BKAOYEHUU MOHUTOpPUHTa AKB BbiKatoYaeTca oTn-
V paBKa coobuieHuit dying-gasp.

BbikntounTb MOHUTOPUHT AKB.

banner exec [string]

no banner exec

-/BbIK/IOYEHO

HacTpouTb npuBeTcTBME ANA HEaBTOPM30BaHHbIX NOJib30BaTesNEN
nNpu NOAKAOYEHUN K KOMMYTATOPY.

string — TeKCT NPUBETCTBUA A/IMHON [0 256 CMMBONOB.

Mpu BBOAE KOMaHAblI 6e3 nmapameTpa string npuBeTCTBUME MOXKET
nmeTb aanHy o 1023 cumsonos. BBog npuBeTcTBMA NpepbiBaeTca
C Nomolliblo cumsosia "@".

Yaanutb npuBeTcTeMe ANA HeEaBTOPU30BaAHHbIX nosb3osaTenen.

banner login [string]

no banner login

-/BbIK/IIOYEHO

HacTpouTb NpuBeTCTBME ANA NO/b30BaTENEN NOC/AEe aBTOPU3ALLUM.
string — TeKCT NPUBETCTBUA A/IMHON A0 256 CMMBONOB.

Mpu BBOAE KOMaHAbI 6e3 napameTpa string npueeTcTBUE MOXKET
nmeTb aanHy o 1023 cumsonos. BBog npuBeTcTBMA NpepbiBaeTca
C Nomolliblo cumsosia "@".

YpanuTb npusBeTcTBME 419 aBTOPU30BAHHbIX nosb3oBaTesiein.

logging events reload

no logging events reload

-/BKAIOYEHO

BKAOUNTB OTMPaBKy snmp Tpanos 1 syslog coobLeHnit npu nepe-
3arpysKe ycTpoicTtea no komaHge «reload» nnm yepes SNMP.

BbIK/NIOUNTL OTNPABKY SNMp TPanos u syslog coobLieHnii npu nepe-
3arpysKe ycTpoicrtaa no komaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIKOYEHO

BkntoumTtb HTTPS-cepBep Ha ycTpoicTse.

OTkntounTb HTTPS-cepBep Ha ycTpoiicTBe.

58

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

Tabnmua 32 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

clear cpu rate limit counters

OunCcTUTb cHeTUYMnKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHune cyeTymKoB rate limit Ha CPU.

set cli pagination on

BKNOUMTL NOCTPaHUYHbBIN BbIBOA, KOHPUIYpaL K.

set cli prompt off

-/on U
set cli pagination off OTKNOYNTbL NOCTPAHUYHbIN BbIBOA, KOHPUIypaLmK.
. BKAOUNTL NoATBEPXAEHME nepes, BbIMOJHEHMEM HEKOTOPbIX KO-
set cli prompt on
MaHg,
-/on

OTKNOYNUTL NOATBEPKAEHUE Nepes BbINONHEHUEM HEKOTOPbIX KO-
MaHzg,

4.5 KomaHAabl ANA HACTPOMKU NapamMeTpoB ANA 3a4aHUA Naponen

[aHHbI pasgen npeaHa3HavyeH A1 HAaCTPOMKM 3aZaHMA Napoaen ansa nosb3oBaTtesnen.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKK B peXKMMe r106anbHOM KOHPUTypaumum MMeeT cieayowmin Bua;

console (config) #

Tabauua 33 — KomaHapl yNpaB/ieHUa CUCTEMOW B pekmnme rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercasel]

no password validate

-/BbIK/IIOYEHO

BKOUNTL MEXaHU3M NPOBEPKU NMaponen.

- lowercase — naponb fAOMKEH COAepKaTb CUMBOIbI HUXKHETO perun-
CTpa;

- numbers — naposib AOMKEH COAepKaTb XOTA 6bl 0AHY LMbpPY;

- symbols — naponb AO/IKEH COXKepKaTb XOTA Obl OAUH CUMBOJT;

- uppercase — Napo/ib AOMXKEH COAEPHKATb CUMBO/IbI BEPXHEro pe-
rmcrpa.

OTKNOUYNUTL MEXaHU3M NPOBEPKU NapONen.

password validate length
length

no password validate

length: (0..20)/0

3apaTb MWUHUMANbHYIO A/IMHY NAapOoaA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

3anpoc KomaHAHoM cTpoku B pexmnme Privileged EXEC umeeT cneaytowmin Bua;:

console#

Tabnnua 34 — KomaHgbl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show password validate rules

MpocMOTp TeKyLLEelt HACTPOMKN MeXaHM3Ma NPOBEPKM Napone.

4.6 Paborta c paitnamm

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocywecTeneHnn onepaunin Hag dainamm, B KayecTBe apryMeHTOB KOMaHA, BbICTynatoT agpeca
URL — onpegenutennM MecTOHaxoxAaeHus pecypca. OnNucaHuWe K/YEBbIX C/0B, WCNOJIb3yeMbiX B
onepauusx, npuseaeHo 8 Tabauue 37.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 59




HELTEX

Tabnnua 35 — CnnCcoK Kto4yeBbiX CN0B U UX ONUCaHKUe

Knrouesoe cnoeo

OnucaHue

flash://

McxoaHbli agpec Uav agpec Mecta HasHauyeHusa AN SHepProHe3aBMCMMON NamaTh. JHepProHesasu-
CMMasn NamATb UCMOJIb3YeTCA Mo ymonuyaHuto, ecam agpec URL onpegeneH 6e3 npedukca (npeduk-
camu asnstotca: flash:, tftp:, scp:...).

running-config

daiin TekyLLen KOHOUrypaumm.

startup-config

®aiin nepBoHaYaNbHOM KOHbUIypauuu.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

®daiin c HeaKTMBHbIM 06pasom.

UcxogHbIV agpec nnv agpec mecta HasHayeHusa ana TFTP-cepsepa.

CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec nnu ceteBoe MMA YCTPOWCTBA;
- directory — kaTanor;
- filename — ums ¢aiina.

logging ®aiin c uctopmein KomaHa,

4.6.2 KomaHObI na pabomel ¢ paiinamu

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneayowmin BuA;:

console#

Tabnunua 36 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBOJI0B

KonupoBaHue daiina u3 MecTononoXKeHUa UCTOYHUKA B MecTomno-
NOXKEHUE HasHayeHus.

- source_url — mecTononoxkeHue Konvpyemoro ¢aiina;

- destination_url — appec mecta HasHayeHus, Kyaa ¢ain byaeT cko-
NUpPOBaH.

CoxpaHeHWe nepBOHaYabHOW KOHUrypaL MM Ha cepBepe.

KonnposaHue ¢a17|/1a HA4a/IbHOrO 3arpysvymKa 3 mectonosioxKeHuna
UCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

OT106pasmnTb CNMCoK $GaiNoB B yKasaHHOM KaTasnore.

more [flash:path | file_name]

OTob6pa3unTb cogepknmoe danna.

pwd

OT06pasunTb NyTb A0 TEKYLLEN ANPEKTOPUN.

cd [flash:path | dir_name]

M3MEeHUTb AUPEKTOPUIO Ha YKA3aHHYIO.

mkdir [flash:path | dir_name]

Co3pgatb ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

Ypanutb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHMEM.

erase [flash_url]

Yaoanutb dann

erase startup-config

Yaanutb ¢ann nepBoHavyanbHON KOHUTypauuu.

erase nvram:

CHbpocuTb 8o AedONTHOW IHEProHe3aBUCUMYIO NaMATb.

erase flash:/LogDir/filename

Yaanutb daiin 3anucy aBapuiiHbIX U OTAAL04HbIX COOBLEHWN.

boot system inactive

3arpysuTbCa ¢ HeaKTMBHOro ob6pasa Mo.

boot system active

3arpy3uTbCa ¢ akTMBHOro obpasa Mo.

delete startup-config

Yaanutb paiin nepBoHavaibHON KOHGUTYPALLMM BMECTE C O4UCTKOM
rno6anbHbIX HAaCTPOEK Nvram U yaaseHuem nonb3osaTtesei.

show running-config
[interface { fastethernet
fa_port | gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group
| vlan vian_id J[module]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
vlan: (2..4094);
module: (igs, la, stp..)

OTob6pasnTb copep:knumoe ¢ania  TeKkywenh KoHoUrypaumm
(running-config).

- interface — KoHPUrypauma nHTepdencos kKommyTaTopa - Gpusnye-
CKUX UHTepdeiicos, rpynn nHtepdeiicos (port-channel), VLAN-uH-
Tepdericos, nHTepdeiica 3amblKaHUA Ha cebs;

- igs — IGMP snooping;

- la —link-aggregation;

- stp —spanning-tree.

show startup-config

OTob6pasnTb cogeprumoe dalina nepBoOHAYaNbHOW KOHOUrypa-
umn.
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show bootvar

MokaszaTb aKTMBHbIN ¢dann cuctemHoro MO, KOTopbIA YCTPONCTBO
3arpy»aeTt npu 3anycke.

write {startup-config | url}

CoXpaHWTb TEKYLLYIO KOHUrypaLumio B Gaii nepBoHaYanbHOM KOH-
durypauum.

replace running-config
[flash:path]

3ameHuTb running-config KoHpUrypaumei ns daiina.

clear running-config

OuunCTUTb TeKyLLYI KoHbUrypaumio (running-config).

diff [flash:path] [flash:path]

CpaBHWTb ABE KOHOUrypaLuu.

Cepsep TFTP He moxeT 6bITb aAPECOM UCTOUHUKOM M aAPECOM Ha3HAUEHUA ANA OLHO
e KOMaHAbl KONUPOBaHUA.

MpocmoTp aKTUBHOIO U HeaKTMBHOIo obpasa gocytneH us u-boot. 114 3T0ro B KOMaHAHOM CTPOKE U-

boot Heobxoanmo BBecCTH:

MES2428# bootimg print

KomaHaa ana cmeHbl akTMBHOTO obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHpga «bootimg inactive» npumeHsietTca 6e3 oXKnpgaHua NoATBEPXKAEHUA.

Mpwu 3arpysKke ¢aitna KoHPUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTb CTPOKY C CUMBOAIOM «I».

®aitn KoHpUrypaumm gonxKeH umeTtb paclumpeHue «.conf».

4.6.3 KomaHOblI 0na pe3epsuposaHuUa KOHguU2ypayuu

B AaHHOM pasaene onucaHbl KOMaHAbl, NO3BO/IAIOLWME PE3EePBUPOBATL KOHOUTYpaLMIO Ha cepBep.
[ns pesepBMpoBaHnA KOHOUIypaLmMmn HeobXo0AMMO YKas3aTb agpec cepsepa.

KomaHObI pexcuma 2a06anab6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 37 — KomaHab! pexxkmma rnobanbHon KoHGurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

backup server dest_url

no backup server

YKa3aTb agpec cepBepa, Ha KoTopblil byaeT nponssoaUTbCA pe-
3epBMpoBaHMe KoHUrypauumu. CTpoka B popmate
«tftp:/ /XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

YKaszaTb MyTb pacnofioskeHus ¢aiina Ha cepsepe C npeduKkcom
umeHu daiina. Mpu coxpaHeHUM K npedukcy byaeT sobasneHa Te-
Kylas Aata v Bpems B popmate rmrrMmaA4YMMCC.
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no backup path YaanuTe NyTb gNa pes3epBupoBaHuA.
backup auto BK/1lOYMTb aBTOMATMYECKOE pe3epBMpPOBaHME KOHOUTYpaLUK.
no backup auto BbIK/IOYNTb aBTOMATMYECKOE pe3epBUpOBaHNE KOHUTypaumn.
backup history enable BKOUNTL COXPaHEHWEe NCTOPUM Pe3epPBHbIX KOMWUNA.
no backup history enable BbIKNOYMTL COXPaHEHME NCTOPUM Pe3epPBHbIX KONWUA.
backup time-period timer . YKasaTb NPOMEXKYTOK BpeMeHW, NO UCTeyeHun KoToporo byaet
timer: OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBMpOBaHME KOHUrypa-
(1..35791394)/720 mu-
Lun.
. . HYT
no backup time-period YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.
backup write-memory Bk/itoyeHWe pe3epBMPOBAHMA KOHOUIYpaLMWU MpPU COXpaHeHUu
-/BbIKNIOYEHO nonb3osaTenem KoHdurypaumumn Ha flash-HakonuTensb.
no backup write-memory YCTaHOBWTb 3HaYEHWE MO YMOAYaHUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;
console#

Tabnunua 38 — KomaHabl perkmuma Privileged EXEC

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
o ymon4yarHuro
backup running-config - Co3paaTb pe3epBHYIO KOMUIO KOHGUTypauuio Ha cepeepe.
4.7 HacTpoiiKa CUCTEMHOro BpeMeHMU
/ Mo ymonuyaHuio aBTOMATUYECKUiA Nepexop Ha fieTHee Bpems OCYLLEeCTBAAeTCA B COOTBeT-
CcTBUM co cTaHaapTamu CLUA n EBponbl. B KOHpuUrypauum moryT 6biTb 3agaHbl n0bble aaTta

U BpemMma anAa nepexoaa Ha ieTHee Bpema u 06pa'r|-|o.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayowmin BuAa;
console#

Tabnunua 39 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexknme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
clock set hh:mm:ss day month hh: (0..23); PyyHana ycTaHOBKa CMCTEMHOrO BpeMeHM (KomaHAaa [AOCTynHa
year mm: (0..59); TONbKO A4/1A NPUBUIErMPOBaHHONO No/b3oBaTens).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsy; year — rog.
month: (Jan..Dec);
year: (2000..2037)

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeeT cnegyowmin BUA;

console#
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Tabnunua 40 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show clock

Moka3aTb cMCTEMHOe Bpems 1 AaTy.

show clock properties

OTob6pa3unTb CBOWMCTBA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexXume rnobanbHoOM KOHOUTYpPaLMN MMEET CAeayioWnin BUA,

console (confiqg) #

Tabanua 41 — CnMCoK KOMaHA A5 HACTPOMKM CUCTEMHOIO BPEMEHM B pexume rnobanbHon KoHburypa-
uum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock time source ntp

no clock time source

YCTaHOBUTb SNtp-cepBep WCTOYHMKOM CUHXPOHM3ALUWU BPEMEHMU
ON1A yCTPOWCTBa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOE CMeLLLeHME OTHOCUTENIbHO HY1eBOrO Mepuam-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypayuu SNTP

[na nepexona B pexum KoHourypaumm SNTP Heob6X0AMMO MCMONb30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B peXmMme KOHOUrypauum nHtepdeica UMeeT caeayowmin Bua;:

console (config-sntp) #

Tabnunua 42 — CNMCOK KOMaHA A5 HAaCTPOMKM CUCTEMHOMO BPEMEHU B PeXkumMe KoHpUrypaumm sntp

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKtOUNTL aBTOMATMYECKMI NOUCK Shtp-cepBepa B pexnume
unicast.

BbIKNHOUMTb aBTOMATUYECKMIA NOUCK Sntp-cepBepa B pexkume
unicast.

set sntp unicast-server {ipv4 |
ipv6} ip_addr [priority priority]
[version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MoseT 6bITb 334aH0 [0
4 cepsepos
priority: (1..15);
port: (1025..36564);
version: (3..4)

YKasaTb ip-agpec SNTP-cepBepa.

Ypanutb ip-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BkntoumTb paboty SNTP-KnuneHTa.

BbIkntounTb paboTy SNTP-KkAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YcTaHOBUTb KAty ayTeHTUdMKaumm ana SNTP-knneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL Ppopmat yacos ansa SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHoBuTb udp-nopT Ans sntp-KAneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a,ﬂ,aTb 3HayYeHue 4acoBoro noAca.

set sntp client version version

version: (v1,,v4)

3afaTb BepCUto MPOTOKONA A paboTbl sntp-KaneHTa.
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Tabnunua 43 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show sntp statistics

lMokasaTb CTaTUCTMKY NpoTokona SNTP.

show sntp status

Mokasatb ctatyc npoTokona SNTP.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-knueHma 0118 cepsepa 192.168.1.1:

console
console
console
console
console
console

config) # sntp

~ o~ o~~~ —~

config-sntp) # set sntp client enabled

config-sntp) # set sntp client addressing-mode unicast
config-sntp) # set sntp unicast-server ipv4 192.168.1.1
config-sntp) # exit

config) #clock time source ntp

4.8 KoHdurypauusa nitepdeiicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (duanaszoHa uHmepgelicos)

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |
loopback Ioopback id }
console (config-if) #

[aHHbIN peXxnm A0CTyNeH U3 pexkMma KoHOUIypauum U npeaHasHayeH Ans 3a4aHua NapameTpos
KOHUrypaumm uHTepdeiica (nopTa KomMmyTatopa WAM [pynnbl NOpPTOB, paboTalowux B pekMme
pasaeneHus Harpysku) inbo guanasoHa MHTepdeincos.

Bbibop MHTepdeiica ocyLecTBAAETCA NP NOMOLLM KOMaHA, NpUBeAEHHbIX B Tabauue 44:

Tabnnuya 44 — KomaHabl Bbibopa nHTepdelica ana MES14xx, MES24xx, MES3708P

KomaHoa
interface fastethernet fa_port
interface gigabitethernet gi_port

Interface tengigabitethernet te_port

interface port-channel group
interface loopback loopback_id

roe:

HasHayeHue
[na HacTpoliku uHTepoericos Fast Ethernet.
[ns HacTpolikn 1G-nHTepdeiicos.
[Ons HacTpolikn 10G-nHTepdeicos
[N HaCcTPOMKM rpynn KaHasaoB..
[N HacTPOMKM BUPTYanbHbIX MHTEPENCOB.

—  fa_port — nopsaaxosbin Homep 100MB-nHTepdeiica, 3apaetca s suge: 0/1;

— gi_port —nopaaKosblii Homep 1G-uHTepdeiica, 3agaetcs 8 suge: 0/1;

— te_port — nopaakosbiit Homep 10G-uHTepdeiica, 3agaetca B suae 0/1;

— group — nopAaKoBbIi HOMep rpynnbl, 0bLee KoMYecTBo cornacHo Tabanue 9 (cTtpoka «Arperaums

KaHanos (LAG)»);

— loopback_id — nopsaakoBbii HOMep BUPTYyanbHOro uHTepderica, obee KOANYECTBO COMTACHO Tab-
nmue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-untepdericosy).
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KomaHabl, BBeAeHHble B peMme KOHdUrypauuum wuHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 45 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

shutdown

no shutdown

-/BKAOYEHO

BbIKNtOUNTL
channel).

KoHOUrypupyembiii  uHTepdeiic (Ethernet, port-

BKNOUUTL KOHOUTYPUPYEMbBIA HTEpDEIC.

description description

description: (1..128)

[o6asunTb onucaHme nHtepdeica (Ethernet, port-channel).

— cMMBONOB/HET
no description onucaHmsa YaanuTb onucaHue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
duplex mode 3afaTb pexum aynnekca uHTepoelica (NosHoAynneKcHoe coeu-
mode: (full, half)/full HeHue, nonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

Y

BK/toYaeT aBTOCOrNacoBaHMe AN CKOPOCTM M Aynaekca Ha HacT-
panBaemom nHTepdeice. MoOXHO yKasaTb onpeaeneHHble CoBMe-
CTMMOCTM MapameTpa aBTocornacoBaHua. Ecam napameTpbl He 3a-
AaHbl, TO NOAAEPNKMBAKOTCA BCE COBMECTUMOCTY.
ABTOCOrnacoBaHue HacTpamBaeTcsA TONIbKO Ha MHTepdeii-
cax Ethernet.

BbIK/NlOYAET aBTOCOI/aCcoOBaHWE AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3apaTb pexuMm ynpasseHua notokom flowcontrol (BkaounThb, OT-
KNOUYUTb UAM aBTOCOrNacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/Ay4yae, eCM PEeXMM aBTOCOrNACOBaHUA
negotiation BK/OYeH Ha HacTpavBaemom UHTepoeiice (Ethernet,
port-channel).

OTKAIOYUTDL PEXUM YNpaBaeHUA MOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbi6op TMMa KOMb6O-NopTa B Ka4ecTBe OCHOBHOIO HOCUTENA.

- force-fiber — paspelweHa aKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TONbKO MeAHOW 4acTu
KOMb0-nopTa;

- prefer-fiber — npenmyLLecTBO ONTUYECKOTO IMHKA.

mtu size YcTaHOBUTbL 3HaYeHne maximum transmission unit (MTU) gns uH-
Tepdelica
- size — pasmep nakema (Kosnuyecmso b6alim e nakeme)
’ KomaHaa goctynHa TonbKo gna ycrpoiicte MES2424,
. MES2424B, MES2424P, MES2448, MES2448B, MES2448P,
size: (128..12288)/ MES2411X.
12288 6aiiT ’ Ecnaun Ethernet-untepdeiic Bxogut B coctas Port-Channel,
. TO Ha HEeM HeNb3A U3MEHATb 3HaYeHne MTU.
, DedontHoe 3HaueHne MTU gna Ethernet u Port-Channel
H MHTep¢peiicoB paBHO 3HAYEeHUIO 33JaHHOMY KOMaH-
[ou system mtu B pexkume rnobanbHoii KOHGUrypaumu.
no mtu YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.
MapameTp HacTPOMKM ANA NaPaMeTPOB rX-4acTh ONTUYECKUX UH-
Tepdelicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHga AocTynHa TonbKo ansa ycrpoiicts MES2424.

no hardware serdes rx leq

BepHyTb HAaCTPOIKM MO YMONYAHWMIO NAapPamMeTPOB rx-4acTu onTuye-
CKUX UHTepdelicoB.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 65




HELTEX

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHdUrypaumm:

console (config) #

Tabaunuya 46 — KomaHabl perknuma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM MHTepBan ANA aBTOMaTUYeCKoro
NOBTOPHOrO BK/OYEHUA UHTepdelica. MNpu cmeHe UHTep-
Bafa Talimep obHoBAAeTCcA ANA BCeX 3ab/0KMPOBAHHbIX
NopTOB, Ha KOTOPbIX BKNHOYEHO aBTOCOr/1IaCOBaHMe.
YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.

errdisable recovery cause
{storm-control | loopback-
detection | udid}

no errdisable recovery
cause {storm-control|loop-
back-detection | udid}

-/3anpeuyeHo

BKOUMTb aBTOMATUYECKYIO aKTUBaLMIO MHTepdelica nocne
ero OTKNK4YeHUA B Cnedyroumx cnyvyanax:

- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmTol UDLD;

- storm-control — W1poKoBeLaTeNbHbIN LWTOPM.
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aiit

size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B, MES2424P,
MES2448, MES2448B,
MES2448P, MES2411X)

YCTaHOBUTb 3HaYeHMe CUCTEMHOro maximum transmission
unit (MTU)

- size — paamep nakeTa (KosmMyecTBo 6anT B Nakete).
YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
port-channel group | vlan
vlan_id | loopback /loop-
back_id }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek UHTepdelica uam rpynnbl MHTepdencos Ha
3HaYeHUA, YCTaHOB/IEHHbIE NO YMONYAHUIO.
| | Bo Bpems BbINONHEHUA KOMaHAbl HTepdeiic by-
b AET OTKANIOYEH.

KomaHOos! pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxnme EXEC:

console#

Tabnunua 47 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear counters

C6poc CTaTUCTUKM ANsA BCex MHTepdeicos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Cbpoc cTaTucTnKKM ansa nHtepdelica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port [ tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MNoka3aTb cBOAHYIO MHdJOpMaU,VI}O O COCTOAHUMN, HaCTpOIZKE N CTatm-
CTUKe nopTa.

show interfaces status

Moka3saTb cocTosHMe BCcex nHTepdeiicos.

show interfaces description

MoKasaTb on1caHua Bcex MHTepdeincos.

show interfaces counters

Moka3aTb CTaTUCTUKY A5 Bcex UHTepdeiicos.
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show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group [ vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

MokasaTtb cTaTUCTUKY Ana nHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb NPUYMHY OTK/IOYEHUA NOPTa, FPYNMbl NOPTOB, 3abNOKK-
pOBaHHbIE NOPTHI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

AKTUBMpPOBaTb MHTepdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- Interval — uHTepBan B cekyHAax.

4.8.2 Hacmpoiika VLAN u pex}cumos Kommymayuu uHmepdgeiicos

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 48 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3HayeHue/3Ha4eHue »
KomaHda / Aelicmeue
no ymon4aHuro
vlan vian_id vlan_id: (2..4094) MepenTn B peXKMM KOHOUIYpUpoBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny npoTokonos, No KoTopbim bHyaeT npowusso-
AnTbeca KnaccuduKauma Kaapos. B oaHy rpynny moxHo obbeau-
HUTb HECKO/JIbKO MPOTOKO/OB, YKa3blBaA A8 HUX OOUH U TOT XKe
Group ID. Homep npoToKona MOXHO BblbpaTb M3 CNMUCKA npesa-
YCTaHOB/IEHHbIX 3HAYEHUIN UM 3a4aTb BPYYHYIO Yepes napameTtp
other B popmate XX:XX. PacnosokeHne nons c HOMepPoOM npoTo-
KO/a 3aBUCUT OT TUNa L2-3aroNoBKa U MHKancynaumm:

- enet-v2 — Kaap c 3aronoskom Ethernet I, npoTtokon onpepens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaetcs
cambiit nocnegHuin EtherType, ¢ Hanbonblmm odpdceTom.

- licOther — kaap ¢popmata RFC1042 (IEEE 802). Byx6aiTHbIN HO-
Mep npoTokona cootseTtcTByeT nonam DSAP:SSAP B LLC-3aro-
NoBKe.

- snap — Kagp ¢ LLC/SNAP-uHKancynsumeir. Homep npotokona co-
oTBeTcTBYeT nosto Protocol ID 8 SNAP-3aronoske.

Ypanset protocol-group ¢ KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpouTb granasoH MAC-agpecos, no KOTopbim ByaeT nponsso-
AuTbcAa Knaccudukauma. Ana pasHbix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

Ypanute ykasaHHbit MAC-agpec n3 macs-group.

shutdown garp

-/BbIK/IOYEHO

OTKNtouNTL paboTy moayns GARP Ha ycTpoiicTae.
l [JaHHas KomaHAa oTKAlouaeTr paboty moaynsa GARP c
- 6e3B03BpaTHbIM yAaNeHUEeM BCeX HacTpoek 6510Ka
GARP.
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no shutdown garp

BkatounTtb moaynb npoTtokoaa GARP.

Ona pabotbl moayna GARP pesepsupyerca 15 M6aiit
. onepaTUBHOWN NAMATH.

gvrp enable

gvrp disable

BKatounTb NnpoTokon GVRP rnobansHo.

-/BbIKNOYEHO

BbIkNtounTb NpoTokon GVRP rnobanbHo.

KomaHObI pexcuma koHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunuya 49 — KomaHabl pexkmuma KoHourypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
o ymon4yaHuro

Aelicmeue

vlan active

AKTMBMpoBaThb vlan uam rpynny vlan’os.

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BK0UNTB/BbIKAOYUTL M3ydeHne MAC-aapecos gna VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnel nopmos

Bupa, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

tengigabitethernet te port

console (config-if) #

| port-channel group}

[aHHbIN pexum A0CTyNeH U3 perkuma KoHOUrypaumm n npeaHasHadeH ona 3afaHuA napameTpos

KOHOUrypauum nHtepdenca.

MopT MoKeT paboTaTb B YETbIPEX PEKUMAX:

— access — MHTepdenc AocTyna — HeTErMPOBaHHbIN MHTepdeic ana ogHoro VLAN;

—  trunk — vHTepdenc, NPUHUMaALOLWMIA TONBKO TErMPOBaHHbIN TPaduUK, 3a UCKAOYEHUEM O4-
Horo VLAN, KOTopbIli MOXKeT ObITb 406aB/NEH C MOMOLLbIO KOMaHApbl switchport trunk
native vlan;

— general — uHTepdelic c nonHon nogaep:xkon 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTernmpoBaHHbIN TpaduK;

Tabnunua 50 — KomaHabl pexkruma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apatb pexkum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

switchport access vlan vian_id

no switchport access vlian

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id —vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport dot1q tunnel

MepesecTu NopT pexxknm paboTbl c BHewHUM VLAN-Terom. KomaHga
ncnosb3yeTca ANA HAacTPOoMKKu GpyHkumum Q-in-Q.

switchport trunk native vlan
vlan_id

vlan_id: (1..4094)/1

Oob6asutb Homep VLAN B KayectBe Default VLAN ana gaHHoro uH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduK, NOCTYNAOWMI Ha AaH-
HbIA NOPT, onpeaenseTca B AaHHbIN VLAN.

- vlan_id — wpeHTndMKaunoHHbIi Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnmcok VLAN gna nHtepdeiica.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN mo¥HO 3aaaTb nepe-
YUCNEeHMEM Yepe3 3anATYI0 WKW YKasaTb HayasbHOe U KOHeyHoe
3HaYeHuA AnanasoHa yepes geduc "-".

Yaanutb cnucok VLAN ana nntepdeiica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno yMOAYaHuio

[o6asutb naeHtmoukatop VLAN nopta (PVID) 4n1A OCHOBHOrO WH-
Tepdelica.
-vlan_id — naeHTUdUKaumoHHbI Homep VLAN nopra.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport ingress-filter

BKtOUMTL GUABTPALMIO BXOAALLMX NAaKETOB Ha OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecam punbTpauma BKAOYEHA, U NaKeT

-/dunbTpauus He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HayeHnem VLAN
BKJ/ItOYEHA ID, To nakeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUMTb GUNBTPALMIO BXOAALLMX NAKETOB HA OCHOBE NPUCBOEH-
HOro um 3HayeHms VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy paspeluaeTca npuem
type {tagged | all Jall TO/MIbKO HETermpoBaHHbIX Kaapos (frame);

|untaggedAndPrioritytagged}

- tagged — TO/1IbKO TErMpPOBAHHbIX;
- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpetutb gobasneHune ykazaHHomy VLAN-nopty.

- vlan_list — cnncok VLAN ID. Ainana3oH VLAN moKHO 3agaTb nepe-
yncneHmem 4Yepes 3anATY0 WM YKasaTb HayasbHOE U KOHeyHoe
3HauyeHuMA AnanasoHa yepes aeduc "-".

PaspewunTtb aobasneHne ykazaHHomy VLAN-nopty.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNEHCTBO B AedONTHOM
VLAN paspeleHo

3anpeTtutb gobasneHve gedontHomy VLAN-nopTy.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport protected

no switchport protected

I'IepeBeCTM NopT B PeXUM U30NALNKN BHYTPU rpynnbl NOPTOB.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Co3gaTb UAK Nepe3anmcaTh CyLWecTBYIOLLMIA CIMCOK MOPTOB Ha yKa-
3aHHbIA HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

[06aB1Tb yKazaHHble MOPTbl K yXKe CYLLeCTBYHOLWEMY CMUCKY Man
YAANUTb CMIUCOK.

port-channel group} group: (1..24)

switchport default-vlan tagged YCcTaHOBWTb NOPT Kak Ternpytowuii B gepontHomy VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.

tagged

switchport map protocols- group_id: HasHauntb VLAN ID nakeTtam, nonagatowmm B yKasaHHyto Group 1D

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyanuto PBV
BK/IFOYEH Ha BCex
noprax

Ha 3ToM nopTy. PasHble NOPTbI O4HOM U TOM »Ke rpynnbl MOryT COOT-
BeTCTBOBATb pa3HbiM VLAN.

BbikntounTb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuwectBuTbHasHayeHue vlan-id gna macs-group.

OTMeHUTb HasHayeHue vlan-id gna macs-group.

gvrp enable

gvrp disable

-/BbIK/IOYEHO

BkntounTtb npotokon GVRP Ha nHTepodeiice.

BbikntounTb NpoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIKNOYEHO

BK/lOUMTL 3anpeT Ha m3ydyeHue vlan-aTpubyToB, MONYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

BbIK/IOYMTb 3anpeT Ha M3yyeHue vlian-aTpmubyToB, MOAYUYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.
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set garp timer {join | leave | join: msec/200
leaveall} leave: msec/600 YcTaHOBUTb 3HauyeHus Tanmepos GVRP Ha nHtepdeiice.
leaveall: msec/10000
SWItC.hport unicast-mac BkntounTb nsyyeHne MAC-agpecoB Ha UHTepodeiice.
learning enable
- - -/BKAtOYEHO
switchport unicast-mac BbIkNounTb M3yyeHne MAC-agpecoB Ha nHTepdeiice
learning disable ’
switchport egress-filter BkAtoyaeT ¢unbTpaumio mcxoaawmx kagpos (frame) Ha ocHose
npucBoeHHoro nm sHayeHus VLAN ID. Ecav dunbTpauma BKAOYEH],
M NaKeT He BXOAMT B rpynny paspeLLeHHbIX Ha uHTepdelice VLAN ID,
-/BK/IIOYEHO TO naKkeT oTbpacbiBaeTcs.
no switchport egress-filter
BbIKNtoUNTb GUAbTPaLMIO Mcxoaawmx Kagpos (frame) Ha ocHose
npucesoeHHoro um 3HaveHma VLAN ID.
::2:::2:; elg‘:;eas:bEZLDd;ype - 3apaTb TPID ana ncxopAawmx Kagpos.
’ ' Mpu coBmecTHOI1 paboTe port-isolation u port-protected aonkHo cobaogatbca npasuno:

ANA 3aWMWEHHOrO iNgress NopTa, B CNUCKe paspelléHHbIX, KomaHabl port-

isolation, He moxeT 6biTb A4PYroro 3awWMLEHHOro NOpPTa. ITo NoAapasymeBaer
BO3MOXHOCTb AieNaTtb 33U EHHBIMU egress NOPTbl B U30AALUU UAM ingress NoOpT, HO He
ingress 1 egress NOPTbl 0AHOBPEMEHHO.

Mpumep HacTpoiikn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

consolef#configure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 99
console (config-if)# switchport dotlg tunnel
(
(

console (config) # interface gi 0/2

console (config-if) # switchport mode trunk

’ KnueHTtckuii nopt ana pabotbl Q-in-Q 06a3aTtenbHO AonXKeH 6biTb B peXXume access.
.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnunua 51 — KomaHabl pexkrma rnobanbHoM KoHPUrypauum

KomaHoa

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

[o6asunTb ncxoaHbii MAC-agpec B Tabnuuy.

- Permanent — gaHHbIt MAC-agpec octaeTca B Tabauue agpeca-
LMK nocne nepeknoyeHuns ctaTyca nHtepodelica;

- Deleteonreset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOWCTBA;

- Deleteontimeout — gaHHbIV agpec yaanutca no Tanm-ayry.

Yaanute MAC-agpec 13 Tabnumubl.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexunma Privileged EXEC:

console#

Tabanua 52 — KomaHgbl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MpocmoTp Bcent Tabanuybl MAC-agpecos.

show mac-address-table count

MokasaTb Konnyectso 3anucei 8 Tabamue MAC-agpecos.

show mac-address-table count
summary

MoKa3aTb CyMMapHYyo CTaTUCTUKY no Tabanue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTtb Tabanuy ¢ aguHamudeckumn MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Yaanutb AMHaMmnyeckne 3anncu us tabaunubl MAC-agpecos.

show mac-address-table
secure

MokasaTb Tabauuy c 3awmuieHHbIMM MAC-agpecamum.

show mac-address-table
secure recovery-file

MokasaTb Tabaunuy ¢ 3awmuweHHbiMM MAC-agpecamu, KOTopble Co-
XPaHAKTCA NpU Nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTtb Tabanuy c 3awmweHHbiMn MAC-agpecammn ana ykasaH-
HOro uHTepodelica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11

MokasaTtb Tabanuy MAC-agpecoB 41 yKkasaHHOro nHtepdelica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Yaoanutb 3awwmuieHHble MAC-agpeca n3 Tabaunubl Ha UHTepdelice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTtb Tabanuy co ctatnyeckumn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MNokasaTtb Tabanuy MAC-agpecoB ana ykasaHHoro VLAN.
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show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)
group: (1..24)

OT06pa3unTb 3HaYeHun TaimepoB GVRP Ha nHtepdeiicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OT06pasunTb CTaTUCTMKY NpoTokona GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OUnNCTUTb CTAaTUCTUKY NpoTOKoNa GARP.

show vlan

Mokaszatb uHopmauuto o scex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokasaTb MHPOPMaLUIo MO KOHKpeTHoMy VLAN.

show vlan protocols-group

Moka3aTb MHPOPMALMIO O HACTPOEHHBIX FPYNMNAX U NPOTOKO/IaX.

show protocol-vlan

MokasaTtb nHpopmaumio o VLAN, cOOTBETCTBYIOLWMX Fpynmnam npo-
TOKOJI0B Ha Pa3HbIX NOPTax.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabaunuya 53 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTb KOHGUIypaLMto NOPTa, rPYMNbl NOPTOB.

4.9 Selective Q-in-Q

[daHHaa dyHKUMA NO3BOJIAET Ha OCHOBE CKOH(UIYPUPOBaHHbIX MPaBua GUALTPALUKN MO HOMepam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb gobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHsTb Customer VLAN.

[nA ycTpoiicTBa co34aeTcA CNMCOK NPaBW, Ha OCHOBaHMM KOTOpbIX byzeT obpabaTbiBaTbea TpaduK.

Buza 3anpoca KoMaHAHOM CTPOKM pexnma KoHduUrypaumm nHtepdeinca KoHdUrypaumm:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) #

Tabnvua 54 — KomaHgbl pexkuma KoHourypaumm nHtepdeiica (guanasoHa nHtepoeicos) Ethernet

KomaHoa

3HayeHue/3Ha4yeHue

no ymosi4yaHurw

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Cosgatb NpaBmIo, Ha OCHOBaHMM KOTOPOTO BHELLHAA METKa
ingress_vlan_id Bxogsauwero naketa byaeT 3ameHaTbcA Ha vlan_id.

YaanuTb yKasaHHoe npaBuno selective qing ans Bxogawmx nake-
TOB.
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selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vilan_id

no selective-qginq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3gaTb NpaBMI0, Ha OCHOBAHMM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id ncxogauwero naketa 6yaet 3ameHATbes Ha vlan_id.

YaanuTb cnucok npasun selective qing 4na ncxoaAwmx nakeTos.

selective-ginq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-qging list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3gaTb NpasuIo, Ha OCHOBaHUM KOTOPOro Ans TpaduKa C BHeL-
HeW MeTKol ingress_vilan_id bynet gobaBnatbca meTka ¢ vlan_id.

YaanuTb ykasaHHoe npasuio selective ging ana sxogawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qginq list ingress
[ingress-vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3paaTtb NpaBuU/Io, Ha OCHOBaHMM KOTOPOTO TPadUK C BHELLHEN MeT-
KoM ingress_vlan_id nponyckaetcs 6e3 nsmeHeHut uan otbpachbl-
BaeTcA. Ecnm ingress_vlan_id He yKka3aH, To NponycKaTbCca UaM OT-
bpacbiBaTbCA byaeT Becb TpaduK.

- deny — 3anpeLlaeT NPoxXoxAeHVe NaKeToB C YKa3aHOM BHeLWHeN
METKOM;

- permit — paspeluaeT NPOXOKAEHUE NAKETOB C YKa3aHHOMN BHeLl-
Hel MeTKOW.

YpanuTb ykasaHHoe npasuno selective ging ana sxogawmx nake-
TOB.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 55 — KomaHgpb! perkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show selective-ging
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OTo6pasuTb cnucok npasun selective sqing.

4.10 Storm Control gna pasanyHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lTopm» BO3HMKaeT BCAeaCTBME 4Ype3MepHOro KoJmyecTsa broadcast-, multicast-, unknown

unicast-coo6u.|,eHm71, OAHOBpPEMEHHO NepegaBaemblX MO CETU Yepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErpy3Ke
pecypcoB ceTu M NoAaBAeHUIO 3aaepKeK. «LLITopm» MOXKeT BO3HUKHYTb MPU HAMYNK «3aKOAbLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTaTop namepAaeTr CKOPOCTb MNPUHMMaeMOoro wnpokosewaTenbHOro, MHOroagpecHoro wu

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Hen3BeCTHOro oaHoagpecHoro Tpad)VlKa Ana nopToB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELWLATE/IbHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbllWaeT 3aJaHHOE MaKCUMa/IbHOE 3Ha4YeHUE.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobasibHon KoHdUrypaumm:

console (config) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 73




HELTEX

Tabnunuya 56 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm
3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

storm-control mode {kbps |
pps}

YCTaHOBUTb r106a1bHO Kakue eauHULLbI U3mepeHus Heobxoanumo
MCNoab30BaTh.

- pps — 06bem TpaduKa NaKeTOB B CEKYHAY;

- kbps — 06bem Tpaduka KGUT B cekyHAY.

-/pps

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Bua, 3anpoca KomMaHAHOW CTPOKM B pexxume KoHourypauum mHtepdeiica Ethernet, nnrtepdeica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 57 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

storm-control multicast level
{pps | kbps}

no storm-control multicast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOUMTb KOHTPOIb MHOTOAApPeCHOro TpaduKa:

- pps — 06bem TpaduKa NaKeToB B CEKYHAY;

- kbps — 06bem Tpadumka K6UT B CEKYHAY.

Mpw 06HapyKeHnM mHoroaapecHoro TpaduKka MHTepdenc moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anuch B XypHan co-
obuieHui (trap).

BbIKNOUMTb KOHTPOJIb MHOTOaZpeCcHOro Tpadumka.

storm-control dif level {pps |
kbps}

no storm-control dif level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOYMTb KOHTPO/Ib HEM3BECTHOTO OAHOAAPECHOrO TpaduKa.

- pps — 06bem TpadrKa NaKeTOB B CEKYHAY;

- kbps — 06bem TpaduKa KOUT B CEKYHAY.

Mpyn 06HapyKeHNU HEM3BECTHOTO OA4HOAAPECHOrO TpadUKa UHTEp-
deic moxeT 6bITb OTKAtoYeH (shutdown) nan nobasneHa 3anucs B
JKYpHan coobLieHnit (trap).

BbIK/OYMTb KOHTPOb O4HOAAPECHOrO TpadumKa.

storm-control broadcast level
fpps | kbps}

no storm-control broadcast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOUMTb KOHTPO/b LUIMPOKOBELLATENIbHOTO TpaduKa.

- pps — 06bem TpaduKa NaKETOB B CEKYHAY;

- kbps — 06bem TpaduKka KOUT B CEKYHAY.

Mpu 06HapyKeHUM WIMPOKOBeLLaTeNIbHOTO TpaduKa MHTepdec mo-
KeT 6bITb oTKAtoYeH (shutdown) nnn gobasneHa 3anuck B KypHan
coobuieHuit (trap).

BbIKNOUMTL KOHTPO/Ib LIMPOKOBELLATENbHOTO TPadmKa.

storm-control {multicast | dif |
broadcast} action shutdown

no storm-control {multicast |
dif | broadcast} action

OTKAOUUTL UHTEpdEic Npu 06HaPYKEHNM MHOTOaAPECHOTO, Hens-
BECTHOrO OAHOAAPECHOTO MM LUMPOKOBELLATENBHOTO TpaduKa.

OTMeHUTb OTK/YeHMe uHTepdelica npy o6Hapy»eHnn MHoroasa-
pecHoro, HeM3BeCTHOro 04HOAAPECHOTO MW LUMPOKOBELLaTeNbHOro
TpaduKa.

KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexunma EXEC:

console#

74

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

Tabnmua 58 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHuUe .
KomaHda / Aelicmeue
no ymon4aHuro

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MoKasaTb KOHOUrypaunio GYHKLMM KOHTPOASA LUMPOKOBELLATE b-

fa_port: (0/1..24);
HOTO «LITOPMa» ANA yKazaHHOro nopta, M60 BCex NOpTOoB.

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

show storm-control - OTOb6parKaeT TeKYLLYI HAaCTPONKY eANHUL, USMEPEHUS.

4.11 Tpynnbl arperaumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 0b6ecneymBatoT NoALEPNKKY rpynn arperaumm KaHanos LAG B KOnMYecTBe COrNacHo
Tabnunue 9 (cTpoka «Arperaums kaHanoBs (LAG)»). Kaxkaas rpynna nopTos A0/KHA COCTOATb U3 MHTepdelicos
Ethernet c oanHakoBoW CKOPOCTbIO, paboTaloWwmx B AynieKcHOM pexkume. O6beanHeHWe NOPTOB B rpynny
yBENNUYMBAET MNPOMYCKHYI0 CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM W
MOBbILLAET OTKA30YCTOMYMBOCTb. [Pynna NOPTOB ABAAETCA A4/19 KOMMYTaTOPa OAHUM JIOTMYECKUM MOPTOM.

YCTpoiiCcTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl NOPTOB — CTAaTUYECKasA rpynna u rpynna,
paboTtatowasn no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pasaese
KOHUrypaumu.

/ Ecnam ana nHtepdeiica nponsseaeHbl HaCTPOMKKU, TO ANA A06aBeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMUKM NO YMONUYAHMUIO.

[JobasneHne nHTepdeiicos B rpynny arperalmMm KaHano0B AOCTYNHO TO/IbKO B peXUMe KOHPUrypaumum
uHTepdelica Ethernet.

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 59 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no ymon4aHuio

channel-group group mode {on [ob6asutb Ethernet-nHtepdeliic B rpynny nopTos.
| active | passive} - On — po06aBuTb MHTEpdEIC B CTaTUHECKYIO Fpynny NOPTOB;
- Active — no6aBuTb MHTepdeiic B rpynny NopTos, paboTatoLmx
no npotokoay LACP, npu atom otnpaska PDU ocywiectenaetca
BCceraa;

group: (1..24); - Passive — n06aBuTb UHTepdElc B rpynny nopTos, paboTarowmx
mode: (on, active, no npotokony LACP, npu sTtom otnpaska PDU ocyuiectensetca

passive) TO/IbKO B TOM C/ly4ae, ecam ycTpoictso nosyyaet PDU ot cocep-

Hero ycTpowucTBa.

' Ecnu 3HaueHne MTU gnsa Ethernet n Port-Channel nn-
H TepdeiicoB OoTIMHAIOTCA, TO A06aBUTb AaHHbIN
Ethernet-untepdeiic B rpynny nopToB Henb3A.

no channel-group Ypanutb Ethernet-uHtepdeiic 13 rpynnbl nopTos.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console# configure terminal
console (config) #
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Tabnunua 60 — KomaHabl perkuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

shutdown port-channel

no shutdown port-channel

-/BKAOYEHO

OTKnounTb  paboty mogyns port-channel Ha ycTpolicTse.
' [laHHaA KOMaHAa OTKAIO4YaeT paboTty moayna port-chan-
b nel c 6e3B03BpaTHLIM yAaneHMem Bcex HacTpoek 610Ka

LAG.

BkntounTb paboty mogynsa port-channel Ha ycTpolicTse.

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac
src-ip}

-/src-dest-mac

3afaTb MexaHu3m 6anaHCMpPOBKM Harpysku ana ctpaternn ECMP
M oN8 rpynnbl arperMpoBaHHbIX MOPTOB.

- src-dest-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha
MAC-agpece v IP-agpece NCTOYHUKA M NoAyyaTens;

- src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBBIBAETCA HA
MAC-agpece UCTOYHMKA M Noy4vaTens;

- src-dest-ip — mexaH1M3m H6anaHcMpoBKM OCHOBbLIBaeTCA Ha IP-aa-
pece UCTOYHUKA M NoslyyaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMpPOBKM OCHOBbIBA-
etca Ha MAC-agpece, IP-agpece NCTOYHUKA M nony4yaTensa, a
Takke TCP-nopTe Ha3HayeHus;

- dest-mac — mexaHn3m HanaHcMpPoBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yatens;

- dest-ip — mexaHU3m 6anaHCUMPOBKKU OCHOBbIBAETCA Ha IP-aa-
pece nony4yartens;

- Src-mac — mexaHu3m 6anaHcMpPoBKK ocHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- Src-ip — mexaHu3m 6anaHCcMpPOBKM OCHOBbLIBaeTcA Ha IP-agpece
MUCTOYHMKA.

set port-channel enable

set port-channel disable

set port-channel independent-
mode enable

set port-channel independent-
mode disable

-/OTKAOYEHO

BkatounTb paboTy LAG rnobanbHo Ha KommyTaTope.

BbIkntounTb paboTy LAG rnobanbHO Ha KommyTaTope.

BK/OUYNTL aBTOHOMHbIN pekmum paboTbl LAG.

BbIKNOYNTL aBTOHOMHbIW pexnm paboTbl LAG.

v/

!

Ha yctpoictBax MES2424 u MES2448 Bbl6paHHbIA anroputm 6anaHcMpoOBKU
6yaet paboTtatb TONbKO AnA TpaduKa ¢ 0byyeHHbIM agpecom B MAC-Tabauue.

Ecnn MAC-agpec HasHavyeHuA TpaduKa OTCyTCTBYeT B Tabauue, 6anaHcnpoBka
6yaer NnponsBoAUTLCA NO METOAAM:
— L2-Tpaduk - src-dest-mac;

— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamu4eckue 2pynnol azpe2ayuu KaHanoe

dyHKumel ctaTudeckux rpynn LAG sBnsetca o6begmHeHme HeCKOIbKUX GU3NUYECKUX KaHaI0B B OAMH,
YTO MO3BONAET YBEANUYNTL NPOMYCKHYIO CNOCOBHOCTb KaHana M MOBLICUTb €r0 OTKa30yCTOMUYMBOCTb. A
CTAaTUYECKUX rPYnn NPUOPUTET UCMOb30BaHNA KaHaN0B B 06begMHEHHOM MyYKe He 3a4aeTcs.

[na BknoueHna paboTbl MHTepdeiica B cOCTaBe CTaTUMECKOW rPynnbl UCMONb3yATE KOMAHAY
channel-group {group} mode on B pexxume KoOHGUrypauunmn cooTBeTCTBYIOLLEro UHTepdeiica.
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4.11.2 lMpomokKon azpezayuu KaHanoe LACP

dyHKUuen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNEe HECKONbKUX
dU3NYeCcKMX KaHanoB B OAMH. ArperMpoBaHMe KaHa/loB MCMOMb3YeTcA ANA YBeNMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

Dna BKAoYeHUA paboTbl

MHTepdenca no npotokony LACP wucnonb3yite KomaHay

channel-group {group} mode active/passive B pexxnme KOHPUrypaumm coOTBETCTBYIOLLErO

uMHTepdeinca.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHo KOHPUrypaLmm:

console (config) #

Tabnunuya 61 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumnm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMDbI.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBuUTb id yyacTHMKa lacp.

Yaanutb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 62 — KomaHabl pexxmma KoHourypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWTb afiMUHUCTPATUBHbIN TalimayT npoTokona LACP:

- long — pnMTenbHoe Bpems TanmayTa;
- short — manoe Bpems TaitmayTa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBWTb npuopuTeT uHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 63 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MokaszaTtb MHopmauuto o npotokone LACP.

show etherchannel summary

MpocmoTp Hpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHoi nudopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.
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show etherchannel protocol

MpocmoTp npoTokoaa LAG.

show etherchannel port

MpocmoTp MHOpMaummn o nopTtax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHbopmaumm o LAG.

MNpumep HacTPOMKMU:

console (config)# set port-channel enable
console (config) # interface port-channel I
console (config-if)# no shutdown

console (config) # interface range gi 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if) # exit
(
(
(

console (config-if-range) # channel-group 1 mode active

4.12 Hacrpoiika IPv4-apgpecauymm

B gaHHOM pasgene OnucaHbl KOMaHAbl A8 HAaCTPOMKM CTaTMYeckux napameTpos |P-agpecauum,
TaKuX Kak IP-agpec, Macka NoAceTH, W3 No YMOAYAHMIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 64 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMOMYAHUIO

Aeiicmeue

[secondary {ip_address
ib_mask}]

ip address ip_address ip_mask

no ip address [ip_address]

HasHaueHue 3agaHHOMy UHTepdelicy IP-agpeca M Mackv noaceTu.
- secondary — no3Bo/IAET HaCTPOWUTb AOMNOAHUTENbHbIE |PV4-
aapeca Ha Tekywmit interface vlan. ns HacTpoliku TpebyeTca
Ha/mume ocHosHoro IPv4-agpeca Ha uHTepdelice.

Yaanenue IP-agpeca nHtepdelica.

ip management outer-vlan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BkntoueHne ob6paboTkn QinQ-Tpadmka ynpasnerHuns Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewwHWU Ter 802.1Q.

’ [OnAa KoppeKTHOU paboTbl GYHKLMU HEO6X0AUMO Hanm-

- yue aKTuBHoro vilan_id Ha KommyTaTope. Mpu aTom one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpansaeTca
YHKUMUA, AOMKHO 6bITb Up.

l JaHHble HAcTPOWMKM BbIMONHAKTCA Ha WHTepdeiice C-

. VLAN.

BblkntoveHne ob6paboTkmn QinQ-Tpadmka ynpasneHmsa Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port

vlan vian_id}] [hostname
name]

| tengigabitethernet te_port |

no ip address dhcp

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
name: (1..32) cumBona

MonyyeHwne IP-agpeca ot DHCP-cepBepa. YcTaHOBKa onumii 12 un
61.

3anpeT ncnonb3osaHuA npotokona DHCP gna nonyyeHus IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string:(1..256)/moaens
KoMmyTaTopa

YcTaHOBUTL 3HaYeHme onumn 60.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.
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MNo-ymonuaHutio, uHTepdeiicbl Vlan Haxoaartca B coctoaHun Admin down. Mpusectu B co-
ctrosiHne Admin Up nx moxxHo komaHaoi no shutdown.

Mpumep HacTpolikn 0bpaboTkM TpaduKa ¢ S-vlan 10, C-vlan 20 Ha CPU:

console#

console (config) # interface vlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 65 — KomaHgbl pexkmma privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

KomaHda

renew dhcp vlan vlan_id

vian_id: (1..4094) OTtnpasuTb 3anpoc K DHCP-cepBepy Ha o6HoBNEeHMe IP-aapeca.

show ip interface vlan vian_id

MoKasaTb KoHduUrypaumio IP-agpecauun 418 yKasaHHOTo UHTep-

vlan_id: (1..4094) devica

4.13 HacTtpoiiKa IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl NoanepkMBatoT paboTy no npoToKkony IPv6, 4To ABNSETCA 6ONbLLIMM NPEUMYLLLECTBOM,
T.K. NpoToKo IPv6 paspaboTaH gns Toro, YTobbl B 6yAyLLEeM NOJHOCTbIO 3aMEHUTb agpecaLmio NPoToKoIa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPv6 umeeT pacluMpeHHOe agpecHoe npocTpaHcTBo — 128 6uT BmecTo
32. Agpec IPv6 npegcTtasnneT coboit 8 6/10K0B, pasaenieHHbIX 4BOETOYMEM, B KarKaom 6n1oke 16 6ur,
3aNCaHHbIX B BUAE YeTblpex WeCTHaguaTepuyHbiX yncen.

Momumo yBennyeHMA aapecHOro MNPOCTPaHCTBA NPOTOKOA IPv6 mmeeT uepapxmyeckyto cxemy
afpecaumn, obecneuymBaeT arperaumio MapLpyToB, ynpouiaet Tabauuy maplupytMsauuu, npuv STom
3¢ deKTUBHOCTb PabOTbl MAPLLIPYTU3aTOPA NOBbLILWAETCA 32 CHET MEXaHW3MA 0OHaPYKEHUSA COCEAHUX Y3/10B.

v

v

Ecnn 3HaueHue rpynnbl AN HECKONbKUX rpynn noapapg B agpece npotokona IPv6 pasHo
Hynto — 0000, TO paHHble rpynnbl MoOryT O6biTb onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6biTb COKpaweH ao FE40::AD21:FE43.
CoKpaLleHUIo He MOryT 6bITb NOABEPTHYTbI 2 pasAe/ieHHble HyneBble rpynnbl U3-3a BO3HUK-
HOBEHUA HeoAHO3HAYHOCTU. COKpaLaeTca camasn 6onbluan Hynesas rpynna.

EUI-64 — 3T0 nageHtudumKaTop, co3aaHHbIn Ha 6a3e MAC-aapeca uHTepdeiica, ABnatoWwmninca
64 mnagwummn 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTca Ha ABe 4acTu no 24 6ura,
MmeXay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliku npomokKona IPve

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHom KoHbUrypaumm:

console (config) #
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Tabnnua 66 — KomaHabl perkuma rnobanbHo KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLIpYTU3aLMIO MEXKAY ipve-npedukcamm.

OTKNOUUTD MapLLPYTU3ALMIO MEXAY ipVE-npedurkcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXX XX XX XX/ -

Co3paTb cTaTUYeckyto 3anuck ipvb neighbor.

Y4anuTb CTaTMYecKyto 3anuch ipvé neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX:: XXXX:
administrative_distance:

(1-255)

HacTpouTb CTaTMUYECKUIA MapLIPYT A0 YKa3aHHOro ipve-npedukca.

Y[anuTb CTaTUYECKUI MapLipyT A0 YKa3aHHOro npedukca.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

Buz 3anpoca KOMaHAHOM CTPOKM B pexnme KoHUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnvua 67 — KomaHabl pexknuma KoHburypaumm nHtepoeiica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkatounTb paboTy npoTtokona IPv6 Ha nHTepdeiice. leHepupyeT
ipv6 link-local agpec Ha gaHHOM nHTepdelice.

OTKNtoUNTL paboTy NpoToKona IPv6 Ha nHTepdeiice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-loca

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM nHTepdeiice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ana reHepaumm agpeca.

YaanuTb yKasaHHbIi agpec ¢ uHtepderica.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 68 — KomaHapl pexxmuma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOA4YaHUIo

Aelicmeue

show ipv6 interface [vlan
vian]

OT06pPa3nTb COCTOAHME U HAaCTPOMKU IPV6-nHTepdelicos.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

OT06pasnTb Tabanuy maplupyTusaunv ans IPve.
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show ipv6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OT06pasnTb CTAaTUCTUKY MO MPUHATLIM U OTMNPABAEHHbIM
IPv6-nakeTtam.

4.14 HacTpoiiKa NpOTOKON0B

4.14.1 Hacmpolika npomoKonaa ARP

ARP (Address Resolution Protocol — npoTokon paspelweHuns aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINONHAWMIA yHKUMIO onpegeneHna MAC-agpeca Ha OCHOBaHMM COAeprKaLLlerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1o6asibHON KoHdUrypaumm:

console (config) #

Tabnnuya 69 — KomaHabl pexkmuma rnobanbHoM KoHPUrypaumum

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBnTb cTaTUUYecKyto 3anncb cootsetcTeus IP- u MAC-agpecos
B Tabanuy ARP ana ykasaHHoi VLAN.

- ip_address — IP-agpec;

- hw_address - MAC-aapec.

Ypanutb cTaTMYecKyto 3anucb cootseTcTauaA IP- n MAC-agpecos
13 Tabaunubl ARP ansa ykasaHHoro B KomaHgae IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHa,

YCTaHOBWTbL MHTEPBAN MEXKAY OTNPaBKo gratuitous arp cooblue-
HUN.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
ceK

HacTpouTb Bpems }KU3HW SUHaMUYeCKuX 3anuceli B Tabanue ARP
(cek).

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeinca VLAN:

console (config-if) #

Tabnnua 70 — KomaHAabl pexkuma KoHourypauum uHtepdelica

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKNIOYEHO

BKOUMTB OTNPABKY gratuitous arp-coobLueHuii.

BbIKNOUMTL OTNPABKY gratuitous arp-coobLeHuit.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnunua 71 — KomaHabl perkmuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No UHTEpdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-appec.

show ip arp statistics -

MoKasaTb TEKYLLYH CTaTUCTUKY MPOTOKONA arp.

clearip arp -

YaanuTb Bce AMHamu4yeckmne sanucu 3 ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MmexaHU3M NO3BOASAET YCTPOMUCTBY OTC/AEXKMBATb 3aK0/bLOBaHHbIe NOPTbl. [eTns Ha nopTy
0b6HapyKMBaeTCA NyTEM OTCbIIKM KOMMYTaTOpOM Kagpa (frame) c agpecom HasHayeHUs, COBNaAaloLWmUMm C

oaHum 13 MAC-aapecos yCcTpoiCTBa.

KomaHObI pexcuma 2n106as1bHOU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme rnobasibHol KoHbuUrypaumm:

console (config) #

Tabaunua 72 — KomaHabl perknma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

shutdown loopback-detection
-/BKOYEHO

no shutdown loopback-
detection

OTKAtounTb paboty moayns loopback-detection Ha ycTpoiicTse.

' [aHHasa KomaHAa oTKAoYaeT paboty moayna loopback-

- detection c 6e3803BpaTHbIM YAANEHMEM BCEX HACTPOEK
6n0Ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable
loopback-detection disable

-/BbIKNIOYEHO

BKAOUNTL MeXaHM3M OBHapyXKeHUA neTenb A4 KOMMYTaTopa.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

loopback-detection interval

seconds seconds: (1..60)/30

YcTaHoBUTL MHTepBan mexay loopback-kagpamu.
- seconds — HTepBasa BpeMeHu mexay LBD-kagpamu.

mac_address

CEKYH
no loopback-detection interval YHA BocCcTaHOBUTbL 3HaYeHKe No YMONYaHUIO.
loopback-detection Onpeaennts MAC-agpec HazHauyeHusn, yKasaHHbIl B LDB-Kkagpe.
destination-address ainiRiniHiRi Mo ymonuaHuio MAC-agpec Ha3HauYeHUA LWUPOKoBeLa-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypaumum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet

gi port |
console (config-if) #

tengigabitethernet te port | port-channel group}

Tabnnua 73 — KomaHapl pexxmma KoHourypaumnm nHtepoeliica Ethernet

3HayeHue/3Ha4yeHue
no ymon4aHuio

KomaHoa

Aelicmeue

loopback-detection enable
loopback-detection disable

-/BbIKNOYEHO

BKOUMTL MexaHW3M 06HapyKeHUA neTeb Ha NopPTy.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.
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KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 74 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

show loopback-detection OT06pasmnTb cocTosiHWe mexaHuama loopback-detection.
[fastethernet fa_port |
gigabitethernet gi_port |

tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

statistics]
debug loopback-detection [all BKAoUMTbL OTNpaBKy coobuieHmit no cobbitnam loopback-detec-
| buffer-alloc | control | -/OoTKAOYEHO tion.

critical | pkt-dump | pkt-flow ]

4.14.3 Cemelicmeo npomokKosnoe STP (STP, RSTP, MSTP)

OcHoBHoOW 3agaveit npotokona STP (Spanning Tree Protocol) Aasnsetca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBaloTCA KOHOUIYPaLMOHHbIMU COOBLIEHMAMM, UCNOAb3YA Kaapbl cneunanbsHoro dopmarta, M
BbIBOPOYHO BK/IHOYAIOT M OTKAKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepLIEHCTBOBAaHMEM MPOTOKoNa STP, xapakTepusyetcs
MEHbWNM BpeMeHeM MpuUBEAEHNA CETU K LPEBOBMAHOM TOMOMAOMMM U UMeeT 6osnee BbICOKYHO
YCTOMYMNBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Haubosiee coBpemeHHoOM peanusauueinr STP,
nogfeprkmeatollelr ucnonbzosaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA IK3EMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT umcna rpynn VLAN Ha
KommyTaTope. Kaxabi aK3eMnasp MOXKeT coaep»aTb HecKkonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBasieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencreyromx no MSTP, 4onKHbl 6biTb 0AMHAKOBO
CKOHUrypupoBsaHbl rpynnbl VLAN.

V MaKkcMmanbHO aonycTtumoe Koam4vecTso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:
console (config) #

Tabnnuya 75 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aeiicmeue
0 yMOAYAHUIO
shutdown spanning-tree OTKAtounTbL paboTy moayns STP Ha ycTpolicTse.
JaHHasA KomaHAa oTKAtovaeT paboty mogyns STP ¢ 6es-
. BO3BPATHbIM yAa/ieHMeM BCex HacTpoek 6s10ka STP.
-/BKNOYEHO " .

' Moaynb STP BkAlOYaeTca KOMaHAO0M spanning-tree.

.
spanning-tree /BKAIOUEHO PaspewunTb MCNob30BaHME KOMMYTAaTOPOM NpPoTOKoNa STP.
no spanning-tree 3anpeTnTb UCNO/Ib30BaHME KOMMYTAaTOPOM NpoToKkona STP.
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spanning-tree mode { rst |
mst}

no spanning-tree mode

-/MSTP

YCcTaHOBUTL peXkMm paboTbl npoTokona STP:
- rst — IEEE 802.1W Rapid Spanning Tree Protocol;
- mst — IEEE 802.1S Multiple Spanning Tree Protocol.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWTb MHTEPBAN BPEMEHM, 3aTPAUYMBAEMbI/ Ha NPOCAYLUMBA-
HWE M M3yYeHWe COCTOAHMI nepes nepeknoYeHuem B COCTOsfHME
nepegayu.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBUTb MHTEPBA/ BPEMEHUW MEXKAY Nepesadyamu LMPOKOBELLa-
TeNbHbIX coobuweHunit «Hello» K B3aMmoaenCTBYOWMM KOMMYTATO-
pam.

YCTaHOBUTb 3HAYeHUE NO YMOI4aHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA XU3HKU ceAsytowero aepesa STP.

YCTaHOBWTb 3HaYE€HMEe N0 YMOIYAHWIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpolicTea B cBszytowem aepese STP.
3HayeHWe NpuopuTeTa A0KHO bbITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIKNOYEHO

BkAtoUNTL ANHaMMYecKoe onpegeneHne LeHHOCTU NyTy.
- lag-speed — onpegeneHune LeHHOCTM NyTH ByAeT BbIYMCAATLCA NPU
n3MeHeHun ckopoctu LAG.

YCTaHOBUTb 3HAYEHMe Mo YMOI4YaHUIO.

spanning-tree pathcost
method {long|short}

YCTaHOBUTb MeTOA onpeaesieHUA LeHHOCTU NyTu.
- long — 3HayeHuMe ueHHOCTM B gManasoHe 1..200000000;

-/long - short — 3HauyeHune ueHHocTH B gnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HaYEHNE N0 YMONYAHUIO.
method
spanning-tree compatibility Bepcua coemectumocTun STP.
mst | rst | st
{ | | stp} -/BKAOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHue no YMO4aHULO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MNoporosoe konnyectso TCN BPDU, npu KoTopom 3anyckaeTcs Tan-
Mep, KOTopblit paBeH 3HaveHwuto flush-interval.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HayeHWe MHTepBana, Nocje KOTOPOro Mnpov3onaéT
ouncTka MAC-Tabaunupl nocge nonydeHms TCN BPDU.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHMUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

3TO 3HaYeHue yKasblBaeT MAaKCMMa/IbHOE KOJIMYECTBO MaKeToB, KO-
TOpble MOTyT 6bITb OTNPaB/AeHbl B 3a4aHHbIN MHTEPBAN BPEeMEHU
hello-time.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

Mpun 3aaaHum STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinosHEHUE
o ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepdagelica Ethernet, uHmepagelica 2pynmnbi Nopmos

Bua, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 76 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3HavyeHue
no ymoan4yaHuro

Aelicmeue

spanning-tree disable

-/paspelueHo

3anpeTuTb paboTy NpoTokona STP Ha KOHGUrypupyemom UHTep-
delice.
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no spanning-tree disable

Paspewntb paboTy npoToKkona STP Ha KOHGUIypUpyemMom MHTep-
deiice.

spanning-tree cost cost

no spanning-tree cost

cost:
(1..200000000)/cm.
Tabnuuy 78

YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbI HTepdelic.
- €OSt — LeHHOCTb NyTH.

YCTaHOBWUTb 3HaueHue, onpeaesiiemoe Ha OCHOBaHWW CKOPOCTU
nopTta ¥ MeToZa onpeaeneHnsa LeHHOCTU NyTU, cM.Tabauuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTbL NpUopUTET MHTEpPdEica B cBA3yloleM aepese STP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

spanning-tree portfast

no spanning-tree portfast

BK/IIOUMTL pexkmnm, B KOTOPOM MOPT NPU NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepeaaydu, He A0XMUIAAACh UcTeve-
HUA Talmepa.

BbIKNOUNTL peXMM MOMEHTA/IbHOTO nepexoia B COCTOAHME nepe-
Aa41 NO NOAHATUIO KJIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelueHo

Pa3pewwunTb Ha HTepdelice AONONHUTENbHYIO 3alWWTY OT neTenb. B
cnyyae, ecnn uHTepdeinc HaxoaUTCA B COCTOSAAHUM, OTJIMYHOM OT
Designated u npu sTom nepectaeT nonyyatb BPDU, nHtepdeiic 610-
Kunpyertcs.

3anpeTnTb AONONHUTENbHYIO 3aLWMTY OT BOSHUKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3osaHne
rnobanbHoOM HaCcTPOIKK

BKNOUMTDL 3aWUTY KKOPHA» ANA BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
6paHHoro nopra.

- root — 3anpeLuaeT nHTepdeiicy 6bITb KOPHEBBIM NMOPTOM KOMMY-
TaTopa;

- loop — BKNtOYAET Ha MHTepdelice 4ONONHUTENbHYIO 3aLLUTY OT ne-
Tenb. B cnyyae, ecamn nHtepdelic HaxoouTCA B COCTOAHUM, OTANY-
Hom oT Designated 1 npu aTom nepecrtaet nonyyatb BPDU, uHTep-
deiic bnokumpyertcs;

- none — oTK/oYaeT Bce Guard-pyHKLMU Ha UHTepdelice.

Mcnonb3oBaTh r106asibHYO0 HACTPOWKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aWmTy, BbIKAIOYAOLWYO MHTEPdENC Npu Npuéme nake-
ToB BPDU.

3anpeTuTb 3aWUTY, BbIKAHOYAOLWYO MHTEpdENC Npy Npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
nopTa «TOYKA-TOUKa»,
018 NONyAYyNAEeKCHOro

— «Pa3BETBNAEHHbIN»

YctaHoBuTb NpoTokon RSTP B nepepatowee coctoaHme un onpeae-
JIMTb TN CBA3M AN1A BbIOpaHHOro nopTa:

- point-to-point — TouKa-Tou4Ka;

- shared — pa3BeTBNEHHbIN.

YCTaHOBUTb 3HAYEHME MO YMOIYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/OYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewnts npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewnTb Npuém n nepegadyy STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
spanning-tree auto-edge BK/IOYMTb aBTOMATMYECKOE OnpeseNneHne KNMEHTCKUX NOPTOoB.
no spanning-tree auto-edge /BnI04eHO BbIK/NHOYNTL aBTOMATMYECKOE ONpeseneHne KAMeHTCKMX NoPTOoB..
spanning-tree {bpdu-receive | BK/IIOUUTb peXxunm npuéma u/mnv nepeaum Ha uHtepdeiice.
bpdu-transmit} enable

-/BKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKNIOUUTL peum Npuéma u/unu nepesaum Ha Htepbeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIKAOYEHO

Ha3HaunTb NOPT KaK Wto3 2 ypoBHA.
/| Spanning-tree Ha AaHHOM MOPTY AO/IKEH 6bITb B coCTOA-

Hum disabled.
YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpoutb npuoputet ana pseudoRoot Ha nHTepodeiice.

YCTaHOBWTb 3HaYeHMeE N0 YMOHYAHWIO.

spanning-tree {restricted-role
| restricted-tcn}

-/

BkntounTb Ha nHTepdelice GyHKUMIO 3aLLMTbI OT aTak.
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no spanning-tree {restricted-
role | restricted-tcn}

OTKNOUNTb Ha UHTepdelice GYHKUMIO 3alLMTbl OT aTak.

Tabnnua 77 — CTOMMOCTb NyTK, YCTaHOBIEHHAA MO YMOA4YaHUIo (spanning-tree cost)

Unmepdeiic MeLr::;) onpedeneHus yeHHocmu ;y;ltu

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 1999900 56

LAG 100M 199900 12

LAG 1G 19900 3

LAG 10G 1900 2

v

CroumocTb NyTHU ANA rpynnbl KaHanoB no meTtoAy long no ymonuaHuio onpeaensaerca
AeNleHnemM CTOMMOCTU uHTepdeiica Ha KoAnYecTBo AMHKOB B rpynne -100. 3HaueHue

cost ana LAG npuBeaeHO C Y4ETOM UYeHCTBA B HEM 2 pusnuecknx uHrepdeiicos.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 78 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port/
port-channel group}
[bpduguard | cost | detail |
inconsistency | layer2-
gateway-port | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MokasaTbcocToAHMe npoTokona STP Ha uHTepodelice.

show spanning-tree detail

MokasaTb NoApo6Hyo MHGOPMAaLMIO O HAaCTPOIKax NPOTOKONA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHGOPMALLMIO O COCTOSHMM O HacTpolKax STP Ha aKkTuB-
HbIX MOpPTax.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OT06pa3unTb HacTpoiku STP Ha bridge.

show spanning-tree layer2-
gateway-port

OT06pasnTb HACTPOWKM W33 2 YPOBHS.

show spanning-tree pathcost
method

OT06pasnTb MHGOPMALMIO O MeTo4e onpeaeneHUs CTOMMOCTH
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OT06pasnTb MHPOPMaLmio o root B Tononorum STP.
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show spanning-tree summary

OT06pasunTb COCTOAHUE NPOTOKOMA STP OTHOCUTENIbHO UHTEPdEN-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 79 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBWTb NPUOPUTET AR AAaHHOrO KOMMYTaTopa nepes, ocTab-
HbIMW, UCMNO/B3YIOLWMMK 06LWMI SK3emnnap MSTP.

- instance_id — aksemnaap MST;

- priority — npuopuTeT KOMMYyTaTOpa.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ansa aksemnnsapa MST,
Npu KOTOPOM 3anycKaeTcs Tanmep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMa/ibHOE KOIMYECTBO TPAH3UTHbIX Y4aCcTKOB ANA
naketa BPDU, Heobxoanmbix gnsa GopMmnpoBaHMA Aepesa U yaep-
YKaHUsA MHGOPMaLMKM O ero CTPoeHMU. ECiv NakeT y»Ke npoLlen mak-
CMManbHOE KONNMYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha cneaylolem
y4yacTke OH oTbpacbiBaeTca.

- hop_count — makcMManbHOe KONWYECTBO TPAH3UTHbIX Y4acCTKOB
Ana naketa BPDU.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree mst
configuration

Bxog, B pexum KoHourypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHdurypaumm npotokona MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabanua 80 — KomaHabl pexkmMma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuwo

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTb COOTBETCTBME MENXAY IK3emMnaapom npotokona MSTP un
rpynnamu VLAN.

- instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Y0anutb COOTBETCTBME MeXAY dK3emnaAapom npotokona MSTP u

vlan_range rpynnamu VLAN.

name string 3apatb UMa KoHurypauum MST.
string: (1..32) cumBona | - string — uma KoHoUrypaumm MST.

no name Yaanutb uma KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHoUrypaumm MST.
- value — Homep peBu3nn KoHdurypaumm MST.

YCTaHOBWTb 3HaYeHMe No ymonyaHuio (value).

exit

Bbixog, 3 pexuma KoHdurypauum npotokona MSTP c coxpaHe-
HUEM KOHOUrypaLmu.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepdgelica Ethernet, uHmepagelica epynmnbi Nopmos

Bua, 3anpoca KomaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 81 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnbsi noptos

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3aIJ.I,VITa BbIK/1lO4€EHa

BK/IOUMTD 3aLLUTY KKOPHA» ANA BCEX CBA3YOLWMX AepesbeB STP BbI-
6paHHOro nopra. [aHHaa 3awmTa 3anpewaer uHTepdency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpA.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCcTaHOBWUTb NpUopuUTET NHTEpdelica B ak3emnaape MSTP.
- instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;
- priority — npuopuTeT MHTepdeica.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTbL LLEHHOCTb NyTWM 4Yepe3 BblbpaHHbIN WHTepdelc ans
onpeaesieHHOro aksemnaapa npoTokona MSTP.

- instance-id — vaeHTuduKaTop s3K3emnaspa npotokona MSTP.

- COSt — UEeHHOCTb NyTw.

YCTaHOBUTb 3HayeHue, onpesensiemMoe Ha OCHOBaHUM CKOPOCTU
nopTa ¥ MeToZa onpeaeneHnsa LeHHOCTU NyTH, CM. Tabaunuy 78.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBUTbL NPUOPUTET UHTEpdElica B KOPHEBOM CBA3YHOLLEM Ae-
pese MSTP.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTL NpuopuTeT pseudoroot B sk3emnnspe MSTP.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKAOUNTbL MK OTKAKOYUTBL spanning-tree Root Guard B ykasaHHOM
ak3emnnape MST.

KomaHOwbi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 82 — KomaHabl perkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show spanning-tree

gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[bpduguard | cost | detail |

port | portfast | priority |
restricted-role | restricted-tcn |
rootcost | state | stats]

interface {fastethernet fa_port |

inconsistency | layer2-gateway-

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MokaszaTtb KoHOUrypaumto npoTokona STP.

show spanning-tree mst
instance_id [detail]

instance_id: (1..63)

Mokasatb noapobHyo MHbopMaLmio o

HacTpoliKe npoTokona STP.

show spanning-tree mst
configuration

MokasaTb MHGOPMALMIO O CKOHOUTYPUPOBAHHBIX
ak3emnaapax MSTP.
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clear spanning-tree mst OuuncTKa cyeTymkos STP.
instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port| port-

channel group}}

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

4.14.4 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckatb cyXebHble NakeTbl Pa3/IMyHbIX
L2-npoTokonos (PDU) yepes ceTb NpoBaiaepa, YTo MO3BOAAET KMPO3PaYHO» CBA3ATb KNMEHTCKME CErMEHTbI
ceTwn.

L2PT wHKancynupyetT PDU Ha rpaHMYHOM KOMMYyTatope, nepefdaer MX Ha APYron rpaHUYHbIN
KOMMYTaTOp, KOTOPbI OXMAAeT creupasnbHble MHKaNCy/IMpPoBaHHble Kaapbl, a 3aTeM AEKancyanpyeT ux,
YTO NO3BO/IAET NO/Ib30BATENAM NepeaasaTh MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBaiaepa.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 83 — KomaHabl pexkmuma rnobanbHoM KoHPUrypaumum

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMoOA4YaHUIO
lacp-tunnel-address multicast-mac-address/ | YcTaHOBUTbL afpec HasHaYeHUA ANA MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:d4 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
stp-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec Ha3HayYeHUa 4A MHKAMCY/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:d0 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
lldp-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec Ha3HayYeHUa 4A MHKAMCY/MPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:d8 (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
isis-11-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HasHaYeHUs ANs MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:dc (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
isis-12-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec Ha3HayYeHUa 4A MHKAMCY/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:dd (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
pvst-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec Ha3HaYeHUa 4A MHKAMCY/MPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:df (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
vtp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HasHaYeHUs A1s MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e0 (frame) cooTBeTcTBYOLLErO NPOTOKONA.
ospf-tunnel-address multicast-mac-address/ | YcTaHOBUTb aipec HasHaYeHUA ANA MHKAMNCY/IMPOBaHHbIX KaApos
multicast-mac-address 01:00:0c:cd:cd:el1 (frame) cooTBeTcTBYIOLLIErO NPOTOKONA.
rip-tunnel-address multicast-mac-address/ | YcTaHOBUTbL agpec HasHaYeHUs ANA MHKAMCY/MPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e2 (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
fctl-12-tunnel-address multicast-mac-address/ | YcTaHOBUTbL agpec HasHaYeHUs 418 MHKAMCY/MPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:de (frame) cooTBeTcTBYOLLErO NPOTOKONA.
igmp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afipec HasHaYeHUa A8 MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:db (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
vrrp-tunnel-address multicast-mac-address/ | YcTaHOBUTbL agpec HasHaYeHUs Aa MHKAMCY/MPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e3 (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
KomaHObI pexcuma KoHguaypauuu uHmepgelicos Ethernet
Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeicos Ethernet:
console (config-if) #
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Tabnnua 84 — KomaHabl perknuma KoHourypaumm nHtepdericos Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | pvst | igmp |
vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | pvst |
igmp | vrrp}

-/BbIKIOYEHO

BkounTb pexkmum nHkancynaumm PDU.

BbIkntounTb pexkmm nHkancynauum PDU.

Mpu BKAOYEHUM MHKacnynsauuu ansa VTP uHKancyampoBatbca 6yaer Bca rpynna npoToKo-
. nos ¢ MAC-agpecamu HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 85 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

0OT06pa3nTb KoHoUrypaumio L2PT cymMapHO M No OTAENbHbIM UH-
Tepdelicam.

show I2protocol tunnel-mac-
address

OT06pasnTb agpeca HazHauYeHWs 410 UHKANCYIMPOBaHHbIX KaapoB
(frame).

4.14.5 Hacmpoiika npomokona LLDP

OcHoBHOM ¢yHKumMen npotoKkosa Link Layer Discovery Protocol (LLDP) sasnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOSTHUM U XapaKTepucTUKax. MHpopmauun, cobpaHHaa nocpeacTBom
npoTokona LLDP, HakanaMBaeTcs B YCTPOMCTBAX M MOKET ObITb 3aNpoLleHa ynpaBaaioWwmMmM KOMMIbIOTEPOM
no npotokosy SNMP. Takum o06pa3som, Ha OCHOBaHWW cobpaHHOW MHOPMaUWMWM, HA yNpaBAAIOLEM
KOMMbIOTEPE MOXKET 6bITb CMOAENNPOBAHA TOMOAOTUA CETU.

KommyTaTopbl noAfepXMBatoT nepefadvy Kak CTaHOAPTHbIX NapameTpoB, TaK M OMUMOHA/bHbIX,

TaKUX KaK:

—  MMSA YCTPOICTBA U €ro onucaHue;
—  MMA NOPTa U €ro onucaHue;
—  unHpopmauma o MAC/PHY;

- urt.Aa.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM penma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnmua 86 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

shutdown lidp

-/BKAOYEHO

no shutdown lidp

OTKAtounTbL paboTy moayns LLDP Ha ycTpolicTBe.
[aHHaA KomaHAa oTKAoUaeT paboty moayns LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610Ka
LLDP.

BKatounTb paboty moayns LLDP Ha ycTpolicTse.

set lidp enable

set lldp disable

-/BbIK/IIOYEHO

PaspewnTs KOMMyTaTOpPYy MCNOAb30BaHWe NpoToKoAna LLDP.

3anpeTnTb KOMMYTATOPY MCMOJIb30BaHWE NpoToKoa LLDP.

set lldp version {v1 | v2} -/vl 3apaTb Bepcuto npotokona LLDP.
lldp mac_address YkasaTb MAC-agpec, Ha KoTopblii 6yayT oTcblgatbes lldp-kagpbl.
- lldp-Kagpbl Tak ke 6yayT Ay6aMpoBaThCA Ha CTaHAAPTHLIM MAC-aa-
pec.
lidp lidpdu flooding Jfiltering YCTaHOBUTb pexum ¢unbTpaumm naketos LLDP BPDU.

lidp lidpdu filtering

YCTaHOBWTb 3HaY€HMEe N0 YMOJIYAHMUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

string: (1..255)
CUMBOJIOB;

lidp chassis-id-subtype mac-
addr

-/mac-address

3agatb chassis-id-subtype ans lldp-kagpa.

BepHyTb K 3HaYEHUIO NO YMOYAHUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBWTb 33Z€PXKKY MOBTOPHOW WMHUUMAnM3auumn (Bpems 3a-
OEPXKKU, BbiNosHAeMmoe LLDP ana noBTOPHON MHMUMANU3aLmm Ha
nobom nHtepdeiice).

V YT06bl OTMEHUTb HACTPOIKY Heo6XOoAMMO BbICTaBUTb
3HaYeHUe No YMONYAHUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTb MHTepBan nepeaaun lldp-kagpos.
/ Y1o6bl OTMEHUTb HACTPONKY HEeobXxoauMO BbICTaBUTb
3HaueHMue No yMOoNUYaHUIo.

lidp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasIbHYH CKOpoCTb nepegauu lldp-kagpos.
Seconds — nepunog BpemeHn B Te4eHUW KOTOPOro YCTPOMCTBO MO-
JKET OTNpaBuTb He 6osiee oaHoro Kagpa (frame).

V Y1o6bl OTMEHUTb HACTPONKY HEeobXxoauMO BbICTaBUTb
3HauyeHne No YMONYAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO OJIMTENbHOCTb 3a4EPXKKNU, Mexay no-
cnepoBatesibHbIMM Kagpamu LLDP.

Y106bI OTMEHUTb HACTPOIKY HEob6XoAMMO BbICTaBUTb
V 3HauyeHUe No yMOYaHMUIO.

lidp txCreditMax value YcTaHOBUTb 3HayeHue Credit Max (MakcMManbHOe KOANYecTBo no-
value: (1..10) cneposatenbHbix LLDPDU, KoTopble moryT 6biTb NepeaaHbl B to-

60e Bpems).
lidp txFastInit value value: (1.8) YCTaHOBWTb YMCNO NAKeToB, KOTopoe byayT OTNpaBAATbCA B ne-

puog fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nHtepdeincos Ethernet:
console (config-if)#

Tabnunua 87 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

lidp dest-mac mac_address 3agatb MAC-agpec, Ha KoTopbli byayT oTcbinatees lldp-Kagpbl.

no lidp dest-mac -/BbIKNOYEHO Ypanute MAC-agpec, Ha KoTopblit byayT oTcbinatees lldp-kaapsi.

mac_address

lidp transmit [mac-address PaspelaeTt nepepayvy naketos no npotokoay LLDP Ha uHTep-

mac_addr] deiice.

- -/BKAIOYEHO
no lidp transmit [mac- 3anpetTutb nepegady NaketoB no npotokony LLDP Ha wHTep-
address mac_addr] delice.
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lidp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauuTb npasuno network-policy faHHOMY UHTepdeiicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3a4aTb MECTONON0KEeHNe YyCTPOICTBa ANA NpoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOopAamHar;

- civic_address_data — agmMMHUCTPaTMBHBIN aApec YyCTPOMUCTBA;

- elin_data — agpec B popmaTe, onpegeneHHom ANSI/TIA 1057.

Yaanutb MecTonosioXeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CKoHdurypmposaTb TLV LLDP-MED Ha gaHHOM nHTepdelice.

Yaanutb HacTponky TLV LLDP-MED Ha uHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BKAOUMTbL OTNPaBKy Tpanos no cobbituam LLDP.

OTKNOYUTL OTNPaABKY Tpanos no cobbiTuam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apaTb ID Port Subtype ans kagpa LLDP.

no lldp receive [mac-address
mac_addr]

local string} -/ if-name
no lidp port-id-subtype YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.
lidp receive [mac-address Paspewntb uHTEpdericy NnpuHMMaTb Kagpbl LLDP.
mac_addr]
-/BKIOYEHO

3anpetuTb nHTEpdelicy NPUHMMaTL Kagapbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

tiv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpeaenntb Kakne 6asoBble onuuMoHanbHble TLV-nona 6yayt
BKJIKOYEHbI YCTPOMCTBOM B Nepegasaembiii LLDP-naker.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lldp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakue cneuunasnbHble onuuoHanbHble TLV-nona 6y-
AYT BK/IKOYEHbl YCTPOMCTBOM B NepegaBaemblit LLDP-nakerT.

YCTaHOBUTb 3HaYeHue no YMO4HaHUIO.

v/

nopT rpynnbl.

KomaHObi pexcuma Privileged EXEC

Maketbl LLDP, npuHATble Yyepe3 rpynny NOPTOB, 3aNOMMHAIOTCA UHAMBUAYA/NBHO MOPTaMM
rpynnbl, NPUHABLIMMM cooblieHuA. LLDP oTnpaBnsAeT pasnaunuHble cooblieHUa Ha KaxKablit

Pabota npoToKona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6710KMPOBaHHbIX NPOTOKONOM STP-nopTax.

Bupa 3anpoca KOmaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnnua 88 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

show lldp local
[gigabitethernet gi_port |
tengigabitethernet te_port]
[mgmt-addr]

MNokasaTtb LLDP-nHdpopmaumio, KOTOPYH aHOHCUMPYIOT MOPTbI.

show lldp neighbors [detail]

MokasaTb MHGOPMALMIO O COCEAHMUX YCTPOWCTBAX, Ha KOTOPbIX pa-
60TaeT npoTtokon LLDP.

show lldp statistics

- MokasaTtb cTaTucTuKy LLDP.

_|

abnnua 89 — OnuncaHue pesynbTaTos
Mone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTpoicTeo wneT LLDP-o6HoBNEHMA.
Onpeaenset BeanuunHy spemenu (TTL, Time-To-Live) Ans npuHMMalOLLEro YCTPOMCTBA,
Hold Multiplier B TEYEHME KOTOPOTO HYXHO yAepKMBaTb NpuHMMaemble nakeTbl LLDP nepep, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaensetT MMHUMaIbHOE BPEMSA, B TEYEHWE KOTOPOro NOPT BYAET 0XNAATh Nepes,
y nocbinkol cneaytouwero LLDP-coobuieHus.
Tx dela OnpepenseT 3a4eprKKy mexay nocnegyrowmmmn nepegadyamu LLDP-kagpos, HULUK-
y POBaHHbIX U3MEHEHUAMM 3HaYEeHN NnMbo cTaTyca.
Port Homep nopta.
State Pexxum paboTbl nopTa gnsa npoTtokosa LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3moOKHble 3HAYeHMA:

PD — OnucaHue nopta;

SN — CucrtemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Address

Aapec ycTpoMCTBa, KOTopbIn nepegaetca B LLDP-coobuieHusax.

Notifications

YKasblBaeT, pa3peLleHbl nau 3anpeweHbl ysegomneHusa LLDP.

_‘

abanuya 90 — OnuncaHue pesynbTaTos
Mone OnucaHue
Port Homep nopta.
Device ID Nmsa nan MAC-agpec cocegHero ycTpomncraa.
Port ID NaeHTudUKaTop NopTa coceHero ycTpoicTaa.

System name

CUCTeMHOe UMA YCTPOWCTBA.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOCTBA:

B — MocrT (Bridge);

R — MapuwpyTmsatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunsBecteH (Other).

System description

OnucaHuWe cocesiHero ycTpoicTaa.

Port description

OnucaHne nopTa coceaHero ycTpoicTsa.

Management address

Agpec ynpasneHus ycTpoincTeom.

Auto-negotiation support

Onpepenset, noaLep’KMBaeTca M aBTOMATUYECKOE onpeaeneHne pexnma nopra.
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Auto-negotiation status OnpepenaeT, BKAOYEHA M NOAAEPKKA aBTOMAaTUYECKOrO onpeaeneHma pexmma
nopra.

Auto-negotiation OnpeaenseT pexunmbl, noaaepxusaemble GyHKUMEN aBTOMATUYECKOro onpeaeneHusa

Advertised Capabilities nopTa.

Operational MAU type Pabounin MAU-TUN ycTpoicTea.

Mpumep HacTpoku TLV-onumii Ha uHTepdelice Gigabitethernet 0/1:

console (config) # set 1lldp enable

(
console (config) # interface gigabitethernet 0/1
console (config-if)# 1l1ldp tlv-select basic-tlv port-descr
console (config-if)# 1lldp tlv-select basic-tlv sys-name
console (config-if)# 1lldp tlv-select basic-tlv sys-descr
console (config-if)# 1lldp tlv-select basic-tlv sys-capab
console (config-if) # 1lldp tlv-select basic-tlv mgmt-addr ipv4 10.0.0.1
console (config-if)# 1lldp tlv-select dotltlv port-vlan-id
console (config-if)# 1lldp tlv-select dotltlv protocol-vlan-id all
console (config-if)# 1lldp tlv-select dot3tlv macphy-config
console (config-if) # 1lldp tlv-select dot3tlv link-aggregation
( ) #

console (config-if 11dp tlv-select dot3tlv max-framesize

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH ANA NOBbILWEHMA YCTONYMBOCTH
M HaZEeKHOCTU CeTU Nepeaayun AaHHbIX, UMeloLWeln KO/bLEBYO TOMO/IOTNIO, 33 CYET CHUIKEHUSA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuu. Bpema BoccTaHOBAEHMA He MpeBbiwaeT 1 CEeKyHAbl, YTO Ccylie-
CTBEHHO MEeHbLUE BPEMEHU NEePeCcTPOMNKM CETU NPU UCMOJIb30BAHNN NPOTOKO/IOB CEMEICTBA spanning tree.

V ERPS noaaep:kaH TonbKo Ha mogenax MES2424, MES2448.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabanua 91 — KomaHabl pexkuma rnobanbHoin KoHoUrypaumm

3HayeHue/3Ha4yeHue no ”
KomaHda / Aeilicmeue
YMOAYAHUIO
shutdown aps ring OTkntounTb paboty moagyns ERPS Ha ycTpoit-
cTBe.
| [aHHasa KomaHAa OTKAloYaeT paboty
- mopayna ERPS c 6e3Bo3BpaTHbIM yaa-
-/BbiKnIOEHO NeHuem Bcex HacTpoek 6noka ERPS.
no shutdown aps ring PaspewunTts paboty moayna ERPS Ha ycTpow-
cTBe.
aps ring enable PaspewunTb paboTy NnpoTokona ERPS.
-/BbIKNOYEHO
no aps ring enable / 3anpetuTb paboTy npoTokona ERPS.
aps ring vlan-group-manager {erps | Bbibop MeHeKepa rpynnuposku vian.
-/mstp
mstp}
aps ring group ring_id Co3spatb ERPS-konbLO.
" — ring_id: (1..4294967295)
no aps ring group ring_id Ypanute ERPS-KonbLO.
aps group name name ring group name: (1..35) cumBonos 3a4atb MMA KOAbLy.
ring_id ring_id: (1..4294967295)
aps ring notification enable BKAtounTb cobbITMA paboTbl Konbua ERPS.
no aps ring notification enable -/BKnt04eH0 OTKAOYUTL COBbITMA paboTbl KonbLa ERPS.
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aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Cospaatb vlan-rpynny c gobasneHune nav yaane-
Huem vlan.

Yaanutb vlan-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKAOYEHO

N3MEeHUTb PeXXMM BOCCTAHOB/IEHWA KOJbLia Npu
ouunctke forced switch.

KomaHObI pexcuma KoHgu2ypayuu npomokona ERPS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHPuUrypaumm konbua ERPS:

console# configure terminal

console
console

(config) # aps ring group 1
(config-ring) #

Tabanua 92 — KomaHAabl pexkMma KoHourypaumm konbua ERPS:

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
aps clear Ypanutb HacTpoitku force/manual switch.
! Tonbko ana sepcum v2.
aps compatible version {v1 | v2} A2 Bblbop peuma COBMECTMMOCTM C  ApYrvmu

BepcMAMKM NpoTokoaa G.8032.

aps force {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
-/BbIK/IOYEH

Bkntountb pexum force switch ¢ 6n1okmposkoi
YKa3aHHOro nopra.

OTKAtounTb pexkum force switch.

! Tonbko ana sepcum vl1.

aps manual {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/BblKNIOYEH

BKAtounTb perkmm manual switch ¢ 610kupoBKoi
yKasaHHoro nopra.

BbikntounTb pexkum manual switch ¢ 6nokunpos-
KOW yKa3aHHOro nopra.

! Tonbko ana sepcum v1.

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KO/IbLO AN A3AHHOrO Moj-
KoNbLa.

aps map vlan-group vlan-group-id

vlan-group-id: (0..64)

MpuBAazaTtb vlan-rpynny K KonbLy.

' TonbKo gnsa pexkuma service-based.
o

aps neighbor {gigabitethernet gi_port
| tengigabitethernet te_port | port-
channel po}

no aps neighbor

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
JOTKAIOYEHO

Hactpoutsb ponb coceaa ana rpl-nopra.

Cbpocutb ponb rpl-nopra.

aps owner {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

Nno aps owner

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
JOTKAOYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

CbpocuTtb ponb rpl-nopra.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKAOYEHO

BKAOUMTL OTNpaBKy curHana ounctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnn
noaKobLa.

OTKNIOYUTL OTNPaBKy curHana oumctkm MAC-
TabMLpbl B OCHOBHOE KOJIbLLO NPU NepecTpoeHnm
noAKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHWTb TN 3aWnTbl KONbLA

- port-based — PaboTaeT TO/IbKO C HyneBo
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamm.

aps revert

-/BKNOYEHO

Bbibop perkrma paboTbl KobLa.
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no aps revert

aps subring-without-virtualchannel

OTKAtounTh Virtualchannel B paboTe c sub-ring.

. -/disable

{enable | disable} /

aps group active AKTUBaUMA KOMbLA.
no aps group active -/OTKNOYEHO OTK/IO4YEHME KOAbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa, /500 mc

YcTaHoBKa Taiimepa 6/10KMpYIoLLEero ycTapeslume
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muuyT
(0..86400) cekyHa, /0 mc

YcTaHOBKa Talimepa 3afepKKM Peakuuu Kom-
MyTaToOpa Ha U3MEHeHMWe B COCTOAHMUMU.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHa /5000 mc

YcTaHOBKa MHTepBana nepegaum RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa /5500 mc

YcTaHOBKa TaliMepa 3a4epiKKM Moc/ie OYUCTKU
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Tavimepa, KOTOPbIM 3anyckaeTcs Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Ucnonb3yetca AnAa npepoTBpalLeHUsA  4acTbixX
3alUMTHBIX MepekItoYeHUn Un3-3a CUrHaNoB O
HEenCnpaBHOCTAX.

aps working level /evel

no aps working level

level: (0..7)/0

HacTpoiika ypoeHs Maintenance domain (MD).

Ypanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} east {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} vlan vian-id

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

Hactpoiika west, east noptoB c yKasaHuem
cnyxkebHoro vlan (R-APS VLAN). B nepsyto
o4yepenb 3afaeTca west-nopT, 3aTem east-nopr.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnvua 93 — KomaHab! pexxkunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show aps ring

BbiBog, MHOpMaLmm 06 obuem coctosHun ERPS
N COCTOAHWUM BCEX HAaCTPOEHHbIX KoJell.

show aps ring configuration

BbiBOA, MHPOPMaLMK O KOHOUIPyaLMK KoabLa.

show aps ring global info

BbiBoa HGOpMauum o coctoaHmMm moayna ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA, MHOOPMALIMM O COCTOAHWUM KOHKPETHOrO
Ko/bLa.

show aps ring statistics

BbIBOA, CTAaTUCTUKM /1A BCEX KOJIbLEBbIX MOPTOB.

show aps ring timers

BbiBog, MHGOPMauum o Bcex Taimepax ERPS.

show aps ring vlan-group {vian-group-
id}

vlan-group-id: (0..64)

BbiBog MHGOpMauuum o vian B vlan-rpynne.

lMpumep Hacmpolku ERPS

HacTpouTb KosbLLo ¢ ngeHTudMKaTopom 1. s NpoxoKaeHus cny>kebHoro erps-Tpaduka B KONbLE UCNOJb-
syetca vlan 1000 (r-aps vlan), vlan 1-999 sauwmuieHHsble (protected) ao6asnersi B 1 vlan-rpynny. MNoptte0/1

ABnAeTca west-noprtom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000
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console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring vlan-group-manager erps
console (config) #aps ring map vlan-group 1 add 1-1000

(
(
(
console (config) #aps ring enable
(
(
(

console (config) #aps ring group 1
console (config-ring) #aps working west tengigabitethernet 0/1 east
tengigabitethernet 0/2 vlan 1000
console (config-ring) #aps owner tengigabitethernet 0/1
console (config-ring) #aps protection-type service-based
console (config-ring) #aps map vlan-group 1

console (config-ring) #aps group active

4.15 HacTtpoitKa npotoKona OAM

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMN YpPOBHSA

KaHana nepejauv AaHHbIX NPeACTaBAAOT cob6OM MPOTOKOA MOHMTOPWUHIA COCTOAHWMA KaHana. B atom
NpoToKoNe ANa nepeaayun MHGOPMaLMM O COCTOAHUM KaHana MeXay HenocpeacTBEHHO NOAKNOUYEHHbIMM
ycTpoiicteBamum Ethernet mcnonbsyiotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa

[O0JIKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdericos Ethernet:

console (config-if)#

V HacTtpoiika Ethernet OAM TpebyeTca ana oTnpaBku snmp-trap no co6biTuio Dying Gasp.

Tabnunua 94 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown ethernet-oam

OTKntountb paboty mopyna Ethernet OAM Ha ycTpoiicTse.
[aHHaA KomaHaa oTKAlouaeT paboty mogyna Ethernet

-/BKAOYEHO OAM c 6e3B0O3BpaTHbIM yAaneHMEM BCEX HaCTpoeK
6n0ka OAM.
no shutdown ethernet-oam BkntoumTb paboty moayna Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKAounTb paboty mogynsa Fault-management Ha ycTpolicTBe.
[aHHaa KomaHAa OTKAouyaeT pabory moayna Fault-
' management ¢ 6e3803BpaTHbIM yAaneHMem BCeX Hac-
-/BKNOYEHO .

no shutdown fault-
management

TpoekK 6n0kKa Fault-management.

Brtountb paboTty moayns Fault-management Ha ycTpoiicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIK/IOYEHO

PaspewunTb paboTty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBUTbL MOPOr KOAMYECTBA OLIMBOK 3a YKasaHHbIM nepuog,
(nepnog, ycraHaBanBaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW MPOMENKYTOK AJ/1A MOACUETa KOMYeCcTBa
OWwnBOoK.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.
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ethernet-oam link-monitor
frame-period threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame-period threshold

YcTaHoBUTbL nopor gaa cobbitna «frame-period» (nepuog ycra-
HaB/MBaeTca KomaHzol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet-oam link-monitor
frame-period window window
no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitua «frame-
period».

BoccTaHOBUTL 3HaYeHWe NO YMOHAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTbL Nopor aAnsa cobbitna «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBMTb 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-sec-summary window

window window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK AnsA cobbiTna «frame-sec-
summary».

no ethernet-oam link-monitor me BoccTaHOBUTbL 3Ha4YeHWE NO YMONYaHUIO.

frame-seconds window

ethernet-oam mode YCcTaHOBUTb pexkum paboTbl npoTokona OAM:
{active|passive} Jactive - active — KOMMmyTaTOp NOCTOAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT otnpasaaTe OAM PDU TosbKO
npv Haanuun OAM PDU co BCTpeYHOM CTOPOHbI.

ethernet oam
remote-loopback {deny |

disable | enable | permit} /BbIKNIONEHO

KomaHga ana ynpasneHva noagepkon GyHKUUKM 3aBOpoTa Tpa-
duka.

- deny — urHopupyet KomaHab! loopback;

- disable — 6nokupyet loopback;

- enable — BkntouaeT KoHTpOIb AnA loopback;

- permit — BKAtoYaeT 06paboTky loopback.

ethernet-oam uni-directional
detection

no ethernet-oam -/BbIKNIOYEHO

uni-directional detection

BKAOUNTE PYHKLMIO OBHapyKeHWA O4HOHANpPaB/ieHHbIX CBA3el
Ha 6a3e npoTokona Ethernet OAM.

BoccTtaHaBanBaeT 3HaYeHMe No YMOAYAHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpepennTs peakuMio KOMMYTaTopa Ha OZHOHanpaB/ieHHYH
cBA3b:

- log — 3anucb B XKypHan;

- errdisable — nepesog nopTa B cocToAHue «error-disable», 3a-
NUCb B XKypHan u otnpaska SNMP trap.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet-oam uni-directional
detection agressive

-/BbIKNIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BKOUMTbL arpeccuBHbIN pexum onpegeneHns ogHOHamnpasAeH-
HoW cBA3K. ECIM OT coceaHero ycTpoicTBa NepecTaoT NPUXoAuTb
Ethernet OAM-co0bLeHMA — AMHK MOMEYaeTCs Kak 04HOHanpas-
JIEHHBbIN.

BocctaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW MHTEPBaA AN1A ONpeAesieHna TUMa CBA3N
Ha nopry.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

KomaHObI pexcuma 2106aabHolU KoOHgu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM pexkMma rnobanbHon KoHPUrypaumu:

console (config) #
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Tabnuua 95 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkatounTb/Bbiknounts OAM B cucteme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3apatb OUI gnhs OAM.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI 417 NPUBUAETMPOBAHHOIO NoJib30BaTensn. Bua 3anpoca KOMaHAHOM CTPOKMK

perknma Privileged EXEC:

console#

Tabnunua 96 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show port ethernet-oam

0OT06pa3nTb MHPOPMALMIO O TEKYLLLEM COCTOSIHUM 0am.

show port ethernet-
oam({fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

OT106pasnTb MHPOPMALMIO O TEKYLLEM COCTOSHUM O0am AA KOH-
KpeTHoro nHtepdelica.

show port ethernet-
oam(fastethernet fa_port |
gigabitethernet gi_port

neighbor

| tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

OTo6pa3unTb cocToAHME coceacTBytoLWeln KOHUrypauuu.

show port ethernet-
oam|fastethernet fa_port |
gigabitethernet gi_port

statistics

| tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

OT106pasnTb cTatucTuky OAM A HTEepdeincoB/KOHKPETHOTO UH-
Tepdelica.

show port ethernet-oam{
fastethernet fa_port |
gigabitethernet gi_port

event-notifications

| tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

OT06pa3nute OAM HacTpoiiKM nopTa.

show ethernet-oam global
information

OT06pa3unTb r1obanbHble HAacTPoWKKM 61oka OAM.

Mpumep HacTpoiku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 lNpynnoBas agpecauums

4.16.1 ®yHKyusa nocpedHUKa npomokKosaa IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping Mcnonb3yeTca B CeTAX rPynnoBoi paccbliku. OcHoBHOM 3agaveit IGMP
Snooping ABnAeTcA NpenoCTaBNeHMe MHOroafpecHoro TpaduKa TONbKO AAsA Tex NOpTOoB, KOTopble

3anpocunnau ero.

V Moapep:uBalTca Bepcuu npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ®dyHKuMA rpynnosoii punbrpauum «bridge multicast filtering» BknoueHa no ymonyanuio.
-
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PacnosHaBaHue NnOpPTOB, K KOTOPbIM NMNOAK/TIOYEHbI MHOTOA4pPECHbIE MapLUPYyTU3aTOpPbl, OCHOBAHO Ha

cnefyowmx cobbITUAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— naketbl npoToKkoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— nakeTbl NPOTOKOJIa MHOroagpecHon mapupyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATLI Ha NOPTY;

— naketbl npoTtokona MRDISC npuHATLI Ha NOPTY;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypauum:

console (config) #

Tabaunuya 97 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

shutdown snooping

no shutdown snooping

-/BKNOYEHO

OTKAouUTL paboTty moayna IGMP/MLD Snooping Ha ycTpoiicTse.
l [aHHaa KomaHpa oTkAoyaeT pabory  moayna
= IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHMem

BCex HacTpoeK 6;10ka IGMP/MLD Snooping.

Bratountb paboty moayns IGMP/MLD Snooping Ha ycTpoiicTae.

ip igmp snooping

no ip igmp snooping

-/BbIKNOYEHO

PaspewunTb ucnosnb3osaHue ¢pyHKuun IGMP Snooping KommyTa-
TOPOM.

3anpeTuTb ncnosib3oBaHue yHKLMKM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)/8bI-
KNOYEHO

PaspewwnTb ncnonb3osaHme oyHKUuKM IGMP Snooping KommyTa-
TOPOM ANs AaHHoro nHtepdeiica VLAN.
- vlan_id — wpeHTndnKaunoHHbI Homep VLAN.

3anpeTuTb Ucnosib3osaHue ¢pyHKUMM IGMP Snooping KommyTaTo-
pom ansa gaHHoro uHTepdeinca VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BkntoumTb aBTOpM3aumio IGMP join rnobansHo.

BbIkntounTb aBTopusaumio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HacTtpouTb TalimayT ansa cache-tabanupl IGMP-aBTopUsaymm.

BepHyTb 3HaYeHWe N0 yMONYaHUIo.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

Onpegenntb NOPT, K KOTOPOMY MOAK/OYEH MapLIpyTU3aTop
MHOTroaZpecHoOM paccblIkM ans 3agaHHoro VLAN.
-vlan_id — vaeHTMdUKaumoHHbI Homep VLAN.

YKa3aTb, YTO K NMOPTY HE MOAK/IOYEH MApPLIPYTU3aTOP MHOroas-
pecHol pacchinku.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlian
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIK/IOYEHO

BkntoumTb npouecc IGMP Snooping Immediate-Leave Ha TekyLiel
VLAN. O3HayaeT, 4To NopT A0JIXKeH 6bITb HEMeA/IeHHO yAaneH u3
rpynnbl IGMP nocne nonyyeHus coobueHua IGMP leave.

OTKAounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wer VLAN.
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ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bI-

BKtOUYNTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
HbIV IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopblii byaeT Ucnonb3oBaTbCA ANA No4-
MEHbI.

NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOroO Tpa-

! ¢$uKa NPoOMCXO4UT NPU BKAKOYEHHOM ip igmp shooping.

K/toueHo MNoameHa Ha 3agaHHbIN agpec anAa TpaduKa, ucxoaa-
wero ¢ CPU KommyTaTopa, — Npu BKAOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIK/NOYNTL NOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-aapec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTb WHTEPBa/N BPEMEHW B CEKYHAAX, MOC/ie KOTOporo
interval value YCTPOICTBO OTNPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBWUTb 3HAYeHME NO YMOI4YaHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBA BPEMEHMU B CEKYHAAX, MO UCTEYEHUU KOTO-
poro mrouter yganaetca, ecam He nony4vaet IGMP reports.

OTKNOUUTb HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BK/IlOUMTL OTNPABKY query BO BCE MOPTbI.

BK/IO4MTb OTNPaBKy query B non-router-noprbl.

ip igmp snooping report-
suppression-interval value

3apaTb UHTEpBan (B cekyHaax), ana kotoporo IGMPv2 report gns
O/ HOW 1 TOW e rpynnbl He 6yayT NnepeHanpaBaeHbl.

— - value: (1..25) ~
no ip igmp snooping report- OTKNHOUYUTD HACTPOMKY.
suppression-interval
ip igmp snooping retry-count MaKcumasibHOe KO/IMYECTBO query, OTHOCALLMXCA K rpynne, oT-
value NpaBAEHHbIX Ha mrouter.
value: (1..5)

no ip igmp snooping retry-
count

OTKNOUUTD HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pelwmnTtb Nnepesayy query-naketos Ha yCTPOMCTBe.

3anpeTnTb Nepeaayy query-nakeTos Ha yCTPoOICTBeE.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YcTaHOBWTb MHTEPBAA (B CEKyHAAX), NOCae KOTOPOro NopT yaana-
ertca, ecnn IGMP reports He nonyyeHbl.

OTKAOUUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/IIOYEHO

PaspewnTb ncnosib3oBaHme oyHKUMIA duabTpaumm IGMP Ha uH-
Tepoericax.

3anpeTuTb ucnonbsosaHme GyHKUMN duabtpauun IGMP Ha uH-
Tepdelicax.

KomaHObl pexcuma KoHgpu2ypayuu VLAN (duanasoH VLAN’08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnnua 98 — KomaHgb! pexkmma KoHourypauym VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp snooping replace
source-ip ip_addr

BKAOUMUTL NogMeHYy KOMMYTaTOpOM agpeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-agpec, KoTopblii byaeT Mcnonb3oBaTbCs AN NOA-
MEHbI
MoameHa Ha 3aAaHHbIA agpec ANA TPAH3UTHOrO Tpa-
! ¢$UKa nNpoucxoauT NpU  BKAIOYEHHOM ip igmp
snooping. MogmeHa Ha 3aAaHHbIA agpec AnA Tpa-
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¢ukKa, ucxogawero c CPU kommyTtatopa, — npm BK/IO-
YeHHOM ip igmp snooping K ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNIOUNTL NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHWUKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTL 3HadYeHue 802.1p ana IGMP-nakeTos, KoTopble 6y-
OYT UCNO0Ib30BaTbCA KOMMYTAaTOpPOM Ha UHTepdelice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypanset 3HayeHne metkn 802.1p ana IGMP-nakeToB Ha UHTEp-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuio npoTtokona IGMP B VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntoyaeT ¢pyHKumto fast-leave ans VLAN.

BbikntoyaeT pyHKumio fast-leave ansa VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWUTb MaKCMMasibHOE Bpems OTBETA Ha 3anpoc, 3aatoLe-
ecsl B KoZe, r4e of4Ha eAMHMLA KoAa paBHa O4HON AecATou ce-
KyHAbI.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
time: (60..600)

CTaTUYeCKM HaCTpPOUTb NOPTbI MapLpyTusatTopa gna VLAN.
- time-out — HTEpBan OXKMAAHMA 40 OYUCTKU NOPTa MapLIPYTU-
3aTopa gna nHTepdeica VLAN.

YAanutb yKasaHHble nopTbl MapwpyTtnsatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
version

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

HacTtpoutb Bepcuio IGMP ana nopta mapwpytmsatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBUTb BEPCUIO MO YMOJIHAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpuBAasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Yaanutb npmeAsky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKOYEHO

BkntounTb Noaaep KKy Bblgauu 3anpocoB igmp-query KoMmyTa-
TOopom 8O VLAN.

BbIKNOUNTb MOAAEPKKY BblAauM 3aNpoCcoB igmp-query KommyTa-
TOopom 8O VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKNtOYEHO

YcTaHOBUTb Taﬁmayr, Nno KOTOPOMY CUCTEMA OTMNPaBAAET OCHOB-
Hbl€ 3anpoCbl BCEM YYaCTHUKam rpynnbl MHOFO&,D,pecHOﬁ nepe-
Aayn anAa NnpoBepKU NX aKTUBHOCTU.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKAOUNTD pexunm GUAbTpauum HesaperucTpuMpoBaHHOMO Tpa-
¢duka B VLAN.

OTKNIOUUTD PeUM GUABTPALMN HEe3aperncTpMpoBaHHOMO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3faTb CTaTMYECKYIO 3anuchb B TabauLLe rpynnoBoi agpecaunm.

YpanuTb cTaTUYecKylo 3anucb 13 Tabauubl rpynnoBoi aapeca-
uuu.
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ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

BKntounTb oTbpacbiBaHMe Query Ha MHTepdeiice.

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

BbIkNtounTb 0T6packiBaHne Query Ha UHTepdelice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnmua 99 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vlan

vlan_id: (1..4094)

Bkntountb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KNIMEHTCKUNE
Vlan B HeTermposaHHOM BUAE.

- tagged — BKntounTb nepeHanpasneHme IGMP-3anpocoB 13 Kau-
eHTcKkmx Vlan B Multicast Vlan u mynbTukacToBoro Tpadmka B Kam-
eHTckue Vlan ana nHtepdeiica B TermpoBaHHOM BUAe.

BbikntounTb nepeHanpasneHne |IGMP-3anpocoB C KAMEHTCKUX
Vlan 8 Multicast Vlan n mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan gna nutepdeiica B pexmnme «access».

limit

ip igmp snooping limit groups

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBWTb OrpaHMYeHne No KOANYEeCcTBY rpynn Ha uHTepdeiice.
DOna pabotbl Tpebyerca KomaHaa ip igmp snooping
. filter.

CHATb OrpaHNYeHne Ha KOIMYecTBo rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IIOYEHO

BkntounTb punbTpaumio no filter-id Ha nHtepdelice.

OTKAtouUTL dunbTpaumto no filter-id Ha uHTepderice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTL pexkum leave Ha nHTepdeiice.

- exp-hosttrack — c oTcnexkmBaeHme XocToB;

- fastleave — yganeHue cpasy nocne nosnyyeHue leave;

- normalleave — peXxum no ymonyaHuio.

[na pabotbl TpebyeTca KomaHaa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIKNIOYEHO

BKntounTb pexkum gosepusa IGMP Snooping Ha uHTepodeiice.

Ha goBepeHHbI MHTepdeic He pacnpocTpaHaeTca AencTeme Ko-
MaHZ, ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.

BbIKNIOUUTL PeXKUM [0Bepun Ha UHTepdeiice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIKNIOYEHO

BkntounTtb IGMP-aBTOpM3aumio Ha nHTepdeiice.
- required — 3anpeTuTb 06paboTKy IGMP join npu HegocTynHo-
ctn RADIUS-cepBepa.

BepHyTb 3HaYeHWe No YMONYaHUIO.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIKIOYEHO

BkntounTb onuuto forward-first, npu kotopoit IGMP join 6yayT 06-
pabaTbiBaTbCA Nepea Ux aBTopu3saLMeit Ha cepsepe.

BepHyTb 3HaYeHWe No yMONYaHUIO.

ip igmp sn authentication

exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

MNpusasatb multicast-npodunb ans IGMP-aBTopM3aunmn Ha UH-
Tepdelic.

BepHyTb 3HaUYeHMe Mo YMONYaHUIO.
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Mpumep HacmpoliKu No0nNuUCKU HG cmamuyeckue a2pynnl

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config) # ip igmp snooping

console (config) # ip igmp snooping proxy-reporting

lMpumep Hacmpolku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KaneHTcKui nopT

console (config)# wvlan 10,100
console (config-vlan)# vlan active
console (config-vlan) # exit
console (config) # ip mcast profile I
console (config-profile)# permit
console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active
console (config-profile)# exit
console (config) # snooping multicast-forwarding-mode ip
console (config) # ip igmp snooping
console (config) # ip igmp snooping vlan 100
console (config) # ip igmp snooping multicast-vlan enable
console (config)# wvlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/1
console (config-if)# switchport mode trunk
console (config-if) # exit
console (config)# interface fastethernet 0/1
( switchport mode access
( switchport access vlan 10
( switchport multicast-tv vlan 100
( exit

console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

KomaHOwb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TONbKO AN NPUBUIETMPOBAHHOIO NOAb30BaTENA.
Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:
console#

Tabaunua 100 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

show ip igmp snooping mrouter

MNokasaTtb nHpopmaumto 06 nsyyeH-
HbIX MHOTOaApPeCcHbIX MapLpyTM3a-
Topax B yKasaHHo# rpynne VLAN.

show ip igmp snooping groups

MNokasaTtb nHpopmaLmto 06 nsyyeH-

CblnKe.

HbIX ~ MHOrOaApPecHbIX
yyacTeyloWwux B

rpynnax,
rpynnosoi pac-

clear ip igmp snooping groups [vlan vian-id] vian, id: (1..4094)

Ounctute Tabauuy rpynn nosaHo-
CTblO MK B YKaszaHHOM VLAN.

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi_port |
tengigabitethernet te_port | port-channel group}]

MpocmoTp cache-Tabanubi
aBTOpPU3aLMM.

IGMP-
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4.16.2 lMpasuna 2pynnoeoii adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHa3sHayeH AAA 334aHWA NpaBuA FPynnoBOi aapecaupmm B CETU Ha
KaHa/NIbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabanuya 101 — KomaHgb! pexknuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoa4aHuro
ip igmp snooping multicast- BKktounTb GYHKLMIO rpynnoBon GuabTpaumm.
vlan enable
— - - -/BbIKNIOYEHO —
ip igmp snooping multicast- BbIKNOUNTD GYHKLMIO FPpynnoBoi puabTpaumuu.
vlan disable
snooping multicast- HacTpaunBaet pexkmm o6paboTkm multicast-tpadmka no IP-agpecy.
forwarding-mode ip B AaHHOM pexxume yacTb multicast-tpaduka nepexsarbl-
-/mac . BaeTcA ycrpoiicteom Ha CPU.
snooping multicast- HacTtpaunsaeT pexum obpaboTtkm multicast-tpadpuka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpeaenseT ypoBeHb KOHPUIYpaLMKU MeXaHM3MOB 06paboTKku oT-
level port nycka (KoHdurypaumm Ha ocHoee VLAN maum Ha ocHoBe nopTa).
snooping leave-process config- +Man YCTaHOBUTbL 3HAaYEHWE NO YMOIYAHUIO.
level vlan
snooping report-process YKa3bIBaeT Ha Kakux noptax obpabaTtbiBatoTca nosyyeHHble IGMP
config-level all-ports report oT xocta. IGMP report moryT o6pabaTbiBaTbCA Ha BCEX NOP-
-/non-router-ports Tax MAW Ha NOPTax, KOTOpble He ABAAIOTCA mrouter-nopTamu.
snooping report-process YCTaHOBWTb 3HaYEHME MO YMOYAHUIO.
config-level non-router-ports

4.16.3 MLD snooping — npomoKos1 KOHMPOoAA MHO20a0pecHo20 mpaguKa e IPve

MLD snooping — MexaHM3M MHOroaApecHol pPacCbiIKM  COOBLWEHMI, MNO3BONAIOWNIA
MWHMMM3MPOBATL MHOFOAAPECHbI TpaduK B IPv6-ceTax.

V B TeKyuweii Bepcum MO He noaaepkuBaetca Ha mogenax MES2448B, MES2411X.

KomaHObI pexcuma 2a06aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHoM KoHbUrypaumm:

console (config) #

Tabnnua 102 — KomaHabl rnobanbHOro pexnma KoHpurypaumm

3HayeHue/3HavyeHue ”
KomaHda / Aeilicmeue
no ymoa4YaHuro
ipvé mid snooping Bkntounte MLD snooping.
- - -/BbIKAOYEHO -
no ipvé mld snooping OTKAtounTb MLD snooping.
ipvé mld snooping group- YCTaHOBUTb TalimayT, MO KOTOPOMY CUCTEMA OTMNPAB/AET OCHOBHbIE
uery-interval interval query-3anpocbl.
g - y - interval: (2..5)/2
no ipvé mid snooping group- YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.
query-interval
ipvé mld snooping mrouter- YCTaHOBUTb BPeMA OXWAAHUA OYMCTKM MOpTa OTC/EXMUBAOLLErO
time-out time time: (60..600) mapwpyTtusatopa MLD, nocne KOToporo nopT yaanserca, ecan He
nonydeHbl controlpackets mapwpyrtmsatopom MLD.
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no ipv6 mld snooping mrouter-
time-out

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

ipv6 mld snooping port-purge-
interval interval

no ipvé mld snooping port-
purge-interval

interval:
(130..1225)/260

3a4aTb MHTEPBaN BPEMEHN OYUCTKM NOpTa oTcaexmsaHmna MLD, no-
cnie KoToporo nopt yganaertca, ecam MLD-reports He nosyyeHsbl.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

ipvé mld snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKAOUNTL GYHKLMIO proxy-report Ha ycTpoiicTae.

BbIKNOUNTL GYHKLMIO proxy-report Ha ycTpoicTBe.

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wau
TO/IbKO Ha MOPTbI poyTepa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ipv6 mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTb BpeMEeHHOM MHTepBa 3anpeTa nepeaayn MLDvSnoop-
ing-reports, B TeueHne KoToporo coobueHna otyetoB MLDv1 He by-
OyT NepeHanpaBaATbCA Ha MOPTbl MapLlipyTM3aTopa ANA TOW e
rpynnel.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMaibHOE KOJIMYECTBO rPyMnnoBbIX 3aNpocos, OT-
npaB/iAeMbIX Ha NOPT NpU NosydeHumn coobuweHns MLDvI.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

ipv6 mld snooping send-query
enable

ipv6 mld snooping send-query
disable

-/disable

Bkntountb dyHKLMIO Nnepegaum 3anpocos MLD npu nsmeHeHun To-
nonoruu.

BbIKNOUNTb PYHKLMIO Nepedaun 3anpocos MLD npu nameHeHum
TOMNONOTNN.

KomaHOb! pexcuma koHpuaypauuu VLAN (QuanasoH VLAN os)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnuua 103 — KomaHapl pexkuma koHourypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MpunBA3aTb NOPT OTCAEKMBatOLWero mapwpyTtnsatopa MLD k VLAN.

Yaanutb NopT oTCAexkmnsatowero mapwpyrtmsatopa MLD n3 VLAN.

ipvé mid snooping version {v1
| v2}

ipv6 mld snooping version

-/v2

HacTtpoutb Bepcuto otcnexknsanuna MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

KomaHOb! pexcuma EXEC

Bce KOmaHAbl AOCTYMNHbI TOALKO 419 NPUBUAETMPOBAHHOIO NO/Ib30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnmua 104 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aeiicmeue

show ipv6 mld snooping global

OT106pasunTb rnobanbHblie HacTpoku MLD.

show ipv6 mld snooping vlan
vlan_id

0OT06pazunTb MHPOpMaLMIo 0 KoOHbUrypaumn MSD-snooping ana
paHHou VLAN.

4.16.4 ®yHKyuu o2paHu4eHusa multicast-mpaduka

PyHKUMM orpaHuveHma multicast-tpadumka unc

nosb3yrTcA A yAobHOM HACTPOMKM OrpaHMYeHun

NPOCMOTPA ONpeAeNeHHbIX FPyNn MHOroaAapecHOM PaccbUIKK.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU perKnma rnobanbHon KOHGUrypauum:

console (config) #

Tabnunua 105 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

index: (1..4294967295);
description: (1..128)
CMMBO/IOB

ip mcast profile index
[description]
no ip mcast profile index

Co3pgatb multicast-npodunb U NnepenTn B pexKMm ero KoHoU-
rypMpoBaHus.

YpanuTb multicast-npodunb.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnme Ko

console (config-profile) #

Hourypaumm multicast-npodpuns:

Tabnnua 106 — KomaHabl pexkuma KoHdurypaumm multicast-npoduna

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

OnucaHue

range first_group_ip
last_group_ip

3apaTb AMana3oH aapecoB-UcTo4HMKOB multicast-Tpaduka.
Ecnu 3apaTh TONBKO OAUH afipec, OH CTaHeT eAUHCTBEHHbIM UC-
TOYHMKOM MY/IbTMKACTa.

no range first_group_ip
last_group_ip

YaanuTb AManasoH aapecoB-UcToYHMKoB multicast-tpadmka.

permit
-/deny

B cnyyae HecooTBeTCTBMA OAHOMY M3 3aAaHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckaTbcs.

deny

B cnyyae HecooTBETCTBMA OAHOMY M3 334aHHbIX AMaMNa3’oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

profile active

AKTMBMpOBaTL paboTty npoduns.

no profile active

[eakTnBmpoBaTtb paboTy npodpuns.

KomaHObI pexcuma KoHgpuaypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnmua 107 — KomaHabl pexuma KoHpurypaumm V

LAN

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

OnucaHue

ip igmp snooping multicast-

vlan profile profile index: (1.. 4294967295)

MpuBA3aTh YKaszaHHbIM npoduab K VLAN.
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4.16.5 KoHgpuzypayus IGMP proxy

dyHKUMA MHoroagpecHoi mapwpytusaumm IGMP Proxy npegHasHauyeHa Ana peanunsaumu
YMNPOLLEHHOM MapLPYTM3aLMM MHOTOALPECHBIX AAHHbIX MEXAY CETAMM, YNpaBaseMoi Ha OCHOBAHMMU
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogsawmecs B O4HOW CETU C CepBEPOM
MHOTF0a4peCHOM PACChIIKK, MMEIOT BO3MOXKHOCTb MOAKAOYATLCA K MHOTOaApeCHbIM rpymnmnam.

MapLlpyT13aumns OCyLLEeCTBAsSIeTCA MeXKay WHTepdeincom BblwecToawen cetn (uplink) u
nHTepdericamm Huxkectosawmx ceten (downlink). Mpu atom Ha uplink-MHTEpdece KommyTaTop BegeT
cebs Kak 0bbluHbIM Nony4YaTeslb MHOroagpecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE
coobueHuns npotokona IGMP. Ha untepdeiicax downlink kKommyTaTop BbiCTynaeT B KayecTBe cepBepa
MHOroaApecHoOM paccblikn 1 obpabaTtbiBaeT coobLieHna npoTokoaa IGMP oT ycTpoincTs, NoAKAOYEHHbIX
K 3TUM uHTepdelicam.

! DYHKLMA NOJAepPKMBAETCA TONbKO Ha mogenax MES2424, MES2424B, MES2424P, MES2448,
MES2448B, MES2448P, MES2411X.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobasbHOn KoHPUrypaumu:

console (config) #

Tabnunua 108 — KomaHabl pexkmma rnobanbHol KoHduUrypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

set ip igmp enable BkatounTtb moaynb IGMP rnobansHo.

-/BbIKNIOYEHO

set ip igmp disable Bbikntountb moayns IGMP rnobansHo.

ip igmp proxy-service Bkntountb dyHKLMIO IGMP proxy rnobanbHo.

-/BbIKNIOYEHO

no ip igmp proxy-service BbIkntounTb GpyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgpuaypayuu uHmepgeticos VLAN

Buz 3anpoca KOMaHAHOM CTPOKM B pexnume KoHurypaummn nutepdeicos VLAN:

console (config-if) #

Tabnunua 109 — KomaHabl pexkmma KoHpurypauum nHtepdericos VLAN

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

set ip igmp enable

-/BbIK/OYEHO

set ip igmp disable

Bkatounte moaynb IGMP Ha mHTepdeice. UHTepdeiic
nony4yaet ponb Downstream ana ¢yHKkuumn IGMP proxy.

Bbikntountb moaynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

-/BbIK/IIOYEHO

no ip igmp-proxy mrouter

Onpegenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb posnb Upstream ¢ nHtepdelica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcTaHoBUTb Bepcuto IGMP Ha Upstream-untepdelice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YcTaHOBUTL Taimep mrouter purge, Nocne UCTedeHus
KoToporo Bepcusa IGMP Ha Upstream-nHtepdelice cme-
HUTCA Ha CKOHOUIYpPUPOBaHHYID KOMAHZOM ip igmp-
proxy mrouter-version. Tailmep nepesanyckaeTcsa Kax-
Obli pa3 nocne nonydvenma Query Ha Upstream-
UHTepdeiic.

ip igmp immediate-leave

-/BbIK/IIOYEHO

Bkatountb pyHKuMto IGMP fast-leave Ha Downstream-
uHTepdelice.
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no Ip igmp immediate-leave

BbIkntounTb PyHKuMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BblKOYEHO

BKkNtoUNTL  YHKLMIO OTCNEKMBAHUA KAMEHTOB AnA
6bICTPOro yaaneHus NoAnuCcKM npu nonydeHunn IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNOUNTE PYHKLUMIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yaaneHus NoAnucKM npu nonydeHunn IGMP
leave Ha Downstream-uHTepodeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb nHTepBan otnpasku IGMP General Query Ha
Downstream-uHTepdeice No ymoayaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255)mc/10mc

YcTaHOBUTb 3HayeHue B mc last-member-query-interval
B coobueHuax IGMP group specific query.

BepHyTb 3HauyeHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonvanuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255)mc/100mc

YCcTaHOBUTbL 3Ha4YeHMe max-response-time B coo60Le-
Huax IGMP general query.

BepHyTb 3HauyeHWe max-response-time B coobLieHNAX
IGMP general query no ymon4anuio.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCcTaHOBWTb 3HaYeHWe napameTa yctolumsoctn IGMP.

BepHyTb 3HaueHwme yctonumsoctn IGMP no ymonyaHuio.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanuya 110 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MNpocmoTp nHpopmaumm 06 Uplink-nHtepdeicax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTp MHPOpPMaUMKM O MONyY4aeMbiX rpynnax u
Ha/IMYNM NOAMMUCOK A5 HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHPOpMaLUK 0 rNobanbHOM COCTOSHUU MO-
i ayna IGMP un dyHkumnm IGMP proxy.
show ip igmp groups - MpocmoTp MHPopmaunm 06 akTUBHBIX MOANMCKAX Ha

rpynnbl.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp MHopmaLmm o cocToaHnn moaynsa IGMP Ha
MHTepdercax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTatnuctukm moayna IGMP Ha nHtepdeliicax.

4.17 ®yHKUMM ynpaBneHUa

4.17.1 MexaHu3m AAA

[na obecneyeHna 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUdMKaLMS,

aBTopu3aums, yder).

— Authentication (ayTeHTUdUKaLMA) — conocTaBneHne 3anpoca CyL,ecTBYLEN YYETHOM 3a-
nucu B cucteme 6e30MacHoCTM.
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— Authorization (aBTopuM3auus, NpoBepKa YpoBHA A0CTyNa) — CONocTaBNeHue YYETHOM 3anucu
B cucteme (npotluealiel ayTeHTUGUKaLUIO) U onpeaenéHHbIX NOJHOMOUYMUNA.
— Accounting (y4éT) — cnexxeHue 3a noTpebaeHnem pecypcoB Nosb3oBaTeNIeM.

Ona wnudpoBaHMA AaHHbIX UCMOb3yeTCcA MexaHu3m SSH.

KomaHObI pexcuma 2a06anab6HolU KOHu2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (confiqg) #

Tabanua 111 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTbL Napo/ib 417 KOHTPOAA U3MEHEHMUA NPUBUAETUI A0-
level] password CTyna nonb3oBaTenen.
- level — ypoBeHb npusunernis;
level: (1..15)/1;
- password — naposb.
password: (5..20) .
BKntouatowmii B ce6a cneucMmeonbl Nnaponb Tpebyetca
CUMBO/I0B

no enable [level /evel]
password

L YKa3blBaTb B KaBbl4KaXxX.

Y4anuTb Naposb A8 COOTBETCTBYHOLLETO YPOBHA NPUBUAETUIA.

username name password
password [privilege level]

Nno username name

name: (1..20) cumBoNOB;
password: (5..20)
CUMBO/I0B;
level: (1..15)

[06aB1Tb N0/sIb30BaTENA B /IOKA/IbHYIO 633y AaHHbIX.
- level — ypoBeHb npusunernis;
- password — naposnb;
BKntouatowmii B ceba cneucMmBosbl naponab Tpebyerca
e YKa3blBaTb B KaBbluKax.
- name — ¥MA NoNb30BaTeNs.

YAanuTb Nonb30BaTeNA U3 IOKasibHOWM 6asbl AaHHbIX.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /evel

level: (1..15)/BbIkNtO4EHO

Pa3peLwmnTb aBTOPU3aLMI0 KOMaAHZ, NO/b30BaTENEN.
- level — yposeHb Npusuieruii nonbsosateneu.

V B TeKyuei Bepcum MO npm N0KaNbHOM aBTOpU3aL MU
paspelueHbl Bce KOMaHAbl.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

aaa authentication mode
{chain | break}

YCTaHOBUTb aNIFOPUTM AENACTBUI NPU HEBO3MOKHOCTU ayTEHTU-
du1Kaumm Ha cepsepe.
- break — nepexog K cnesytouiemy B Cnvcke cepsepy Npomncxo-

/break [T TONBKO NpY HEAOCTYMHOCTM NpeablAyLLero cepeepa.
- chain — nepexop K cneaytoliemy cepsepy BO3MOXKEH Npu He-
[OCTYNHOCTU CepBepa UK NpuU OTKase B ayTeHTUdUKaLMK.
aaa authentication default HactpouTs uenesble cepeepbl AAA A5 CnncKa ayTeHTUOMKaLMK
{[local | radius | tacacs | -/local M0 YMONYaHMUIO.

nonel}

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumsonos/-

HacTpouTb N0oNb30BaTENbCKUI CMNCOK CEPBEPOB A/1A ayTEHTU-
duKaumm.

Y4anunTb N0Nb30BaTEIbCKUIA CMNCOK CEPBEPOB A/1A ayTEHTUDU-
Kauun. CNnCoK Henb3sA yaanuTb, eCav OH NPUBA3aH K TepMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3afaTh CMMCOK C MeTo4aMM ayTeHTUdMKaLUM Npu Bxoae yepes
web.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHoBUTb 633y AaHHbIX, K KOTOPOI HYXKHO obpallaTbca Npu
ayTeHTUOMKauum kameHTa dotlx.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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Tabnnua 112 — AtpumbyTbl coobLLieHn BeaeHUA yyeTa npoTokona RADIUS ans ceccuih ynpasneHus

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA MCMO/b3YyeTcA
NAS-IP-Address (4) EcTb Ectb AP o y- P P y
ana ceccuin ¢ Radius-cepsepom.
Mpoun3BOAbHOE 3HAaYEHWNE, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHNa yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNONb3yeMbl ANs cec-
Called-Station-ID (30) EcTb EcTb “,qp Y P ¥ A
CUI ynpaBaeHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT A0/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MoKkasblBaeT, Kak A0Aro nonb3osaTtens Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpunyYmMHa 3aKpbITUA ceccuu.

Tabnunua 113 — AtpnbyThl

coobLeHn BeaeHUA yyeta npoTokosa RADIUS gns ceccuin 802.1x

Haau4ue Hanu4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOpPbIA MCNOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMmyTaTOpa, Ha KOTOPOM MOAKAHOUMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosab3oBaTenb.
Mpoun3BonbHOE 3Ha4YeHMe, BKIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
06ueHnnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBaTtens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAUEHT A0JIXKeEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3biBaeT, KaKk A0Aro nosb3osBaTtenb Hbia Noa-
Acct-Session-Time (46) Het EcTb BIBACT, KaK AQATO non TeAb DB NoA
K/IIOYEH K cucteme.
Acct-Terminate-Cause (49) | Het Ectb MpuymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B peXxume KoHdUrypaumm TepMmmHana:

console# configure terminal
console (config)# line {console |

console (config-line) #

telnet

ssh}
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Tabnunuya 114 — KomaHAabl pexxmma KoHpUrypauum tTepmuHana

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
aaa authentication login /ist list: (3..32) 3a4aTb CNUCOK C MeTOZ4amMM ayTeHTUdMKALMM NpU BXoae ANA
ist: (3..
KoHconun, Telnet, SSH.
— - cumsonos/default
no aaa authentication login YCTaHOBUTb 3HAYEHME MO YMOIHAHUIO.
aaa authentication enable /ist list: ( ) 3a4aTb CMUCOK C METOZ4AMU ayTEHTUMKALMM NPU NOBbILLEHUN
ist: (3..32

YPOBHSA Npusunernin Ana koHconu, Telnet, SSH.

cumsonos/default

no aaa authentication enable YCTaHOBWTb 3HaYeHMe N0 YMOJHaHUIO.

aaa authorization command Pa3spewnTb aBTOpPU3aLMIO KOMaHA gns KoHconu, Telnet, SSH.
{tacacs | local}

—— -/BbIK/IlOYEHO
no aaa authorization YCTaHOBUWTb 3HAYEHMNE N0 YMOIYAHUIO.
command

4.17.2 lpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca ana ayteHTUdMKauumm, astopmsaumm u ydeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONAb30OBaTesel, KOTOpaA COLEPKUT AaHHbIe MPOBEPKU NOAJMHHOCTM ANA
KaXaoro nosb3oBatesid. Takmm ob6bpas3om, ucnosib3oBaHWe npoTokosa RADIUS obecneumnBaer
LONONHUTENIbHYIO 3aLlNUTY NPU AOCTYMNE K pecypcam CeTH, a TaKKe Npu A40CTyne K CaMOMy KOMMYTaTopy.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme robasibHo KoHbUrypaumm:
console (confiqg) #

Tabnuua 115 — Komanapl pexknuma rnobanbHom KoHbUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
o yMon4aHuo

KomaHoa

[06aBUTb yKa3aHHbIM cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

. hostname: (1..158) - timeout — nHTepBan oXxunaaHuA oTeeTa OT cepsepa;
radius-server host .
) ] CMMBOIOB; - retries — KoiuecTBO NonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Koy ans ayTeHTUOUKALMKM U WNdPOBAHMA BCEro
hostname} [timeout timeout] .

. : timeout: (1..30) cek; obmeHa gaHHbIMK RADIUS;
[retransmit retries] [key A ’ .
- i retries: (1..15); - priority — npuopuTeT ucnonbsosaHua RADIUS-cepBepa (4em Huke
secret_key] [priority priority]
secret_key: (0..128) 3HauyeHue, TeM NpMopUTETHEE Cepaep);
CMMBOJIOB; - type — Tun ncnonbzosaHma RADIUS-cepBepa;

priority: (0..65535)/0 B cny4yae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries, se-
cret_key nna paHHoro RADIUS-cepsepa MCNONb3yOTCA 3HAYEHUA
HaACTPOEHHble C MOMOLLbIO KOMAHZ, YKa3aHHbIX HUXKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YOanuTb yKasaHHbIV cepBep U3 cnucka ncnosbsyemoix RADIUS-
cepBepoB.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#
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Tabnnua 116 — KomaHapl pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show radius server OT06pasnTb napameTpbl HacTpoiku RADIUS-cepsepos (KomaHaa
) [O0CTYMHA TONbKO AN1A NPUBMAETMPOBAHHbIX NoJib30BaTeNen).
show radius statistics OT06pa3nTb CTaTUCTUKY NpoTokona Radius, HGopmauuto o nosb-
) 30BaTenax, KoHourypauuio RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPASIM30BAHHYIO CUCTEeMy 6e30MacHOCTM ANA MPOBEPKM
Nnosib30BaTeNEN, NONYYAOLLMX AOCTYN K YCTPOMCTBY, NPU 3TOM NogaepXKmBaa coBmecTMmocTb ¢ RADIUS m
ApyrMmu npoueccamun nposepku nognmHHoctn. TACACS+ npegocTaBaseT cneaytowme cay»ooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO BpemMA BXo4a B CUCTEMY MO
MMeHaM NoNb30oBaTeNel U onpeaeneHHbIM N0b30BaTENAMMN NAPOIAM.

— Authorization (aemopu3sayus). ObecneuynBaeTca BO BpPema BXxoda B cuctemy. [locne
3aBEpLIEHMS CeaHca MpPOBEPKM MOA/JAMHHOCTM 3aMycKaeTcs CeaHC aBTopu3auuuM ¢
MCNONb30BaHWEM MPOBEPEHHOrO MMEHW MO/b30BaTeNA, TaKKe CepBepoM MpOoBepAloTCA
NpMBUAErMM NONb30BaTENA.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:
console (config) #

Tabnunua 117 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymona4aHuro
tacacs-server host [006aB1Tb yKasaHHbIM cepBep B CMMUCOK ucnonbdyembix TACACS
{ip_address Ihostname} cepBepos.
[single-connection] [port port] - ip_address — IP-agpec TACACS-cepsepa;
[timeout timeout] [key - hostname — ceteBoe uma TACACS-cepBepa;
secret_key] - single-connection — B KaxAblll MOMEHT BpemMeHW UMeTb He
hostname: (1..63)
60/ble 04HOro coeanHeHna ana obmeHa fgaHHbimm ¢ TACACS-cep-
CMMBOJIOB; Bepom;
port: (0..65535)/49; !
. - port — Homep nopTa A1A obmeHa gaHHbImK ¢ TACACS-cepBepom;
timeout: (1..30) cex; - timeout — HTepBan OXWAaHUA OTBETA OT CEpPBEP];
secret_key: (0..128) !
- - secret_key — Kntoy ans ayTeHTMOUKaLMK M WindpoBaHMA BCero 0b-
CMMBO/OB
meHa gaHHbimu TACACS;
Mpwu HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YeCKM BKAKOYaeTcs accounting.
no tacacs-server host YOanuTb yKasaHHbI cepBep M3 cnucka ucnosbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb Konnyectso akTueHbIx TACACS-cepBepoB, K KOTopbim by-
number number: (1..5)/2 AeT nooyepesHO MOAKNOUMTLCA KAMEHT, B C/yvyae HeyaauyHowm
ayTeHTMdUKaLmK.
no tacacs-server retransmit YaanuTb HacTPOWKY.
tacacs use-server address BbibpaTb cepsep 13 Tabanubl cepBepos Ans Tacacs-KAMeHTa
{ip_address | hostname} - P peep 4 peepos A )
no tacacs use-server OTMeHUTb UCNONb30BaHWE 3alaHHOTO cepBepa.
tacacs authentication type
.. -/pap Onpenenutb MeTo ayTeHTUGUKaL MM C TOMOLLLbIO tacacs.
{ascii | pap }
tacacs attributes port {console YcTaHOBUTb aTpmnbyTa port B popmaTte cBOH6oAHOMN CTPOKM onpeae-
| ssh | telnet} identifer identifer (1..255) NeHHOI nonb3oBaTesieM. BO3MOXHO Mcnosib3oBaHMe LWabNOHOB.
cMMB0/10B / WabnoHbl | - %N — HOMEp IMHUK, COOTBETCTBYIOWMIA BbIBOAY KOMaHAbl show
%n %% users;
-%% — cumBon %.
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no tacacs attributes port YCTaHOBUTb 3HAYEHMA MO YMOAYAHMIO.
{console | ssh | telnet}

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTpoKM B pexxkume Privileged EXEC:
console#

Tabanuya 118 — KomaHgb! pexknma Privileged EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuro

show tacacs OTob6pasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeToS,
- ayTeHTUOUKALMM U CTATUCTUKY NPOTOKONA (KOmaHAa AoCTynHa
TONbKO ANA MPUBMAETMPOBAHHBIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpaeneHusa ycmpolicmeom
B ISS nogaep:kusaetca duabTpauma ynpasasiowero Tpadmka ¢ NOMOLLbIO CIUCKA aBTOPM30BaHHbIX
IP-meHeakepos (IP Authorized Managers). B ¢unbTpe MOXHO 3aAaTb aApec MAM NOACEeTb UCTOUYHUKA,

VLAN, uHtepdeic n cnyxby, c KotTopbix byaeT paspewweHo ynpaBaeH1e yCTPOMCTBOM.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 119 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
authorized-manager ip- OrpaHu4nTbL ynpaBieHne yCTPOMCTBOM MO 3afaHHOMY uib-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list]
[ service [snmp] [telnet]
[http] [https] [ssh]]

no authorized-manager ip- OTMEeHUTb OrpaHUYeHNe Ha yrpaBaeHNe YCTPOUCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipve_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiticTBe MOXKHO CKOHUrypuposaTb He 6oablue 100 npasua. Mo ymonyaHuio, ecam
He 334,aHO HU OAHO NPaBUAO, YyNpaBAeHUE YCTPOMCTBOM AO0CTYNMHO € H060ro UCTOYHUKA.

’ | Mocne ykasaHua xoTa 6bl ogHoro npasuna authorized-manager gna scex ycTpoiicrs,
- KOoTopble UCK/oueHbl NpaBuaom, byaer geicteoBatb npasuno deny any any.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKM pexkmma Privileged EXEC:

console#
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Tabnnua 120 — KomaHapl pexkuma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmesue
no ymoa4YaHuro
show authorized-managers [ip- [MoKasaTb cNUCKM AocTyna Ana ynpasaeHus.
source ip_addr]

4.17.5 Hacmpoiika npomoKosos ynpaeneHusn

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl MpegHasHayeHbl A8 HACTPOMKM CepBepoB [AOCTyna Ana  ynpasaeHuA
KommyTaTtopom. Moaaeprkka cepsepos TELNET n SSH kommyTaTopom no3sondAeT yganeHHO NoAKAo4aTbCA
K HEMY A1 MOHUTOPWUHTA U KoHoUrypaumm. KoHdurypmposaHue yctpoictea Yepes Telnet Ha ycTpoiicTee
pa3speLLeHo Mo YMONYAHUIO.

KomaHObI pexcuma 2a06anb6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHo KOHPUrypaLmm:

console (config) #

Tabnnua 121 — KomaHab! pexuma rnobanbHoi KoHduUrypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro

ssh enable PaspewnTb yaaneHHoe KOHGUIypupoBaHUe yCTPOMCTBA Yepes

SSH.
- -/BKAKOYEHO —

ssh disable 3anpeTntb yaaneHHoe KOHUrypupoBaHUe YCTPOWCTBA yepes

SSH.

ssh server-address ip_addr port 3apatb IP-appec SSH-cepsepa u TCP-nopT, ncnonbsyembiin SSH-

port: (1..65535)

port cepBepom.

ip ssh mac [hmac-md5 | hmac- _/hmac-shal BbI6paTb TMN ayTeHTUMKaLMM NO NpoToKoNy SSH.

shai]

ip ssh cipher [3des-cbc | aes128- BbI6paThb Wndp ayTeHTUDUKALMMU NO NpoTOoKoAy SSH.

cbc | aes128-ctr | aes192-chc

aesll92-ctr | aesZISG-cbc | ! +/3des-cbe

aes256-ctr | des-chc | all]

crypto key generate rsa ) CreHepupoBaTb Napy Karoyen RSA —4yacTHbIN U Ny6AUYHBIN anA
SSH-cepsuca.

feature telnet PaspewnTtb KOHOUTypUpoBaHMe ycTpoicTea Yepes Telnet.

no feature telnet /Brnioverio 3anpeTutb KOHPUIYpMpOBaHUe ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3apaTb KAtoY ssh-aBTopM3aLLMm, NpU MOMOLLM KOTOPOTrO MOXKHO
YCTAHOBWTb 3aLUMLLEHHOE COeMHEHMe.

no ip ssh authorized-key i YaanuTb Kntod ssh-asTopmsaumu.

ip ssh auth-type {password | 3agatb nocnenoBaTe/IbHOCTb METOAOB ayTEHTUPUMKAUMKM MO

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.

KomaHOb! pexcuma EXEC

KomaHabl JaHHOro pasgena AOCTYMNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 122 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

show ip ssh

MokaszaTb KoHdUrypauuto SSH-cepBepa, a TakKe aKTUBHbIE BXO-
pAwme SSH-ceccum.

show telnet server

OTo6pasunTb cTaTyc cepBepa Telnet.

sh ip ssh authorized-keys

OT06pasnTb CKOHOUTYPUPOBAHHBIE KNHOYM.

4.17.5.2 Hacmpoiika napamempoe npomokosaa SNMP dns docmyna K ycmpolicmey

SNMP — TtexHonorusa, npussaHHaa obecneynTb ynpaBAeHWE U KOHTPOAb Hag, YCTPOMCTBaMU U
NPUNOXKEHUAMM B CETU CBA3M MNYTEM obOMeHa ynpaBaawowen WMHPOPMALMEN MeXLY areHTamu,

PacrnofiOXKEHHbIMM  Ha CeTeBbIX YCTPOMCTBAX, M

MeHe[Kepamm, HaxoAAalMMUCA Ha CTaHUMAX

ynpasneHusa. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPAB/AKOLWMX CTAHUMA U 31EMEHTOB
ceTu (rnaBHble MalUMHbI, WA03bl U MapLPYTU3aTOPbI, TEPMUHA/IbHbIE CEPBEPHI), KOTOPblE COBMECTHO
obecneunBatoT agMUHUCTPATUBHbIE CBA3M MEXKY CETEBbIMU YNPaBAAOWMMN CTAHLUUSAMU N CETEBLIMMU

dreHTamu.

KommyTaTopb! NO3BOAAIOT HACTPOUTL PaboTy

npoTtokosna SNMP gna yaaneHHOro MOHUTOPUHIA U

ynpaB/eHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKnBaeT NpoToKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[N BO3MOMKHOCTU aAMUHUCTPUPOBAHUA YCTP
€o34aTb XOTs 6bl 0AHY CTPOKY coobulecTBa.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

BMA 3anpoca KOMaHﬂ,HOﬁ CTPOKU pexXnuma rno
console (confiqg) #

Tabnunua 123 — KomaHabl pexuma rnobanbHoM KoH

oncTBa nocpeacTBom npoTtokosa SNMP, Heobxoanmo

6anbHOM KOHUrypaummu:

durypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBONA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTVMBMPOBaTb OTNPaBKY TPanos no cobbituio login/logout.

OTKNOYUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIKAOYEHO

MbIKaHUA CYXUX KOHTAKTOB.

AKTVMBMPOBaTb OTNPABKY TPANoB Mo cObbITUIO 3amblKaHusA/ pas-

OTKAIOUNTL OTNpaBKy Tpanos no cobbITUIO 3aMbIKaHMﬂ/
Pa3MbIKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBATL OTMPABKY TPANoB Mo cobbITUIO YKeCTKol’ nepe-
3arpysKu.

no snmp enable traps
warmstart

no snmp enable traps /Briovero OTK/IIOYUTb OTNPABKY TPANoB No cobbITUIO ‘}KecTKol’ nepesa-
coldstart TPY3KU.
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANOB No COBbITUIO Nepe3arpysku
no Komange ‘reload’.
-/BKNIOYEHO

OTKAOUUTB OTMPABKY TPanos no cobbiTMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

user_name: (1..32)
CMMBOJIOB

no snmp user name

Cosgatb SNMP-nonb3oBarens.

- auth — HacTpolika anropuTma ayTeHTUdUKaunm;

- priv — HacTpoVika WndpoBaHus;

- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTBa
, BKkatouatowee B cebs cneucMmBobl User_name
H TpebyeTca yKasbiBaTb B KaBblYKaXx.

Ypannte SNMP-nonb3osaTens.
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snmp community index
index name

[encrypted] name security
user_name [context
name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD]

no snmp community index
index

index: (1..32) cumBo10B;
user_name: (1..32) cumeo-
NoB ;
TransportTagldentifier:
(1..255) cumBonos;

MpwuBa3aTb cO06LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
34,3aHHOMY MONb30BaTeNHo.
Y10bbl paspewunTb WUCNONb30BaHWe N6Oro cneumanbHOro
CMMBONA B HAa3BaHWM U UHAEKCE COOBLLECTBA, YKaXKNUTe ero B
OBOMHbIX KaBbluKax. ECiM Ha3BaHWe M MHAEKC coobuiecTsa co-
AepKaT ToNbKO 6YKBbl U UndpPbI, TOraa ABOVIHbIE KaBblYKU He
HYKHbI.

BKkatouatowee B ceba cneucMmsonbl community Tpe-

H 6yeTca yKa3biBaTb B KaBbl4KaXx.

Yaanute SNMP-coo6LwecTBO € yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBO/I0B

Co3patb SNMP-rpynny uau Tabnauuy cootsetctanini SNMP-
nonb3osaTenen u npasua ob6ospeHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumB010B;
context: (1..32) cumsonos

Paspewntb SNMP-rpynne AocTyn Ha YTeHUe, 3anNncb 1 oT-
npaBKy SNMpP-TPanoB No 06beKTam, NPUHaANEKALLNUM
read/write/notify-view.

3anpetntb SNMP-rpynne 4ocTyn Ha YTeHUe, 3anNncb U OT-
npaBKy sNMp-Tpanos No o6bekTam, NpPUHaANENKALUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask O/DMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CUMBOJI0B

Co34aTtb AN pegakTMpoBaTh NpaBuio 06o3peHuns gns SNMP-
paspeLuatoLLee NpaBuIo MH60 orpaHNYMBatoOLLLEe cepBepy-
obo3pesaTento goctyn K OID.

- OID — wpeHTudmKaTopa obekTa MIB, NpeacTBNEHHbIN B BUAE
pepesa ASN.1

- included — OID BKAtoYeHa B NpaBuio aAna ob6o3peBaHus;

- excluded — OID uckntoyeHa B NpaBuao ana 0603pesaHuUs.

Ypanutb npasuao obospeHusa ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglist

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumBo-
nos;

param_name: (1..32) cum-
BO/IOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBONOB;
tag_ldentifier: (1..255)
CUMBOIOB

Co3aatb rpynny agpecos, Ha KOTopble ByAyT OTNPaBAATLCA
Tparnbl COrNacHoO NapameTpam Ter-aucra.

Yaanute rpynny agpecos, Ha KOTopble byayT oTNpaBAaTbCA
Tpanbl COrNacHO NapameTpam Ter-iucTa.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBO/IOB;
target_param: (1..32)
CUMBO/IOB;
profile_name: (1..32)

YKaszaTb napameTpbl OTNPaBKKX TPanoB, onpeaenaemble NONb-
30Baenem.

Yaanutb napameTpbl OTNPaBKM TPANos, onpeaesisemble nosib-
30Baenem.
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4.17.5.3 KomaHObl KOHGU2ypayuu mepmuHana

KomaHgabl KOHPUrypaunm TepMmnHaNa CAyKaT A8 HACTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypauum:
console (confiqg) #

Tabnunuya 124 — KomaHabl pexkmma rnobanbHoi KoHpUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
line console - Bxof, B peXMm COOTBETCTBYHOLLEFO TEPMUHANA.
line telnet - Bxopa B pexKMm COOTBETCTBYIOLLErO TEPMUHANA.
line ssh - BxoZ, B peXMm COOTBETCTBYHOLLEFO TEPMUHANA.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume KOHPUrypaunm TepMmnHana:
console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabanua 125 — KomaHabl perkuma KoHOUrypauum TepmuHana

Komanoa 3HayeHue/3HavyeHue Leiicmeue
0 yMOA4YaHUio
exec-timeout seconds 3agaTb MHTEPBas, B TeYeHMEe KOTOPOro CUCTEMA OXKMaaeT BBOAA
seconds: oT nonb3osatensa. Ecan B TeueHue AaHHOTO MHTepBana Nosb3o-
(1..18000)/1800 cek BaTe/lb HUYEro He BBOAMT, TO KOHCO/b OTK/IHOYaeTca.
no exec-timeout YCTaHOBWTb 3HaYeHME MO YMONYAHMIO.
speed {4800 | 9600 | 19200 | (4800, 9600, 19200, YCTaHOBWUTb CKOPOCTb Nepegayn AN MnocneoBaTeNlbHOro UH-
38400 | 57600 | 115200} 38400, 57600, 115200)/ .
115200 6uT/c Teppevica.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 126 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
110 yMOAYaHUIO
show line exec-timeout [MoKa3aTb 3Ha4YeHus napameTpa exec-timeout AnAa Bcex Tepmun-
) Hanos..
show line exec-timeout Moka3aTb 3HaYeHUs NapameTpa exec-timeout gna TekyLuen cec-
current ) CUn.

4.18 YXypHan aBapwmii, npotokon SYSLOG

CucremHble KYpPHa/ibl NO3BONIAKOT BECTU UCTOPUIO COﬁbITVIﬁ, npousoweaunx Ha YCTPOVICTBG, a TaKXe
KOHTPOAMpOBaTb npounsoweailine cobbiTvA B peasibHOM BpeEMEHMWN. B KYpPHan 3aHOCATCA cobbITMA BOCbMMU
TUNOoB: l-I|Z)€3Bb|‘-lal7IHble, CUrHanbl TpeEBOrN, KPUTU4YECKNE U HE KpUTU4EeCKmne 0LLIM6KM, npeagynpexaeHua,
yBegoMNeHuA, VIHd)OpMaLI,MOHHbIe M OTNago4HblE.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnnua 127 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perncTpaums BKAOYEHA

BKAOYUTL perMcTpaLmio oTnafouHbIX CoobLEeHMI 1 cooblue-
HWUI 06 oLUIMBKaX.

BbIK/IOYNTb PETUCTPALMIO OTIaA0UHbIX COOBLLEHMI 1 coobLe-
HWU 06 oLUIMBKaX.
MNpu BbIKNOYEHHOMW perncTpaLumm oTnagouHble coo6-
weHua n coobuweHna o6 owmnbkax 6yayTr nepepa-
BaTbCA HAa KOHCONb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX XeXoX/-

BkAouMTb nepefavy aBapuHbIX U OTNALOYHbIX COObLLEHMM
Ha yaaneHHbli SYSLOG-cepsep.
- ip_address — IPv4- unu IPv6-agpec SYSLOG-cepBepa;
Ecnn KomaHga BBeaeHa 6e3 yKasaHua facility, To

V 6yaeT UCNoNb30BaH TEKYLUMUIA HACTPOEHHbIM
facility.
Ecam KomaHpa BBeAeHa 6e3 ykasaHusA severity, TO
6yAayT yKasaHbl Bce severity, kpome debugging.

YpanuTb BblGpaHHbI cEPBEP M3 CMMCKA UCNOb3YEMbIX
SYSLOG-cepBeposB.
Ecam KomaHpa BeeaeHa 6e3 yKasaHua facility, To
6yaert yKkasaH Tekywmii facility.
Ecnu KomaHaa BBegeHa 6e3 ykasaHusa severity, To
6yayT UCnosib3oBaHbl BCe severity, BKAO4Yan
debugging.

logging console

no logging console

-/BKAKOYEHO

BKAOUNTL Nepesady aBapuiiHbIX AW OTAAL0UHBIX COOBLLEHNIA
Ha KOHCO/b.

BbIKntOUNTL Nepegady aBapuUHbIX UAM OTAAA0UYHbIX cO0bLLe-
HWI Ha KOHCONb.

logging buffered size

no logging buffered

size: (1..200)50

MN3MeHWUTb KONMYECTBO COOBLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHue pasmepa bydepa npume-
HWUTCA Nocae nepesarpysku yCTpomncTea.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb palin 3anmncy aBapuiHbIX U OTNaL0UHbIX COOOLLEHUN.

no logging-file [facility]
[severity] file{1 | 2 | 3}

logging-file [facility] [severity]
file{1]2] 3}

facility:(localO...local7),
severity:(0...7),

BbIkntOUNTL Nepegady aBapuiHbIX UAM OTAAA0YHBIX coobLue-
HWUI1 B paiin KypHana.
Ecam KomaHaa BBegeHa 6e3 ykasanua facility, To 6y-
AeT yKa3aH Tekywumii facility.
Ecnn KomaHpaa BBeaeHa 6e3 ykasaHusa severity, To
6yayT ucnosb3oBaHbl Bce severity, BKatovaa debugging.

BKAOUUTL Nepeaady aBapuitHbIX MAM OTAAA0UHbIX COOBLLEHNIA
BbIOPaHHOTO YPOBHSA BaXKHOCTM B yKa3aHHbIN daiin KypHana.
Ecnu KomaHga BBeaeHa 6e3 yKkasanusa facility, To 6y-
BAeT yKasaH Tekywuin facility.
Ecnv KomaHaa BeefeHa 6e3 yKkasaHua severity, TO
6yAyT ucnonb3oBaHbl Bce severity, kpome debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3a/aTb YpOBEHb IOTMPOBAHUA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3agatb KaTeropur nNorMposaHuUA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

syslog localstorage

no syslog localstorage

-/BKAKOYEHO

AKT1BMPOBaTb OTNPABKY aBapUIHbIX MAN COOBLLIEHMIT Ha CKOH-
durypmpoBaHHble palinbl 3anucu.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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logging hostname-format [
hostname | ip | ipv6 | string
string 1

no logging hostname-format

string: (1..128)
-/Het

naeHtTndumkaTopa xocta B SYSLOG-coobLeHuUsaX.

3apaTb NapameTp, KOTopbIi ByaeT McNoab30BaTbCA B KaYecTse

Mcnonb3oBaTb 3Ha4YeHME N0 YMOYAHUIO.

Kaxkpgoe cooblieHne nmeeT CBOM YPOBEHb BarKHOCTU. B Tabanue 129 npmuBeaeHbl TUMbl COOOLLLEHNI

B nopAaake Y6bIBaHVI‘r'I MX Ba*XHOCTU.

Tabnnua 128 — Tunbl BaskHOCTU COOBLLEHUI

BaxtHocmeo Tun eaxcHocmu OnucaHue
coobweHuli coobweHuli

0 YpessblyaitHble B cucTeme npousoLwna KpUTUYecKasn owmnbKa, cucTema MoXeT paboTaTtb He-
(emergencies) nNpaBubHO.
CurHanbl Tpesoru

1 (alerts) HeobxoaMMo Hemea/ieHHOE BMELLATEIbCTBO B CUCTEMY.
Kputnyeckme

2 - B ccTeme Npom3oLLia KpUTUYECKas owmnbKa.
(critical)

3 OwwnbouHble (errors) B cucteme npousowina owmbKa.
MpeaynpexaeHus

4 . MpepynpexaeHne, HeaBapuiiHoe coobleHue.
(warnings) peaynpexn ) p L
YBegomneHua .

5 S YBegoM/IeHNE CUCTEMbI, HEaBapUMHOE coobLeHMe.
(notifications)
NHdopmaLmMOHHble

6 . ¢op .U' NHPpopmaumoHHble coobLieHmns cuctemel.
(informational)

7 OTnagoUHble OTnagouHble cooblueHns, NPeaoCcTaBAAOT NOAb30BaTEN0 MHPOPMaLMIO AA
(debugging) KOPPEKTHOM HAaCTPOIKM CUCTEMDI.

Mpumep HacTpoliku logging-file:

Co3fgaamm nokanbHbi $aitn ¢ nmeHem sll, Kyga 6yayT 3anMcbiBaTbCA COBBLITUA C BAKHOCTbIO OT
ypesBblYaliHbIX A0 UHGOPMALMNOHHBIX.

console (config) # syslog filename-one slI

console (config) # logging-file sl1

Mpumep HacTpoiiku logging-server:

YKaxkem agpec syslog-cepsepa, Kyaa byayT oTnpaBaATbCa COO6LEHNA O COBLITUAX C BaXKHOCTbIO OT
ypesBblYaliHbIX 40 MHPOPMALMUOHHDIX.

console (config)# logging-server ipv4 192.168.1.1

KomaHObI pexcuma Privileged EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK B perkume Privileged EXEC:

console#

Tabnunua 129 — KomaHaa pexuma Privileged EXEC ana npocmoTpa daiina *KypHana

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear logs

YpanuTb Bce cooblieHuns us BHyTpeHHero 6ydepa.

show logging-file

OTO6pPa3nTb HACTPOMKM SIOTMPOBAHUSA B JIOKa/IbHble Galinbl.

show logging file file_name

file_name: (1..3)

OTO6pPa3smnTL COCTOAHME XKYpPHana, aBapuitHble 1 0T1aA04Hble CO06-
LLLeHUS, 3anNuncaHHble B paline

show logging-servers

OT06pasunTb HACTPOMKK gna yaanéHHbix logging-cepsepos.
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4.19 3epKanupoBaHue (MOHUMTOPUHT) NOPTOB

dyHKUMA 3epKaNMpoBaHUA NOPTOB NpeAHa3HavyeHa ANA KOHTPOAsA CeTeBOoro TpaduKa nytem
MepecbIIKU KOMUN BXOAALLMUX U/UAN UCXOAALMX NAKETOB C OAHOMO MAM HECKOJIbKMX KOHTPO/IMPYEMbIX

NMOPTOB Ha OA4MH KOHTPOMPYHOLWMIA NOPT.

l Bo3MOXHO 3epKanupoBaHue n06oro Koauuectsa WHTepdeicos. OTcyTcTBME noOTepb

rapaHTUpyeTca, eCam NPonycKHaa cnocobHOCTb MHTepdeiica Ha3HaueHUA He npeBblweHa. Mpu

MCcnonb3oBaHMK GU3MUECKUX NeTeNb Ha KOMMYyTaTope 3epKanupoBatbca 6yaer ToNbKO ogHa

Konusa Kagpa (frame), ecnn samkHyTble MHTepdeiicbl npuHagaexar ogHomy VLAN.
K KOHTpoMpytowemy nopTy NPMMEHAIOTCS C/ieayloLine orpaHnYeHns:

— TopT He MoKeT BbITb KOHTPONUPYIOLWMM U KOHTPOJIMPYEMbIM MOPTOM OAHOBPEMEHHO;
— IP-uHTepdeiic foNKeH OTCYyTCTBOBATL A4N1A 3TOrO NOPTa;

K KOHTPO/ZINpyEMbIM NOPTaM NPUMEHAIOTCA cheayowmne orpaHn4YeHunaA:

— TopT He MOKeT BbITb KOHTPONUPYIOLWMUM U KOHTPOJIMPYEMbIM MOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Buna 3anpoca KOMaHAHOW CTPOKM B pexume rnobasbHoi KoHdUrypaumm:
console (config) #

Tabnnua 130 — KomaHabl pexkuma rnobanbHoin KoHduUrypaumm

tengigabitethernet te_port] te_port: (0/1..11);

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no ymoa4aHuro
monitor session session_id YKa3aTb 3epKanupyrolmin nopt pas BblOpaHHOW ceccunm Mo-
destination interface HUTOPWHra.

fa_port: (0/1..24);
[fastethernet fa_port | . DYHKLMA MOHUTOPUHIa MOMKET BbITb HAaCTPOEHa Ha YeTbl-

s . gi_port: (0/1..48); V .

gigabitethernet gi_port | péx nopTax oAHOBPEMEHHO.

session_id: (1..4)

fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

no monitor session session_id BbIKNOUNTL PYHKUMIO MOHUTOPUHIA HA HACTPaMBAaeMOM WHTep-
destination deiice.

monitor session session_id YKasaTb cny:KebHblit vlan gna 3epkannpoBaHua TpaduKa C 3aaaH-
destination remote vlan HoOro pedaekTop-nopTa A1 BbIOpaHHOM ceccuu.

vlan_id vlan_id: (1..4094); remote vlan — cny»KebHbli vlan gns 3epKanMpoBaHua Tpaduka;

no monitor session session_id session_id: (1..4) BbIKNOUNTL PYHKUMIO MOHMTOPUHIA HA HaAcTPamMBaemMOM WHTep-
destination remote vlan deiice.

vian_id

monitor session session_id [06aBUTb YKa3aHHbIN 3epKanvpyemblii NOpT g1a BbIBpaHHOM ceccum
source interface [fastethernet MOHMUTOPUHTa.

fa_port | gigabitethernet - X — KOMMPOBATb NAKeTbl NPUHATbIE KOHTPOAUPYEMbIM MOPTOM;
gi_port | tengigabitethernet fa_port: (0/1..24); - tX — KonnpoBaTb NakeTbl, NepefaHHble KOHTPOIMPYEMbIM NOPTOM;
te_port] [rx | tx | both] gi_port: (0/1..48); - both — KonnpoBaTb Bce NaKeTbl C KOHTPOIMPYEMOTO NOPTA.

no monitor session session_id te_port: (0/1..11); BbIKNHOUNTD PYHKUMIO MOHUTOPWUHFA HA HAcTPaMBaeMOM WHTep-
source interface [ fastethernet session_id: (1..4) deice.

KomaHOwbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>
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Tabnunua 131 — KomaHabl, AocTynHble B pexxmme EXEC

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymoa4aHuro

show monitor session session. id: (1..4) BbiBecT MHbOPMaLMIO MO CKOHOUIYPUPOBAHHOM CECCUMMU MOHUTO-
session_id - puHra.

lpumepbl 8b61M10AHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1

BbiBeCTM MHGOPMALUMIO NO KOHTPOIMPYIOLLMM M KOHTPOANPYEMbBIM MOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session )

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PYHKUMM ANATHOCTUKU PU3UYECKOTO YPOBHA

CeTeBble KOMMYTATOPbl COAEPKAT annapaTHble M NpOrpamMmmHble cpencTsa AAs ANArHOCTUKMU
dur3nYecknx nHTepdencos 1 NHUIK cBA3KN. B nepeyeHb TECTMPYEMbIX NAPaMeTPOB BXOAAT cneaytowme:

[ns aneKkTpnyecknx nHTepdencos:
— A/MHa Kabens;
—  paccTosiHMe A0 MecCTa HeMCnpPaBHOCTU — 06pbIBa MY 3aMblKaHUS.

Ons onTnyeckux nHtepdeicos 1G:
—  napameTpbl NUTAHWA — HaNPAMXKEHWNE U TOK;
—  BbIXOAHasA ONTUYECKaa MOLHOCTb;
—  ONTUYecKas MOLWHOCTb Ha NpueMe.

4.20.1 fuazHocmuka medHoz20 Kabens

KomaHOwbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexume EXEC umeeT cnegytowmii Bua;
console#

Tabnnua 132 — KomaHapbl ANArHOCTUKM MeZIHOTo Kabens

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
10 YMOMYAHUIO
test cable-diagnostics fa_port: (0/1..24); BbINONHUTL BUPTYyaNbHOE TECTUPOBaHWE Kabena ona yKasaHHOro MH-
fastethernet fa_port | gi_port: (0/1..48); Tepdeiica.
gigabitethernet gi_port | te_port: (0/1..11)
tengigabitethernet te_port]
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/ Mpu nonyuyeHumn coobuwenuna 'Fail to get cable test result for port GiO/X. Status: 3'
peKomeHayetca npoBepuTb media-type wuHTepdeiica u coctoAHMe uHTepdeiica Ha
YyAaNeHHo CTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommytatopoB MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P u
MES2428P noaaeprKMBatoT 3N1EKTPONUTAHNE YCTPOMCTB No AnHMK Ethernet B cOOTBETCTBUM C peKoMeHaa-
umamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+). Tun pacnnHoBKM A.

KommyTtatopbl MES2408PL xapakTepu3yoTcs MeHbWUM BI04KETOM MOLLLHOCTM, OTHOCUTENBLHO ApY-
ruX.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 133 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/ 3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
set poe enable BkAtounTb anekTponutaHme no anHuam Ethernet.
set poe disable BbIKNOUNTb aNeKTponuTaHne no AnHuam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM perkMma KoHoUrypawmm nHtepderica:

console (config-if) #

Tabnunua 134 —KomaHapl pexknma KoHoburypaumm nHtepdeinca Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
Mo ymMmon4aHuro
power inline auto Paspewuntb paboTy npoTtokona PoE-ycTpoicTe Ha nHTepdelice n
BKJ/IO4AET NoAavy N1EeKTPONUTaHMA Ha UHTepdelic.
power inline never /auto 3anpeTuTb paboTy npoTokosna obHapyxeHua PoE-ycTpolictB Ha
nHTepderice 1 OTKAOYAET NOAAYY SNEKTPONUTAHUA.
power inline priority {critical | 3apatb npuopuTeT uHTepdelica POE npu ynpaBieHUN snekTponum-
high | low} TaHWeMm.
- critical — ycTaHaB/MBaeT HaMBbLICLWIWI NPUOPUTET NEKTPONUTA-
Jlow HWA. INEKTPONUTaHME NOPTOB C TaKUM npuoputeTom byaet npe-
KpalwaTtbcA B NOCNEAHIOD oyepedb NPU neperpyske cCUCTeMbl
PoE;
- high — ycTaHaBA1BaeT BbICOKMI NPUOPUTET SNEKTPONUTAHUSA;
- low — ycTaHaBAMBaET HU3KUI NPUOPUTET INEKTPONUTAHUA.
power inline limit-mode {class Bbi6paTb perKMm OrpaHUYeHNs MOLLHOCTH.
| user-defined wattage} - class — IMMUT MaKCMManbHOM NOTPebAAEMON MOLHOCTM onpe-
wattage: (200..31200) | AenAeTca KNaccom NOAKAOHaEMOro YCTPOICTBa;
munnmeatt/ class - user-defined — AMMUT maKkcmanbHoW NoTpebasemon MoLyHo-
CTW BbICTABAAETCA BPYYHYLO, € warom 200 mBT.
no power inline limit-mode BbIbpaTb pexmnm no ymoa4yaHumto.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin sua;

console#
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Tabnunua 135 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6pPa3nTb COCTOSAHME 3NIEKTPONUTAHUA UHTEPPENCOB, MOAAEPKU-
BalOLUX NUTaAHME No NnHUK POE.

show power detail

OT06pasunTb 06LLY0 MHPOPMALMIO NO COCTOAHUIO POE 1 cocTosHUIO
MCTOYHUKA.

show power inline
consumption

OTO6pa3snTb XapaKTEPUCTUKM NOTPEBNEHMA MOLWHOCTM, TOKa M
HanpsXeHus.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To npoTOKON BTOPOro YPOBHSA CO34aHHbIN ANA aBTOMaTUYe-
CKOro o6HapyeHusa NoTepU ABYXCTOPOHHEN KOMMYHMKALLMM Ha ONTUYECKUX IMHUAX CBA3MK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHpUrypaunm nHtepoeiica:

console (config-if) #

Tabnmua 136 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/OYEHO

Bkatountb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

BbiknounTb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/OYEHO

BKAOUUTB arpeccuBHbIl pexkum, npu kotopom TLV oTnpasnseTca
B 06OM cnyyae, Aaxke ecm OHa He bblna nosydyeHa oT yaaneH-
HOTO YCTPOWCTBA.

BbIKNOUNTL arpeccuBHbIM pexxum, npu Kotopom TLV oTnpasns-
etca B tobom cnyyae, farke ecnn oHa He Hblia nonyeHa ot yaa-
JIEHHOTO YCTPOMCTBA.

ethernet-oam uni-directional
detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbiCTaBUTHL Taiimep, Mo KOTopomy ByaeT NpoucxoanTb onpeaesie-
HMe TEeKYLLLEero COCTOAHUA INHKA.
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

no ethernet-oam uni-
directional detection action

-/log

BblbpaTb pexxnm paboTbl npoTokona UDLD.

- errdisable — nepegava TpaduKa 6A0KMpPYETCA NPU OTCYTCTBUM
npvema BOAHOM U3 HanNpaB/IeHUI B KaHane;

- log — coobueHne o 610KMPOBKE NOABAAETCA B XKypHase.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM cTPoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console>
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Tabnuua 137 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
o ymon4yaHuro

show port ethernet-oam uni-
directional detection

OT06pasnTb COCTOAHME ONTUYECKOTO JINHKA.

4.20.4 [luaezHOoCMuUKa onmu4yecKko20 mpaHcueepa

q)yHKLI,Mﬂ ANArHOCTUKMN NOo3BOJIAET OUEHUTb TeKyuwee COCToOAHME ONTUYEeCKOro TpaHCUBEpPaA U

ONTUYECKOMN NUHUU CBA3MU.

Bo3MO)KEH aBTOMATUUYECKMI KOHTPO/Ib COCTOAHWA JAMHWIA CBSA3W. [N 3TOro  KommyTaTop
nepuoamnyeckn onpawmsaeT MapameTpbl ONTUYECKUX MHTepdencoB M CpPaBHMBAET MX C NOPOroBbIMM
3HaYEeHNAMM, 334aHHbLIMW NPOU3BOAUTENAMM TpaHCMBEPOB. MpKu Bbixode NapameTpoB 3a AOMNYCTUMble
npegenbl KoMMmyTaTop GopMUpPYeET NpeaynpexKaatoLme U aBapuiiHble COobLLEHMS.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;

console#

Tabnvua 138 — KomaHabl ANArHOCTUKM ONTMYECKOTO TPaHCUBepPa

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
0 yMon4YaHuo

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

OT06pasnTb pe3yabTaTbl ANArHOCTUKM ONTUYECKOTO TpaHcuBepa.

Tabanua 139 — MNapameTpbl AUArHOCTUKM ONTUYECKOTO TpaHCMBepa

Mapamemp 3HaueHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaeHue nuTaHuA TpaHCcMBepa.
Current OTKNOHEeHWe TOKa Ha nepejaye.
Output Power BbIxoAHas MOLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTepA curHana.

3Ha4yeHuA pPe3ynbTaTtoB ANAarHOCTUKHU:

— N/A - HepocTynHo,

— N/S - He noaaepunsaercs.

4.21 ®yHKuMmM obecnevyeHnsa 6esonacHocTn

4.21.1 ®yHKyuu obecneyeHun 3auUmsi NOPMoe

C uenbto nosbiWeHMA 6e30NacHOCTM B KOMMYTATOpe CyLLEeCTBYeT BO3MOMKHOCTb HaCTPOUTb KaKoW-
NMbo nopT TakK, YyTobbl AOCTYN K KOMMYTATOPy Yepes 3TOT NOpT NPeaoCTaBAsfACA TO/bKO 33aAaHHbIM
ycTpoiicTBam. OyHKUMA 3aLWMTbl NOPTOB OCHOBAHA Ha onpeaeneHnn MAC-agapecos, KOTOPbIM paspeLuaeTcs
foctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYHO MAW M3y4YeHbl KOMMyTaToOpoM. Mocne usyyeHus
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HeobX0AMMbIX afpecoB NOPT cneayeT 3abNOKMPOBATb, 3alMTMB €ro OT MOCTYMNAEHWA MaKeToB C
HeunsydyeHHbIMW MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaHHbIM NOPT nosyyaeT naket, u MAC-
afpec UCTOYHMKA MaKeTa He CBA3aH C STUM NOPTOM, aKTUBM3MPYETCA MEXaHU3M 3aLUTbl, B 3aBUCMMOCTHM OT
KOTOPOro MOryT 6bITb NPUHATLI Clegylolme Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, NOCTynatowue Ha
3a6/10KMpPOBaHHbI NOPT, NepecbliatoTcA, oTbpackiBatoTca, MO0 Ke NOPT, NPUHABLLNI NAKeT, OTKAKOYAETCS.
dyHKumna 6esonacHoctn Locked Port no3BondeT COXpaHUTb CMMCOK mM3ydeHHbIx MAC-agpecoB B daine
KOHUrypaunm, Takum 06pasom, sTOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepe3arpysKM yCTPonCTaa.

/ CywiecrsyeT orpaHuyeHue Ha Konnyectso MAC-aapecos, KOTOpoe MOXKeT U3y4nTb NOpT, UC-
NONb3YOLWMIA GYHKLMIO 3aLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (OQuanazoHa uHdmepgelicos) Ethernet, uHmep-
¢helica 2pynmel nopmos

Buza 3anpoca KOMaHAHON CTPOKU B pexnme KoHourypauumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 140 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHTepdelicos

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4YaHuro
switchport port-security ena- BKNOUNTL GYHKLMIO 3aLLUUTBI HA UHTepdelice. BaokMpyeT GpyHK-
ble LMI0 M3yYeHMA HOBbIX aapecoB ana nHtepdeiica. MNakeTobl ¢ He-
-/BbIKIOYEHO n3yyeHHbIMn MAC-agpecamm UCTOYHUKA OTOpackIBatoTCA.
no switchport port-security en- OTKNOUYNTL QYHKLMIO 3aLWNTLI Ha MHTepdeiice.
able
switchport port-security mac- 3a4aTb MaKCMManbHOE KONIMYECTBO afpecoB, KOTOPOE MOXKET
limit MN3y4nTb NOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
mac-limit
switchport port-security mode 3a4aTb pexnm orpaHuyeHma nsydenns MAC-agpecos gns HacTpa-
{max-addresses | lock | se- nBaemoro uHtepdeiica.
cure-delete-on-reset | secure- - max-addresses — yganfer Tekywue ANHAMUYECKM U3YYEHHble
permanent} afpeca, cBA3aHHble C MHTepdecomM. PaspelleHo U3yyeHne mMak-
CMMaNbHOTO KO/IMYecTBa afLpecoB Ha NopTy. MoBTOpHOE N3yyeHne
W CTapeHue paspeLleHbl.
- lock — coxpaHseT B paitn TekyLme AMHAMUYECKUN U3YYEHHble aj-
peca, cBA3aHHble C MHTepdeicom 1 3anpeLLaet obydyeHne HOBbIM
afipecam u CTapeHue y¥Ke n3y4yeHHbIX agpecos.
- secure-delete-on-reset — yaanseT Tekylme AMHAMUYECKN U3Y-
-/lock YeHHble afpeca, CBA3aHHble C UHTepdelicom. PaspelueHo nsyye-
HME MAKCMMa/NbHOIo KOAIMYecTBa afpecos Ha nopTy. MNosTopHoe
M3y4YeHue U CTapeHue 3anpeLeHbl. Agpeca CoXpaHatoTca 4o nepe-
3arpysKku.
- secure-permanent — yaanfeT TeKylimMe AUHAMMYECKM M3yYeH-
Hble agpeca, cBA3aHHble ¢ MHTepdelicom. PaspelueHo nsyyeHue
MaKCMMaNbHOro KONMYEeCcTBa aApecoB Ha nopTy. MoBTopHOe U3y-
YeHne U cTapeHue 3anpeleHbl. Aapeca CoXpaHATCA Npu nepe-
3arpyske.
no switchport port-security YCTaHOBWTb 3HaYeHME N0 YMOIYAHMIO.
mode
switchport port-security viola- 3a4aTb PeXUM pearmpoBaHua Npu HapyLeHnn 6e3onacHoCTU.
tion [restrict | protect] - restrict — B JaHHOM peXkrMme Npu HapylieHnn 6e3onacHoCTM oT-
npasnsetca SYSLOG-coobuweHune Ha SYSLOG-cepsep.
- protect — B laHHOM pe)KMMe OMOoBeLeHMA O HapyweHumn bes-
-/protect onacHocTM HeT. BknwovaeT nepexsaT MAC-agpecos, KoTopble
OOJIKHbI 6bITb 0T6pOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MEeYaloTcA Kak 3ab/s0KMpoBaHHble U OTOPACLIBAlOTCA B TeYeHUMU
aging-time.
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4.21.2 KoHmponb npomokonaa DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil NPOTOKO/, MO3BOAAOWMIA KANEHTY MO
3anpocy nony4atb IP-agpec u apyrue Tpebyemble napameTpbl, Heobxoammblie aaa pabotsl 8 cetn TCP/IP.

MpoTokon DHCP moeT MCcnonb30BaTbCA 3/10YMbILUNEHHUKAMM A1 COBEPLUEHWUA aTaK Ha YCTPOMCTBO,
KaK CO CTOpPOHbl KAMeHTa, 3actasnaAa DHCP-cepsep BblgaTbh Bce AOCTYMHblE agapeca, TaK U CO CTOPOHbI
cepsepa, NyTem ero nogmeHbl. MNporpammHoe obecneyeHme KOMMYTaTOpPa NO3BOAAET 0becneunTb 3aLLnTy
YCTPOMCTBA OT aTak C Mcnosb3oBaHWem npoTtokona DHCP, ans yero npumeHseTca PpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb noseneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» MHTepdelicax, a TaKKe KOHTPOIMPOBATb AOCTYN KAUMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBep o Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 Yepes KaKol ero nopt 6611 NoAyYeH 3anpoc.
MpumeHaeTca oA yCTaHOBAEHUA COOTBETCTBUI IP-agpecoB 1 NOPTOB KOMMYTATOPA, a TaKKe AN1A 3aLlnThl
OT aTaK C MCNonb3oBaHMeM npoTokosna DHCP. Onuma 82 npeactaBnser cobol AONOAHUTENbHYHO
MHOOPMAUMIO (MMA YCTPOMCTBA, HOMepP MopTa), AobaBnseMytd KOMMYTAaTOPOM, KOTopbl paboTaeT B
pexxume DHCP Relay areHTa, B Buae DHCP-3anpoca, Np1HATOro oT KAMeHTa. Ha ocHoBaHMM JaHHOM onuuu,
DHCP-cepBep Bblaenset IP-agpec (ananasoH IP-agpecos) u apyrve napameTpbl MOPTY KOmMMyTaTopa.
Monyume Heobxoaumble AaHHble oT cepsepa, DHCP Relay areHT Bbiaenset IP-aapec KAMEHTY, a TaKxKe
nepefaer emy Apyrne HeobxoanMmble NapameTpbl.

Tabnvua 141 — ®opmat none onunm 82

Mone lMepedasaemas uHgpopmayus

Mms xocTa ycTpolicTBa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneagHuin 6aliT — HoMep NopTa, K KOTOPOMY NOAKIKYEHO YCTPOWUCTBO, OTNpaBastoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

Remote agent ID .
g MAC-agpec ycTponucTsa.

’ . [na KoppeKTHoii pa6oTbl ¢pyHKuunM DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl

- DONXHbI BbiTb NOAKAIOUYEHbI K «A0BepeHHbIM» MopTam KommyTatopa. [Ona pob6asneHus
nopTa B CNMUCOK «4,0BepeHHbIX» UCNOJIb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypaumum uHtepdeica. na obecneyeHna 6esonacHOCTU Bce
OCTa/IbHble NOPTbl KOMMYTaTOPa A,0/XKHbI 6bITb «HeJ0BEePEHHbIMUY.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnnua 142 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

ip {dhcp| dhcpv6} snooping PaspewnTb KOMMYTaTOPy KOHTPOIMPOBaHUe NpoTokona DHCP.
no ip {dhcp| dhcpv6} -/BbIKNIO4EHO 3anpeTnuTb KOMMYTaTOPY KOHTPOAMpPOBaHMe npoTokosna DHCP.
snooping
ip {dhcp| dhcpv6} snooping PaspelwunTb KOHTpoMpoBaHMe npoTtokona DHCP B npeaenax yKa-
vlan vian_id vlan_id: 3aHHoro VLAN.
no ip {dhcp| dhcpv6} (1..4094)/BbiKNMIOYEHO | 3anpeTWUTb KOHTPONMpPOBaHME npoTokona DHCP B npegenax yka-
snooping vlan vian_id 3aHHoro VLAN.
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ip dhcp snooping verify mac- BKkntounTb BepuomrKkaymio MAC-agpeca knmeHta u MAC-agpeca mc-
address TOYHMKA, NpuHATOro 8 DHCP-nakeTe Ha «HeA0BEPEHHbIX» NOPTaX.
no ip dhcp snooping verify -/BKNIOYEHO Bbikntountb BepudmrKaumo MAC-agpeca kaneHta 1 MAC-agpeca
mac-address WCTOYHMKA, NpuHAaToro B DHCP-nakeTe Ha «HeA0BepeHHbIX» Nop-
Tax.
ip binding port-down action OnpeaenvTb peakumo KOMMyTaTopa Ha nageHue nHtepdelica:
{clear|retain} ) - retain — coxpaHaeT 3anuncu B Tabauue Npy NageHuu.
-/retain - clear — ypanAaer Bce AMHaMMYECKMe 3anuncK, Co3aaHHble gan
ynasuero nHtepdelica.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 143 — KomaHgb! pexuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
show ip {dhcp | dhcpv6} i OTo6pa3nTb cooTBeTCTBUA U3 daitna (6a3bl) KOHTPOAA NPOTOKOA
snooping DHCP.
show ip dhcp snooping global - OTo6pa3unTb rnobanbHyto HacTporiky DHCP Snooping.
show {ip | ipv6} binding i Moka3aTb Bce cooTBETCTBUA U3 daiina (6asbl) KOHTPOAA NPOTOKONA
DHCP.
clear {ipv4 | ipv6} binding vlan_id: (1..4094) OumnCTUTL cooTBeTCTBMA M3 ¢aiina (6asbl) KOHTPONSA MPOTOKO/A
[mac_addr vian_id] DHCP.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-
¢elica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypaumum uHtepdelica Ethernet, nntepodeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabnunua 144 — KomaHabl pexxmma KoHourypauum uHtepdeliica Ethernet, rpynnsi uHTepdelicos

3HayeHue/3HayeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
ip binding limit /imit BkatounTb orpaHuyeHme konmyectsa DHCP-kaneHTOB Ha nopTy.
no ip binding limit limit (0..1024) BbIKNOYMTb OrpaHnyeHne Konnyectsa DHCP-KnneHTOB Ha
nopry.

YcTaHoBNeHHOe orpaHuyeHuMe no Konuuvectsy DHCP-knueHTOB 6ypeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PekomeHayeTcs nepes HACTPOMKOW OrpaHUYEHUA OYUCTUTD
Tabaunuy knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomouwptlo AaHHON YHKUMM HaCTpauBalOTCA 3HAYeHUA WAEeHTUPUKATOpPOB MHTepdeinica U
peTpaHcaaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping u PPPoOE Intermediate Agent.
Circuit-id — naeHTMdMKaTop MHTepdelica, ¢ KOTOporo npuwien 3anpoc, remote-id — naeHTUPUKaTop
peTpaHCAATOpPa, C KOTOPOro NpuLen 3anpoc.

Mpun BKAOYEHUM DYHKUMKM Ha MHTepdelice circuit-id n remote-id 6yayT BctaBnaTbea Bo Bcex VLAN, Ha
KoTopbIx BKAtoYeH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu skatodeHnn 8 VLAN circuit-id u remote-
id 6yayT BcTaBAAaTbCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdeiicax.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 145 — KomaHabl pexuma rnobanbHon KoHduUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

dcs information option [dhcp |
dhcpvé | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpvé | pppoe-ia] disable

-/BbIKNOYEHO

BkntoumTb gobasneHue circuit-id + remote-id ana scex onuuii (1.e.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) anbo 3agaTb KOHKPETHbIN
NPOTOKON A/1A BCTaBKM remote-id u circuit-id.

BbIkNtounTb gobaBneHne remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cumBonoB/wabaoH
%h%i%v

YcTaHOBUTD circuit-id B dopmate cBob6OAHOM CTPOKK, onpeseneH-
HOW nosb3oBaTenem. Bo3amoXKHO Mcnoab3oBaHKe WabioHoB.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)

HacTpowuTs circuit-id cornacHo pekomeHgaums TR-101.

NaeHTndumkaTop:
- identifier — nponsBosbHanA cTpoka 6e3 wabaoHOoB.
dopmar:

- pv—Homep nopta u VLAN;
- Sp — HOMep €/10Ta M NopTa;
- sV —Homep cnota u VLAN;
- SpV — HoMep cnoTa, nopTta n VLAN.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

Paspenutenu:
cumBonos/dopmart spv, | comma - “”;
pf’:IB,CI,eJ.'IlfITEI'Ib std, -dot—“""
identifier NULL - hash — “4#”;
- semi-colon - “;”;
-slash—-“/";
-space—"“";
- std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBUTb GopmaT circuit-id.
type {dhcpv4 | dhcpvé | dopmatbl:
pppoe-ia | dhcp4-relay} {tr- - tr-101 — go6aBneHue circuit-id 8 popmate cornacHo pekomeHaa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — gobasneHue circuit-id B dopmate cBobogHOM
CTPOKM C BO3MOKHOCTbIO MCMO/Ib30BaHWA WabAOHOB.
[ononHuTenbHble NapameTpbl:
- binary — faHHbI NapameTp yKasbiBaeT, YTO YNCNOBbIE LABNOHDI
Jtr-101 6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — gaHHbIV NapameTp yKa3bIBaeT, YTO B UAEHTUDU-
KaTop byaeTt pobaBneH AONONHUTENbHbIA NoaTMN (2X-6aliTOBbIN
ona DHCPv4 n PPPoE w 4x-6aiToBbii ana DHCPv6), B KoTopom
onpeaensetca dopmat ctpoku (ASCII-0x01, HEX-0x00) u gauHa
naeHTnduKatopa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

identifer (1..63)
cMmBo10B/WwabnoH %m

YcTaHoBUTbL remote-id B popmaTe cBOOOAHOM CTPOKM, onpesenéx-
HOW nonb3oBaTenem. Bo3amoXKHO Mcnonb3oBaHUe WabaoHoB.
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no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay} user-defined [binary]
[add-subtypes]

YcTaHoBUTbL popmat remote-id

dopmartbl:

- user-defined — go6asneHne remote-id B dopmarte cobogHOM
CTPOKM C BO3MOKHOCTbIO MCMO/1b30BaHMA WabnoHOB.
[JononHutenbHble NapameTpsi:

- binary — paHHbIN napameTp yKasbiBaeT, YTO YNC/I0BbIE LWABOHbI
6yayT NnpeobpasosaHbl B popmat HEX.

- add-subtypes — naHHbI napameTp yKa3blBaeT, YTO B UAEHTUDK-
KaTop byget nobaBneH AONOAHUTENbHBIN NoaTUN (2X-6aTOBLIN
ana DHCPv4 u PPPoE u 4x-6aiToBbii gns DHCPv6), B KoTopom
onpepensetca ¢opmat cTpoku (ASCII-0x01, HEX-0x00) u gavHa
naeHTudumKaTopa.

-/user-defined

no dcs remote-agent-id YCTaHOBWTb 3HaYeHME N0 YMOIYAHMIO.
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-

relay}

Tabnnua 146 — LWabnoHbl, gocTynHble AnA HacTpolku user-defined naeHTndmkatopos

LWabnoH OnucaHue

%a IP-agpec. [laHHbI WabnoH moxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOmep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mmsa ycTpoiicTsa.

%p KopoTkoe ums nopta, Hanpumep, gil/0/1.

%P OnuHHOE ma nopTta, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxkeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIN WwabaoH morKeT 6biTb NpeobpasosaH B popmat
HEX.

%u Homep toHMTa. [JaHHbIV WabnoH MoKeT bbiTb NpeobpasosaH B popmaT HEX.

%s Homep cnota. [laHHbIN WabnoH moxeT 6biTb NpeobpasosaH B dopmat HEX.

%i ifindex nopTta. JaHHbll WabaoH moKeT bbiTb NpeobpasosaH B popmaTt HEX.

%c MAC-agpec aboHeHTcKoro ycTpoictea B popmaTte H-H-H-H-H-H-H. JaHHbIi WwabaoH moxKeT 6biTb Npeobpa-
308aH B popmat HEX.

%V NpeHnTndukatop VLAN. JaHHbIN WwabnoH moxeT 6biTb NpeobpazoBaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHurypaumm nntepoeiica Ethernet:
console (config-if) #

Tabnunuya 147 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

YcTtaHoBuTb circuit-id B popmaTte cBoboaHOM CTPOKM, onpese-
NéHHoM nonb3oBaTtesiem. Bo3MoXHO ncnonb3osaHue WabaoHOB.
[laHHaA HacTpoWKa umeeT NpMOpUTET Nepes, aHaNOrMYHOM F1o-
6anbHOM HacTpoiKol popmara circuit-id.

dcs agent-circuit-identifer
circuit_id circuit_id: (1..63)
CMMBO10B/WwaboH

%h%i%v

no dcs agent-circuit-identifer YCTaHOBWTb 3HAYEHUSA MO YMOJYAHUIO.

YcTtaHoBuTb remote-id B8 dopmaTte cBob6oAHOM CTPOKM, onpese-
NEHHOM nonb3oBaTesiemM. BO3MOXHO Mcnonb3oBaHMe WabioHOB.
[laHHaA HacTpoiKa umeeT NpUopuUTET Nnepes, aHaNoOrMYHOW F1o-
6anbHOM HacTpoiKol popmaTa remote-id.

dcs remote-agent-identifier

remote_id .
- remote_id: (1..63)

cMMB00B/WwabnoH %m

no dcs remote-agent-identifier YCTaHOBWTb 3HAYEHWUE MO YMONIYAHUIO.
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dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

BkntounTb pobasnenue circuit-id + remote-id 4na KOHKPETHOTO
npoToKona

%

BcraBKa circuit-id/remote-id gonkHa 6bITb OTKAIOUEHA
rno6anbHo.

-/BbIKNOYEHO

dcs information option {dhcp |
dhcpvé | pppoe-ia} disable

BbIkNounTb A06aBNEHNE remote-id U circuit-id 4nA KOHKpPEeTHoro
npoTokona

KomaHObI pexcuma KoHg

uaypayuu uHmepaetica L2Vlan

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 148 — KomaHabl pexkuma KoHdurypaumm nntepoeiica L2Vlan

KomaHoa

3Ha4yeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

BrkntounTb gobasneHue circuit-id + remote-id gns KoHKpeT-

HOro NpoTOKo/a.

V BcraBKa circuit-id/remote-id gonkHa 6biTb OT-
K/loueHa rnobanbHo.

-/BbIK/IIOYEHO

dcs information option {dhcp |
dhcpvé | pppoe-ia} disable

Bbikntountb gobasneHne remote-id u circuit-id gna KoH-
KPEeTHOro NpPoToKoAa.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 149 — KomaHapl

pernma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
o yMmon4aHuro

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
[vlan vian_id]

OTO6pPa3nTb TEKYLLYIO KOHOUIYpaLUnio naeHTMOUKATOpoB remote-

fa_port: (0/1..24); id u circuit-id gna nHTepdeicos.

gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)

show dcs-global-config

OT06pasnTb rnobanbHyo KoOHOUTypaunto naeHTMduKaTopa circuit-
id.

Mpumep Hactpolikm DHCP Snooping Bo VLAN10 c HacTtpoiko DCS-onumit Ha wHTepdeice

Gigabitethernet 0/13.

console (config)# int
console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #
console (confiqg)# ip
console (config) # vla
console (config-vlan)
console (config) # int
console (config-if) #
console (config-if
console (config-if
console (config-if
console (config-if

) #
) #
) #
) #

erface gigabitethernet 0/10

port-security-state trusted

set port-role uplink

switchport mode trunk

exit

dhcp snooping

n 10

# ip dhcp snooping

erface gigabitethernet 0/13

switchport general allowed vlan add 10 untagged
switchport general pvid 10

dcs remote-agent-identifier enable
dcs agent-circuit-identifier "3v Sp
dcs remote-agent-identifier "3M"

Sh"
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Mpumep HacTponkm DHCP Snooping Bo VLAN10 c HacTponkoi DCS-onumit ana Bcex nHTepdelicos B
¢dopmate HEX.

console (config)# !

console (config) # interface gigabitethernet 0/10

console (config-if)# port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "$isv"

console (config)# dcs remote-agent-id user-defined "3M"

console (config)# !

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged

console (config-if) # switchport general pvid 10

4.21.4 3awuma IP-adpeca KnueHuma (IP Source Guard)

dyHKUMA 3aWmThI IP-agpeca (IP Source Guard) npeaHasHadyeHa ana puabTpaumm TpadpuKa, NPUHATOrO
c uHTepdeinca, Ha ocHoBaHMKU Tabanubl cooTBeTcTBUIM DHCP snooping U cTaTMyeckux cootseTcTBui IP
Source Guard. Takum obpasom, IP Source Guard no3BosseT 6opoTbcs ¢ nogmeHomn IP-agpecos B nakeTax.

V' MockonbKy pyHKLMUA KOHTPONA 3awwuTbl IP-agpeca ucnonbsyeT TabanLbl COOTBETCTBUN
DHCP snooping, umeert cMbIC/1 UICNONb30BaThb AAaHHYIO PYHKLMIO, NpeaBapUTE/IbHO
HacTpous 1 skaouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepaetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 150 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3Ha4yeHue/3HayeHue no ”
KomaHda / Aeilicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- BkAtounTb  pyHKUMIO 3awwmTbl  IP-uHTepdeica ans
security nopta. Mocne BKAOYEHNA Ha nHTepdece BCe 3anncu B
Tabauue IP Binding yctaHaBnmBatotca 8 TCAM B Kaue-
-/BbIKNtOYEHO
CTBe paspeluatoLiero npasuna.
no {ip | ipv6} verify source KomaHga yganaet 3anucu us TCAM 1 oTKAtOYaeT oT-
port-security 6pacbiBaHue IP-nakeToB Ha nopTy.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica L2Vian

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnuua 151 — KomaHabl pexmma KoHpurypaummn nHtepodeiica L2Vian

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BblIKNtOYEHO

BKAOUNTb  PyHKUMIO 3awmThl  IP/IPV6-nHTEpdeiica ana
VLAN. Mocne BKAtoYEHUA Ha MHTepdece BCe 3anucu B Tab-
nuue IP Binding yctaHaBauBatotcs B TCAM B KayecTBe pas-
peluatollero npasuna.

KomaHga ypanset 3anucu u3 TCAM un oTKAtoYaeT oTbpachbl-
BaHwue IP/IPv6-naketos Bo VLAN.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnuua 152 — KomaHapl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OTo6pa3nTb HacTpoikn IP/IPv6 source Guard Ha uHTepdeicax.

show running-config ip-source-
guard

0OT06pa3nTb KOHPUrypaumo moaynsa IP source Guard.

4.21.5 KoHmponb npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npoTokona ARP (ARP Inspection) npegHasHayeHa Ans 3alumMTbl OT aTaKk C
ncnosb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-tTpadwmka). KoHTponb
npoTtoKona ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKnx cooTsetcTeuit IP- u MAC-agpecoB, 3aaaHHbIX Ans

rpynnol VLAN.

’ ’ MNopT, ckoHpUrypupoBaHHbIN «HegoBepeHHbIM» ansa ¢yHKuMm ARP Inspection, gonxkeH
PadRl TaK}Ke 6bITb «Hego0BepeHHbIM» anA ¢yHKumn DHCP snooping unu coorsetrcteue MAC-agpeca
u IP-agpeca anA 3TOro NOpTa A0MKHO 6bITb CKOHGUIYPUPOBAHO CTaTUUECKU. UHaue faHHbINA
nopTt He 6yaer oTBevaTb Ha 3anpocbl ARP.

Y

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

[Ona HeHageXKHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnuya 153 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IIOYEHO

BKNtOUNTbL KOHTPOAb NpoToKona ARP (pyHKumio ARP Inspection).

BbIKNOUYMTb KOHTPOAL NpoToKkona ARP (dpyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/

Paspewntb NnpoBepKy npoTokona ARP, ocHOBaHHylO Ha 6a3e cooT-
BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

BbIKN1KOYEHO

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6a3e cooTBeT-
cteuii DHCP snooping, B BbibpaHHo rpynne VLAN.
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ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneumoduyHbie NPOBEPKU ANA KOHTPOAA NMPOTOKO/A
ARP.

- srcmac: [ina ARP-3anpocos 1 0TBETOB NPOBEPAETCA COOTBETCTBME
MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
Aeprumom npotokona ARP.

- dstmac: Jna ARP-oTBeToB npoBepsaetca cooTseTcTBue MAC-ag-
peca B 3arosioBke Ethernet MAC-agpecy HasHauyeHUs B COAEPKU-
mom npoTokona ARP.

- ipaddr: MpoeepsaeTca cogepkumoe ARP-nakeTa Ha Haanuune He-
KOppeKTHbIX IP-agpecos.

3anpetutb cneunduyHbie NPOBEPKM AN KOHTPOAA NpoTokona ARP.

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunuya 154 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOAYAHUIO

Aeiicmeue

show ip arp inspection globals

OT06pasnTb CUCTEMHYIO KOHUrypauuto GyHKUMKM KoHTponsa ARP
npoToKona.

show ip arp inspection vlan
[vlan_id]

vlan_id: (1..4094)

OT06pa3unTb cnucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.

show ip arp inspection
statistics [global | vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANS CNeAyloWMX TUMMOB NaKeToB, KOTopble
6b11M 06paboTaHbl NpKU nomoLm GpyHKLMM ARP:

- nepefaHHble naketsbl (forwarded);

- noTepsAHHbIe nakeTbl (dropped);

- own6bkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [global | vlan vian_id]

vlan_id: (1..4094)

OumnCTUTb CTaTUCTUKY KOHTPONA npoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification no3sosfeT oTcaeknBaTb NOABAEHNE N UCHE3HOBEHUE AKTUBHOTO
obopynoBaHMA Ha CeTM NyTeM CoxpaHeHua uctopum wmsydeHua MAC-agpecos. Mpu obHapyKeHUu
U3MeHEeHWN B cocTaBe M3ydeHHbIx MAC-afpecoB KOMMYTATOp COXpaHsaeT uHpopmauuto B Tabauue wm
n3Bewaer o6 3ToM C MOMOLWbI coobuweHnn npoTokona SNMP. OyHKUMA MMeeT HacTpavBaemble
napametpbl — r1ybrvHa UCTOPUKN O COBBLITUAX U MUHUMANbHBIN MHTEPBAN OTNPaBKK coobuieHnin. Cepsuc
MAC Address Notification oTKAO4YEH NO YMOAYAHUIO U MOXKET ObITb HACTPOEH BbIBOPOYHO A/1A OTAENbHbIX

NopTOB KOMMYTATOpA.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 155 — KomaHabl pexkmma rnobanbHoli KoHdUrypaumm

KomaHda

no ymos4aHuro

3HayeHue/ 3HayeHue

Aelicmeue

mac-address-table notification
change

-/BbIKNOYEHO

KomaHpa npegHasHayeHa ana rnobanbHOro ynpasneHna GyHK-
umeit MAC notification. KomaHga paspeluaeT permcrpaumio co-
6bITUI gobasneHuns n yganeHna MAC-aapecos u3 Tabaunu, Kom-
MyTaTopa 1 OTNPaBKY YBEAOMIEHUA O COBLITUAX.

Ona paboTbl PpyHKUMM HEOBXOAMMO AOMNONHUTE/IHO paspe-
LWATb reHepaunio yBegoMNeHMI Ha UHTepdecax (Cm. HUXKe).
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no mac-address-table
notification change

Bbikntountb dpyHKuMo MAC notification rno6anbHo M 0OTMEHUTb
COOTBETCTBYIOLLME HACTPOWKM Ha BCeX MHTepdelicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcuManbHbIi NPOMENKYTOK BPEMEHU MeEXIy OTnpaBKamu
SNMP-yBegomneHuit. Ecnn 3HauyeHWe WHTepBasia BpPEeMEHMU
paBHo 0, TO reHepauna yBefoMIEHUI U coXpaHeHne cobbITuit
B MCTOPUIO ByAeT OCyLWecTBAATLCA HEMeA/IeHHO NO Mepe BO3-
HUKHOBEHMA COBbLITUIA 06 M3MEHeHMM cocTosHMA Tabauubl
MAC-agpecos. Eciv 3HayeHne nHTepsana Bpemenmn 6onblue 0,
TO YCTPOKCTBO ByAeT HaKanIMBaTb CObbITUA 06 U3MEHEHUMN CO-
cToAHMA Tabanupl MAC-agpecos B TeyeHMe 3TOro BpemMeHH, a
3aTem OTnpaBAATb yBegomaeHusa npotokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHza 3aaeT MakcMManbHOe KOIMYecTBO cobbITUl 06 13-
MEHEHUU COCTOAHUA Tabanubl MAC-agpecoB, KOTOpoe Coxpa-
HAeTCA B UCTOpUU. ECiM ycTaHOBNEH pasmep UCTOPUM PABHbIN
0, To cobbITMA He coxpaHatoTca. Mpu nepenonHeHnn bydepa
MCTOPUM HOBOE CObObITUE MOMELLLAeTCA Ha MeCcTO CaMoro CTa-
poro.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

logging events mac-address-
table change

no logging events mac-address-
table change

-/BbIK/IOYEHO

BKNOUMTL OTNpaBKy Tpanos B syslog 0 cobbITUAX U3ydeHUs uam
yoanennsa MAC-agpecos.

BbIKNOUMTb OTNPABKY Tpanos B syslog o cobbiTMAX n3yyeHun
nnu yaanenma MAC-agpecos.

mac-address-table notification
flapping

BKAtounTb oTcnexunsaHne MAC Flapping.

-/BKOYEHO -
no mac-address-table Bbikntountb oTcnexkmsaHme MAC Flapping.
notification flapping
logging events mac-address- BkntounTb noruposaHme MAC Flapping.
table flapping
- -/BKNIOYEHO -
no logging events mac-address- BbIkntounTb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BK/IlOUMTL reHepaumio yBeLoMAeHU Npu 610KMpOBKe nopTa
errdisable {storm- no cobbITnAM:
control | loopback-detection| - loopback-detection — o6HapykeHue neTenb;
udid} - udld — akTMBauus 3awmTel UDLD;
-/BKNIOYEHO - storm-control — WrpoKoBeLaTeNbHbIN LUTOPM.

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

OTKNOYUTL reHepaLmio yBeL0MIEHUI Ha HTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnuya 156 — KomaHgb! pexkuma KoHdurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

snmp trap mac-address-table
change [learnt | removed]

no snmp trap mac-address-table
change [learnt | removed]

-/BbIKNOYEHO

BKIOUNTbL FreHepauuio YBEAOMNEHUA Ha KaK4oOM WHTep-
delice o cobbITUAX U3MeHeHUa cocTossHna MAC-agpecos.

- learnt — ysegomnenusn 06 nsyyeHnn MAC-agpecos;

- removed — yBegomnerua o6 yaanenHum MAC-agpecos.

OTKNIOYMTb reHepaumio yBeg0MAEHUI Ha uHTepdelice.
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KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:
console#

Tabnuua 157 — KomaHapl pexkmma Privileged EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
show mac-address-table ) OTObparkeHne Bcex yBEAOMNEHWI 06 USMEHEHUU COCTOA-
notification change history Hua MAC-agpecos, COXpaHEHHbIX B UCTOPUN.
show snmp-server traps - MpocmoTp cobbITUIA, NPY KOTOPbIX FeHepupyoTCa Tpanbl.

4.21.7 lMpoeepKa NnodaAUHHOCMU KaAueHmMa Ha ocHosee nopma (cmaxHdapm 802.1x)

AyTeHTUdMKauMa Ha ocHoBe cTaHgapta 802.1x obecneynBaeT MPOBEPKY MNOAJIMHHOCTU
Nnosb30BaTeNeN KOMMYTATOPa Yepes BHELLHMWI cepBep Ha OCHOBE NOPTa, K KOTOPOMY NOAKOYEH KANEHT.
Tonbko ayTeHTUPUUMPOBAHHbIE M ABTOPM30OBAHHbLIE MOJIb30BATENM CMOTYT NepenaBatb M MPUHUMaATb
AaHHble. MpoBepKa NoAAMHHOCTU NO/b30BaTe/Ie NOPTOB BbiNosiHAETCA cepBepom RADIUS nocpeacrsom
npoTtokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoHPUrypauuu:
console (confiqg) #

Tabnunuya 158 — KomaHab! perknuma rnobanbHoM KoHGUrypaumnm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no yMmoa4YaHuro
shutdown dot1x BbIkntounTb moaynb dotlx.
-/BKOYEHO
no shutdown dot1x BkatounTtb moaynb dotlx.
dotlx system-auth-control BKAOUUTD peXkum ayTeHTuduKaumm 802.1x Ha KommyTaTope.
no dotlx system-auth- -/BbIKNIOYEHO BbIKNOUNTL perMm ayTeHTUdMKaLmm 802.1X Ha KOMMyTaTope.
control

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHburypaumm nutepdeica Ethernet:
console (config-if) #

Tabnunua 159 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3Ha4yeHue no "
KomaHda / Aeilicmeue
YMOAYAHUIO
dotlx host-mode {multi-host PaspewnTb HaMuMe HECKONbKUX KIMEHTOB Ha aBTOPU3UPOBAH-
multi-session . Hom nopTy dotlx:
I } -/multi-host . Py
- multi-host — HECKO/IbKO KNIMEHTOB;
- multi-session — HeckonbKo ceccuit.
dotlx max-req number YCTaHOBWTb MaKCMMaJIbHOE YMC/I0 MOMbITOK Nepeaaym 3anpo-
coB npoTokona EAP-knneHTy nepes HOBbIM 3aMycKOM npotLiecca
number: (1..10)/2
NPOBEPKM MOAJIMHHOCTH.
no dotlx max-req YCTaHOBWTb 3HaYEHME MO YMOIYAHMUIO.
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dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

HacTtpoutb ayteHTUdMKaumio 802.1X Ha uHTepdelice.
PaspelnTb pyyHOIt KOHTPO/Ib 32 COCTOAHMEM aBTOPU3aLMM
noprta.

- auto — ncnonbzosaTb 802.1X AnA U3MEHEHUA COCTOAHMUA KAn-
€HTa MeXay aBTOPU30BaHHbIM U HEABTOPM30BAHHbIM;

- force-authorized — BbikntoyaTb ayTeHTUPUKaumio 802.1X Ha
nHtepdelice. Nepexos nopTta B aBTOPU30BaHHOE cOCTOAHUE be3
ayTeHTUdMKaLmK;

- force-unauthorized — nepesog noprta B HeaBTOpU30BaHHOE
cocTosiHUe. UrHOPMPYHOTCA BCE NOMNbITKU ayTeHTUGUKALMKU KK-
€HTa, KOMMYTaTOp He NPeAOCTaBAAET CePBUC ayTeHTUdUKaLUK
ANA 3TOro nopra.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3a,ﬂ,aTb MaKCMMa/ibHOE KO/IMYeCTBO NONbITOK aBTOpPM3aunn anAa
KNNeHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx reauthentication

no dotlx reauthentication

-/BbIK/IIOYEHO

BKOUNTL NEPUOLMYECKME NOBTOPHbIE MPOBEPKU
Noa/IMHHOCTU (NepeayTeHTUUKALMIO) KANEHTA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTb NEPUOA, B TeUEHME KOTOPOro KOMMYTATOP OCTaeTcA
B COCTOSIHUM MOJIYaHUA NOC/Ie HEYAAYHOW NPOBEPKU MOA/NH-
HOCTW.

B TeyeHue Nepropa MONYAHUA KOMMYTATOP HE MPUHKUMAET U
HE MHULMMPYET HUKAKMX ayTEHTUGUKALMOHHBIX COOBLLEHNIA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3aTb NPOMEKYTOK BPEMEHMU, MO UCTEYEHUN KOTOPOTO KOM-
MyTaTop nonpobyeT peayTeHTUPULMPOBATL KANEHTA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb NEpUOA, B TeUEHME KOTOPOro KOMMYTaTOP OXKM-
[aeT oTBeTa OT cepBepa ayTeHTUdMKaumm.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBWTb Nepuoj, Mexay NOBTOPHbIMW Nepeaadyamm 3anpo-
COB NpoToKoaa EAP-kAneHTy.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb NPOMEKYTOK BPEMEHM, B TEYEHME KOTOPOro KOMMYyTa-
TOp OXuaaet oTBeta Ha EAP-3anpoc/Kaap naeHTMduKaumm ot
KNMeHTa.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

dotlx guest-vlan vian_id

no dotlx guest-vian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpegenntb roctesyto VLAN.
OTKpbIBaeT HEABTOPU30BAHHbIM NO/Ib30BaTENAM UHTEpdeiica
poctyn K roctesolt VLAN.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

dotlx unauthenticated-vian
vlan

no dotlx unauthenticated-
vilan

vlan_id: (1..4094) /
BbIK/IOYEHO

Onpepenntb HesaperncTpupoBaHHyto VLAN.
OTKpblBaeT nosb3oBaTensm nHtepoeica goctyn Kk VLAN, ecam
cepsep ayTeHTUPUKALUN HeJOCTYNEH.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-type]

no dotlx local-database
username

username: (1..20)
CUMBO/IOB;
password: (1..20)
CUMBO/I0B;
auth-timeout: (1-7200)

[lo6aBuTb B ToKaNbHYyt0 6a3y AaHHbIX MHbOPMaLWio 0
nosib3oBaTene.

Yaanutb nHGOpMaLmio 0 Nonb3oBaTene uU3 oKaabHoli 6asbl
[JaHHbIX.
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnmua 160 — KomaHap! pexkmuma EXEC

3HaueHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuio

dotlx re-authenticate OcyLwecTBUTbL BPYYHYIO NOBTOPHYIO NPOBEPKY NOA/IMHHOCTY YKa-
interface {fastethernet fa_port 3aHHOro NopTa B KOMaHAe.

| gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

show dot1x - MokasaTtb KoHoUrypaumto dotlx.
show dot1x all _ MokasaTtb KoHoUrypaumto dotlx gns Bcex MHTepdencos.
show dot1x interface Mokas3aTb HacTpolikn npoTokona 802.1x Ha uHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

show dotlx mac-info [address mac_address: MokasaTb napameTpbl ceccumn dotlx Nno Bcem mac-agpecam uam
mac] (aa:aa:aa:aa:aa:aa) Nno KOHKpPeTHOMYy mac-agpecy.

show dot1x mac-statistics mac_address: MNokasaTb napameTpbl ceccum dotlx No nopTam MAM NO KOHKPET-
[address mac] (aa:aa:aa:aa:aa:aa) HOMY mac-agpecy.

show dot1x statistics interface MoKasaTb cTaTUCTUKY 0bMeHa nakeTamu dotlx Ha uHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

[Mpumep 8KkAOYEHUA pexrcuma aymeHmugukayuu 802.1x Ha Kommymamope

Ncnonb3osaTb RADIUS-cepBep g8 NpoOBEPKN NOAJANHHOCTU KANEHTOB Ha MHTepdeincax IEEE 802.1X. Ons 8
nHTepdelica Ethernet ucnonbsosatb pexum aytreHTUOMKaumm 802.1x.

console# configure terminal

console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHKkyuu IPv6 RA Guard

dyHKumAa IPv6 RA Guard npefocTaBaseT 3alMTy OT aTaK, OCHOBAaHHbIX Ha paccbliike Noaae/ibHbIX na-
KeToB Router Advertisement, paspeluan OTCbIIKY COOBLLEHUI TONBKO C A0BEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHusa:

console (config) #
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Tabnnua 161 — KomaHabl pexkuma rnobasbHOro KOHGUrypmpoBaHus

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKNtouNTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.
l [aHHasa KomaHAaa oTKAtouYaeT paboty moayns IPv6
H RA Guard c 6e3B03BpaTHbIM yAaneHMem BceX
-/BKAKOYEHO

no shutdown ipv6 snooping

HacTpoek 6,10kKa IPv6 RA Guard.

BKntounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIKOYEHO

PaspelwmnTb KOMMYTaTopy KOHTPO/IMPOBaHWE MNOCPEeACTBOM
dyHKuum IPv6 RA Guard.

BbikntoueHne pyHKummM IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3paTtb U ckoHdurypmposaTb policy IPv6 RA Guard.

Yaanutb policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipvé6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3patb 3anucb B cnucke gocTtyna RA Guard Ha ocHose |IPv6-
npedwkca.

YaanuTb 3anucb B cnmucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

no ipvé6 rag-src-ipvé6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke aoctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YanuTb 3anucb B cnucke goctyna RA Guard.

KomaHObI pexcuma 2106aa6Ho020 KOHu2ypuposaHus policy IPv6 RA Guard

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypuposaHusa policy IPv6 RA Guard:

console (config-rag) #

Tabnnua 162 — KomaHgbl pexkuma KoHdurypuposaHuma policy IPv6 RA Guard

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
device-role {host | router} Bbi6op pexknuma paboTbl nopTa.
Jhost - host — 6n10KkMpoBKa Bcex BxoaALmx RA-coobueHni;

- router — punbTpauma RA-coobLieHMit B COOTBETCTBUM C

HaCTPOEHHbIMW NPaBUNAMM.
other-config flag {on | off | /none YnpasnaTb O-6utom B RA-COOb6LLEHMAX.
none}
managed-config flag{on | off YnpasnaTb M-6utom B RA-cO0bLLEHUAX.

-/none

| none}
router-preference {low | me- _/none YnpasnaTb nonem router-preference 8 RA-coobuieHumnx.

dium | high | none}

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyLectBuTb NpmBA3sKy acl K policy IPv6 RA Guard.

Yaanutb npusasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcyLwectBuTb GpuabTpaumto coobuwieHmnit IPv6 RA Guard no-
npedukKcy.

Yaanutb ¢unbtpaymio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

Ocywwectutb dunbTpauuio coobuweHmii IPvé RA Guard no
IPv6-npedukcy.
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no match rag-src-ipv6-list Ypanute dunbvTpaumto coobuieHunii IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHOUTypupoBaHua nHTepdeiica:

console (config-if) #

Tabnnuya 163 — KomaHabl pexkmma KoHpurypmposaHua nHtepoeiica Ethernet

3HayeHue/3Ha4yeHue no »
KomaHda / Aeiicmeue
YyMOAYAHUIO
ipv6 nd ra-guard Paspewntb KoMmyTaTOpy KOHTPOAUPOBaHUE GyHKUUK IPv6 RA
-/BbIKNIOYEHO Guard Ha uHTepodeiice.
no ipvé6 nd ra-guard Bbikntountb pyHKUMio IPv6 RA Guard Ha nHTepodeiice.
ipv6 nd ra-guard trust- [06aB1Tb NOPT B CNMCOK JOBEPEHHbIX.
state trusted Mo ymonyaHuio Bce NopTbl
ipv6 nd ra-guard trust- ABnATCA untrusted Ypanutb nopt 13 trusted-list.
state untrusted
ipv6 nd ra-guard attach- MpwuBasaTb ckoHbUrypuposaHHbIv policy IPv6 RA Guard K uH-
policy policy_id vlan {add | policy_id: (1..65535); Tepodeiicy.
remove | none} vian_list] vlan_list: (1..4094)
no ipv6 nd ra-guard attach- Yaanutb policy IPv6 RA Guard Ha nHtepdelice.
policy policy_id
KomaHOb! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:
console#
Tabnunua 164 — KomaHabl pexuma Privileged EXEC
3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymMoaA4YaHuto
show ipv6 nd ra-guard Moka3saTb HacTpoliku IPv6 RA Guard Ha nHTpedeiicax.

[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group]

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535) Moka3aTb HacTpolKku noantuk IPvé RA Guard.

show ipv6 nd ra-guard global - Moka3saTb rnobanbHble HacTpoiku IPv6 RA Guard.

4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®dyHKuma IPv6 ND Inspection npeaocTaBaseT 3aWmMTy OT aTaK, OCHOBAHHbIX Ha Paccbl/ike NoAAeNbHbIX
Neighbor Advertisement, paspeLuas OTCbIIKY COOBLLLEHNI TONBKO C A0BEPEHHbIX MOPTOB UM NPU COOTBET-

CTBUU NaAKETa HaCTPOEHHOVI NONNTUKE.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUrypupoBaHus:

console (config) #
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Tabnuua 165 — KomaHabl pexkmma rnobanbHoro KoHGUrypnpoBaHus

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YyMOA4YaHuro
shutdown ipv6 snooping OTKNtouNTb paboty moaynsa IPv6 ND inspection Ha ycTpoi-
cTBE.
JaHHaA KomaHAa OTKAoYaeT paboty moayns IPve
-/BKAIOYEHO I RA Guard u IPv6 ND Inspection ¢ 6e3803BpaTHbIM

no shutdown ipv6 snooping

o yAaneHuem Bcex HacTpoek 610Ka IPv6 RA Guard n
IPv6 ND Inspection.

BKkatounTb paboty moayns IPv6 ND Guard Ha ycTpoiicTBe.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKIOYEHO

Bkntountb PpyHKUMIo IPv6 ND Inspection.

BbikntoueHne pyHKumio IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3paTtb 1 ckoHdurypuposaTb policy IPv6 ND Inspection.

Yaanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.

Ypanutb 3anucek B cnucke goctyna ND Inspection Ha ocHOBa-
Huw src ipv6-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr 8 3aronoske ICMPV6.

Yaanutb 3anuck B cnmucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPV6.

KomaHObI pexcuma KoHguaypuposaHus policy IPv6 ND Inspection

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHPUrypuposaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 166 — KomaHabl pexkuma KoHdurypuposaHua policy IPv6 ND Inspection

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
override-flag {on | off | Onpegaenntb 3HaueHue dnara override 8 NA-coobLLeHUnAX.
none} -/none
router-flag {on | off | none} -/none Onpeaenntb 3HayeHue dnara router 8 NA-coobuieHUnAXx.
solicited-flag {on | off | _/none OnpeaennTb 3HayeHue dnara solicited B8 NA-coobuieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuwecTteuTb npmesasKy src-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb Npueasky tgt-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npuesasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:
(1..65535)

OcyuwectBuTb NpuBA3Ky tgt-mac-acl Kk policy IPv6 ND Inspec-
tion.
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no match tgt-mac-acl tgt-
mac-list_num

YpanuTe npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoOHGUIypupoBaHua nHTepdeiica:

console (config-if)#

Tabnnua 167 — KomaHabl pexkmma KoHPurypmposaHua nHtepoeiica Ethernet

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aeiicmeue

ipv6 nd inspection
-/BbIK/IlOYEHO

no ipv6 nd inspection

Bkntountb PyHKUMIo IPv6 ND Inspection Ha uHtepdelice.

Bbikntountb pyHKuMio IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted Mo ymonyaHuio Bce NopTbl

ABnaTCA untrusted

ipv6 nd inspection trust-
state untrusted

[006aBWTb NOPT B CMUCOK [OBEPEHHDIX.

Y4anuTtb NopT U3 CNMUCKa AOBEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

no ipv6 nd inspection at-
tach-policy policy_id

MpwuBasaTb ckoHPUrypupoBaHHbIN policy IPv6 ND Inspection k
nHTepoency.

MonutuKa He moxKeT 6bITb NPUBA3aHa K HTEpdeiAcy,
. HaxoAALEeMYyCcA B CNUCKe AOBEPEHHbIX NOPTOB.

Ypanutb policy IPv6 ND Inspection ¢ nHTepdeiica.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxume Privileged EXEC:

console#

Tabnvua 168 — KomaHgbl pexkmuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group ]

MokasaTb HacTpoliku IPv6 ND Inspection Ha HTpedelicax.

show ipv6 nd inspection policy

[policy_id] policy_id: (1..65535)

MoKas3aTb HacTpolikm noantuk IPv6 ND Inspection.

show ipv6 nd inspection src- src-addr-acl_num:

MokasaTtb HacTpolikm IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTtb HacTpolikm IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global -

MokasaTb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.22 ®dyHKuum DHCP Relay nocpegHuka

KommyTatopbl nogaepmeatot ¢yHKumMn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa aBnsetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy M 0b6paTHO B caydae, ecnn DHCP-cepBep HaxoauTca B 04HOM
CeTH, a KAneHT B apyron. Opyroi ¢yHKUMel anserca gobasneHne AONOAHUTENbHbIX onuuii B DHCP-

3anpocbl KAMeHTa (Hanpumep, onuuun 82).
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MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOP NPUHUMAET OT KamneHTa DHCP-
3anpocol, NepesaeT 3TM 3anpochl cepBepy OT UMEHM K/IMEHTa (0CTaBAs B 3anpoce onuuu ¢ Tpebyembimm
KIMEHTOM MapameTpamMm W, B 3aBUCUMOCTM OT KOHUrypaumm, aobasnsaa ceoun onuuu). Monyyms oTeeT oT
cepBepa, KommyTaTop nepegaet ero KameHTty. CoBmecTHan pabota dhcp relay n dhcp snooping B Tekyuen
BEpPCUN HEBO3MOMKHaA.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 169 — KomaHabl pexuma rnobanbHoM KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymMmoa4YaHuro
ip dhcp relay BKkatounTb PpyHKUM0 DHCP Relay areHTa Ha KommyTaTope.
Ecnu DHCP Relay BkntoueH rno6anbHo, HO He BK/IKOYEH HA
-/BbIKNOYEHO V otaenbHbix VLAN, To Relay 6yget paboTtaTb Ha BCeX aKTUB-
Hbix VLAN.
no ip dhcp relay BbikntounTb dyHKuno DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apatb IP-agpec aoctynHoro DHCP-cepsepa ana DHCP Relay
src_port: (1..65535);
[source-port src_port] areHTa.
. dst_port: (1..65535);
[destination-port dst_port]
ipdh | ip_add Moxer boiTo 33AaHo Ao Y, IP DHCP DHCP Rel
no ip dhcp relay server ip_a NATA CEPBEpOs fanuTb IP-agpec u3 cnucka -cepBepoB Ann elay
areHTa.

KomaHObI pexcuma KoHgu2ypayuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnuua 170 — KomaHapl pexkuma KoHdurypaumm VLAN

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuro
ip dhcp relay Bkntountb PyHKumto DHCP Relay areHTa ana KoHburypupyemoro
VLAN.
-/BbIK/IOYEHO
no ip dhcp relay Bbikntountb dpyHKkumto DHCP Relay areHTa ans KoHGUrypupyemoro
VLAN.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnuya 171 — Komangb! pexkuma EXEC
3HayeHue/3HavyeHue ”
KomaHda / Aeilicmeue
no ymoa4aHuro
show ip dhcp relay information fa_port: (0/1..24); OT06pasnTb KoHOUrypaumio HacTpoeHHon ¢yHKumMm DHCP Relay
{fastethernet fa_port | giga- gi_port: (0/1..28); areHTa An1a KOMMYyTaToOpa W OTAENbHO AN MHTepdencoB, a TakKe
bitethernet gi_port | tengiga- te_port: (0/1..6); CMUCOK AO0CTYMHbIX CEPBEPOB.
bitethernet te_port | vlan vian} vlan: (1..4094)
show dhcp server - OT06pPa3nTb CMMCOK AOCTYMNHbIX CEPBEPOB.
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4.23 KoHdurypauua DHCP-cepBepa

' DYHKUMA NoaAepKUBAETCA TONIbKO Ha mogenax MIES2424, MES2424B, MES2424P, MES2448,
= MES2448B, MES2448P, MES2411X.

DHCP-cepBep OCYLLECTBASET LeHTPa/IM30BaHHOE YNpaB/ieHNe CeTeBbIMM afpecaMmm U COOTBET-
CTBYIOLLMMMN KOHPUIYyPaLMOHHBIMKM NapameTpamu, aBTOMATMYECKU MPeaocTaBadans UX KauveHTam. ITo
no3sBonneT usbexkarb Py4HOW HACTPOWMKM YCTPOMCTB CETU U YMEHbLLAET KOJIMYECTBO OLUMOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-kaneHT (nonyyeHne cobecreeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kak DHCP-cepep. B cnyyae ecnm DHCP-cepBep OTK/OYEH, TO KOMMYTATOP MOKET
pabotatb c DHCP Relay.

KoHourypuposaHue onunini DHCP-cepBepa BO3MOXKHO KaK M3 pexknma rnobanbHon KoHdUrypaumuu,
TaK U U3 pexxnma KoHdurypuposaHus DHCP-nyna agpecos. B pexkume KoHourypmuposaHua DHCP-nyna aa-
pecoB ecTb BO3MOMHOCTb HAacTPaMBaTh CTaTUYECKME 3anuUcK.

V Mpu ogHOBpemeHHO HacTpoiike 3HaueHui onuuit DHCP-cepBepa B pexkume rnobanbHom
KoHdurypauum, pexkume KoHourypuposaHmua DHCP-nyna agpecos u HacTpoitke host-
3anuceit Bblaaya onumii 6yaeT ocyLLecTBAATLCA B COOTBETCTBUU CO C/IeAYIOWMUM Npuopute-
TOM:
1. Hactpoiika cTratuyecKoii sanucm.
2. Hactpoiika gnsa pool.
3. Fnob6anbHaA HacTpoiika.

KomaHObI pexcuma 210b6anbHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM pexknma riobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnvua 172 — KomaHabl pexkmma rnobanbHomn KoHdurypaumum

3HayeHue/3Ha4yeHue "
Komanda / Aelicmeue
o yMOMYAaHUIO
ip dhcp server BkntoueHune ¢pyHKunn DHCP-cepBepa Ha KommyTaTope.
- -/BbIK/IOYEHO
no ip dhcp server BbikntoueHne dpyHKumm DHCP-cepBepa Ha KommyTaTope.
ip dhcp pool {number} BoliTn B pexxum KoHdurypaumm DHCP-nyna agpecos DHCP-
[name] cepsepa.
- number — Homep DHCP-nyna agpecos;
number: (1..2147483647) | - name —uma DHCP-nyna agpecos.
name: (1..64) cumBonos

, MakcumanbHo gonyctumoe Konmdectso DHCP pool

o YyKasaHo B Tabnuue 9.
no ip dhcp pool {number} Yaanute DHCP-nyn ¢ 3af@aHHbIM MMEHEM.
ip dhcp server excluded- YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHayaTb
address low_address ana DHCP-knueHTOB.
[high_address] - low-address — HayanbHbIM IP-agpec AnanasoHa;

- - high-address — KoHeuHbI# |IP-agpec granasoHa.
no ip dhcp server Yaoanuts IP-agpec U3 cnmcka UCKAYeHW AN1A Ha3HaYeHus ero
excluded-address low_ad- DHCP-knueHTam.
dress [high_address]
ip dhcp server bootfile name . YKaszaTtb ums ¢aina, ncnosibyemoro 414 HauyaibHOM 3arpysku
filename: (1..64)
DHCP-knueHTa.
- - CMMBO/I0B

no ip dhcp server bootfile YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
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ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo ymonuyaHuio cnmucok
MapLUPYTU3aTOPOB He
onpegeneH

OnpeaennTb CNUCOK MapLpyTU3aTOPOB MO YMOJYaHWUIO ANs
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopoB, Mo-
YET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-agpec mapLupyTM3aTopa A0MKeH 6biTb B TOW Xe
H NOACETH, YTO U KUEHT.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH

Onpegenutb cnucok DNS-cepBepoB, 4OCTYNHbIX AN1A KIMEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
copepkaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBO/I0B

Onpegenutb gomeHHoe nma gna DHCP-knneHToB.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHuio cnmucok
WINS-cepBepoB He
onpeaeneH

Onpegenntb cnncok WINS-cepsepoB, AOCTYMNHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, MoxeT
coAeprKatb A0 8 3anucei, pasgeneHHbIx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node | h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpeaeneH

Onpegenutb TMnN y3na NetBIOS Microsoft ana knnentos DHCP:
- b-node — WMpoKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rnbpuaHbIn.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp server next-server
ib_address

no ip dhcp server next-server

Mcnonb3osatb ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(Kak npaBuno, TFTP-cepBepa), C KOTOPOro A0KEH BbITb Noay-
YeH 3arpy3oydHbii dan.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymonyaHumio cnucok
cepBepoB He onpegeneH

OnpenenuTb CMUCOK CEPBEPOB BPEMEHM, LOCTYMHbIX AN KAW-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHu, Mo-
KeT cogepaTb A0 8 3anuceid, pasgeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo ymonyaHuio cnuncok
SIP-cepBeposB He
onpegeneH

Onpenenutb cnncok SIP-cepBepoB, AOCTYMHbIX ANA KANEHTOB
DHCP.

- domain_name_list — cnncoKk fOMeHHbIX nmeH SIP-cepsepos,
MOXET COAepNKaTb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcmanbHaa AnHa CTPOKM — 125 cumBo0B.
-ip_address_list —cnucok IP-agpecos SIP-cepBepoB, MOXKeT co-
AepaTb A0 8 3anuceit, pasgeneHHbix npobenom.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

ip dhcp server vendor-specific
ascii_string

ascii_string: (1..128)

OnpeaennTb COOTBETCTBME MeXAY OnpeaseHHbIMU ONuUUAMMK
DHCP ¢ KOHKpeTHbIM BEHAO0POM.

no ip dhcp server vendor- CMMBONOB YCTaHOBWTb 3HaYeHUe No YMONYAHUIO.
specific

ip dhcp server option code HacTtpouTb onumm DHCP-cepBepa.
{boolean bool_val | ascii - code — kog, onuyn DHCP-cepBepa;
ascii_string | ip ip_address_list code: (0..255); - bool_val — nornyeckoe 3HayeHue;

| hex hex_string | none}

no ip dhcp server option code

bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cayyasx
MOXKET coaeprKaTb A0 8 3anuceit);

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanutb onuuun ana DHCP-cepsepa.

ip dhcp server offer-reuse
time

time: (1..120) cekyHz,

3agatb Bpemsa, B TedyeHne kotoporo DHCP-cepsep oxuaaet
DHCP REQUEST ot kKaneHTa, npexae 4yem noBTOPHO OTNPaBUTb
OFFER.
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no ip dhcp server offer-reuse

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

ip dhcp server ping-packets

-/BblK/lOYEHa

no ip dhcp server ping-packets

Bkntounts nepepady ICMP-3anpocoB Ha HasHavaemblit |P-
afpec, 4To6bl MPOBEPUTL 3aHATOCTb agpeca, NpPexae Yem oH
byaeT HazHayeH DHCP-knneHTy.

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KomaHAHOM CTPOKM B pexnume KoHdurypaummn nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnuya 173 — KomaHgbl pexkmma KoHpurypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

network low_address mask
high_address |
network_number

3afaTb AMana3oH BblAaBaEMbIX a4PECcOB A YKa3aHHOro
DHCP-nyna.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIM IP-agpec Anana3oHa aApecos;
- high_address — KoHeuHbIW |IP-agpec gMana3oHa aapecos;
- mask — macKa nogcetu.

no network Ypanutb gnanasoH agpecos DHCP-nyna.
lease {days [hours [minutes]] | Bpemsa apeHab! IP-agpeca, KoTopoe HaszHayeHo oT DHCP.
infinite} - infinite — Bpems apeHgbl He OrpaHNYeHo;
- days — Konn4yecTso gHel;
-/1 peHb - hours — KonnMyecTBO Yacos;
- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasaTb IP-agpeca, koTopble DHCP-cepBep He 6yaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV IP-agpec gManasoHa.

Yaanutb IP-agpeca M3 cnucka UCKAOYEHUI ANA Ha3HavyeHuA
ero DHCP-knueHTtam.

bootfile filename .
filename: (1..64)

CMMBOJ1I0B

no bootfile

YKa3zaTb uma ¢aitna, Ucnonbyemoro gaa HavaabHOW 3arpysKu
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

default-router ip_address_list

Mo ymonYaHuto cnncok
MapLLpPYTU3aTOPOB He
onpegeneH

no default-router

OnpeaennTb CNMCOK MapLIPYTM3aTOPOB MO YMOMYAHUIO AN
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopos,
MOXET coepKaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-apgpec mapLupyTU3aTopa A0MKEH 6bITb B TOM XKe
e NOACETH, YTO U KUEHT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
Mo ymon4yaHuio Crncok
DNS-cepsepoB He
onpepeneH

no dns-server

Onpepenutb cnncok DNS-cepBepoB, AOCTYMHbIX ANA KAWEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
cofepKaTb A0 8 3anucel, pasaeneHHbix npobesom.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

domain-name domain domain: (1..128)

CMMBO/1I0B

no domain-name

Onpegenutb gomeHHoe uma gna DHCP-knneHToB.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

netbios-name-server

. . Mo ymon4yaHuio Cnmucok
ip_address_list 4

WINS-cepBepoB He
onpepeneH

no netbios-name-server

Onpepenntb cnncok WINS-cepsepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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netbios-node-type {b-node | p-

node [ m-node | h-node}
Mo ymonyaHuto TMn y3na

NetBIOS He onpegeneH

no netbios-node-type

Onpegaenntb TN y3na NetBIOS Microsoft ans kaneHtos DHCP:
- b-node — WWMpOKOBELLATE/bHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

next-server ip_address

no next-server

Mcnonb3osaTtb Ana ykasaHua DHCP-knueHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/KeH BbITb NONy-
YeH 3arpy3odHbIi dann.

YCTaHOBUTb 3HAYeHUE NO YMOIHaHUIO.

ntp-server ip_address_list
Mo ymonyaHuio cnncok
CepBepoB He onpeaeneH

no ntp-server

OnpefenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANA KK-
eHTos DHCP.

- ip_address_list —cnucok IP-appecos cepBepoB BpeMeHU, MO-
XeT cogeprkaTb A0 8 3anuncel, pasgaeneHHbix npobesom.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

sip-server {domain
domain_name_list | ip

ip_address_list
P- sty Mo ymonuyaHuio cnmucok

SIP-cepseposB He
onpegeneH

no sip-server

Onpegenutb cnncos SIP-cepsepoBs, AOCTYNHbIX ANA KINEHTOB
DHCP.

-domain_name_list — cnucoK fomeHHbIX UMeH SIP-cepBe-pos,
MOKET coep:KaTb 40 2 3anucen, pasgeneHHbIx npobenom.
MaKkcMmanbHaa ganHa CTpPokn — 125 cumeonos.

- ip_address_list — cnucok IP-agpecoB SIP-cepBepoB, MOMKET
coaeprKatb A0 8 3anucei, pasgeneHHbIx npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

vendor-specific ascii_string
ascii_string: (1..128)
CMMBOJI0B

vendor-specific

OnpenennTb COOTBETCTBUE MEXAY ONpeneneHHbIMU onuu-
AMU DHCP ¢ KOHKpPETHbIM BEHAOPOM.
- ascii_string — cTpoka B ¢popmate ASCII.

YCTaHOBUTb 3HAYEHMe No YMO4aHUIO.

option code {boolean

bool_val | ascii ascii_string | ip
ip_address_list | hex
hex_string | none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

no option code

HacTtpouTtb onumn DHCP-cepsepa.

- code — kog onuyn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX CyYanx
MOMKET COAEPNKaTb A0 8 3anucen);

- hex_string — cTpoka B 16-om popmare.

Ypanutb onunun gna DHCP-cepsepa.

utilization threshold
percentage percentage: (0..100);

-/75 npougeHToB

no utilization threshold

3a4aTb 3HA4YeHMe B NPOLLEHTaX, NPU KOTOPOM byaeT creHepu-
poBaHO coobLLeHNe O 3aNONHEHUW Nyaa A0 YKa3aHHbIX rpa-
HUU,

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

[Mpumepbl UCM016308AHUS KOMAHO

HacTtpoutb DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-KaneHTOB: umAa gomeHa — test.ru, wnto3
no ymonyaHuto —192.168.45.1 n DNS-cepsep —192.168.45.112.

console#
console# configure terminal
console (config) # interface vlan !

console (config-if) # ip address 192.168.45.1 255.255.255.0

console (config-if)# exit
console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

)
console (dhcp-configqg)
console (dhcp-configqg)
console (dhcp-config)
console (dhcp-config)
192.168.45.250
console (dhcp-config) #
192.168.45.254
console (dhcp-config) #
192.168.45.113

(
(
(
(
console (dhcp-confiqg) #
(
(
(
(

network 192.168.45.0 255.255.255.0

# domain-name test.ru

# dns-server 192.168.45.112

# default-router 192.168.45.1

# host hardware-address aa:bb:cc:dd:ee:ff ip

host hardware-address aa:bb:cc:dd:ee:ff ntp-server

host hardware-address aa:bb:cc:dd:ee:ff dns-server
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[Mpumepsbl HacmpolKu onyul

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-knmneHTOB cnegytowme onumn: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config)# interface vlan I

console (config-if) # ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config)# ip dhcp server

console (config) # ip dhcp pool I test

console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config) # option 3 ip 192.168.45.1

console (dhcp-config)# option 12 hex 686f73746e616d655£74657374
console (dhcp-config) # option 15 ascii test.ru

console (dhcp-confiqg)

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anuceti DHCP-cepsepa

#
#
#
# option 19 boolean

B npumepe 3HaueHue onuuu 12 nepesegeHo u3 ascii B hex.

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume KoHdurypaummn nyna DHCP-cepsepa:
console# configure
console (config) # ip dhcp pool 1 test

console (config-dhcp) #

Tabanua 21 — KomaHgbl pexknuma rnobanbHoin KoHoUrypaumm

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

host client-identifier hex
hex_string ip ip_address

hex_string: (1..156)
CYMBO/10B

no host client-identifier hex
hex_string ip

3apaThb ip-agpec ANA YCTPOWCTBA € YKa3aHHbIM MAEHTUUKa-
TOpOM.

- hex_string —vnaeHTUdMKATOP KANEHTA, NPeACTaBAAOLWNIA CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, HasHa4yaembl kKnneHTy DHCP-cepse-
pa.

YAanuTb CTaTUYECKYIO 3anuncb, COOTBETCTBYIOLLYIO K/MEHTY C
yKa3aHHbIM UAeHTUMKATOPOM.

host client-identifier hex
hex_string bootfile filename

hex_string: (1..156)
CUMBO/IOB;
filename: (1..64)

no host client-identifier hex
hex_string bootfile

Co3patb CTaTUYECKYIO 3anucCb ANA K/AMEHTA C YKa3aHHbIM
NAEHTUOVMKATOPOM.

- hex_string — vaeHTUUKATOP KAMEHTA, NPeACTaBAAOLWMIA
coboii hex-cTpoky;

- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢aiina.

Y[anuTb CTaTUYECKYHO 3aMnuCb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

hex_string: (1..156)
CMMBOJIOB

no host client-identifier hex
hex_string default-router

OnpeaennTb CNMCOK MapLIPYTM3aTOPOB MO YMOMYAHUIO AN

yKa3saHHoro kaneHta DHCP-cepsepa:

- hex_string — naeHTUPUKATOP KNNEHTA, NPEACTaBAAIOLMIA

coboit hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopoB, MO-

YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-apgpec mapLpyTM3aTopa A0JIKEH 6bITb B TOM Xe

. NOACETH, YTO U KUEHT.

Y[anuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM MaeHTUdUKaTopom.
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host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CMMBOJI0B

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX ANA CTaTUYe-
CKOW 3anu1cK € YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTUPUKATOP KNMEHTa, NpeaCcTaBAAIOWNIA
coboii hex-cTpoky;

- ip_address_list — cnncok IP-agpecos mapLupyTU3aTopos, Mo-
XeT cogeprkaTb A0 8 3anuncei, pasgeneHHbix npobenom.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KUEHTY C
YKa3aHHbIM UAeHTUdUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CMMBO/IOB;
domain: (1..128) cumso-
nos

OnpeaennTb SOMEHHOE MMA AR CTAaTUYECKOM 3amncucK ¢ yKa-
3aHHbIM MAEHTUDUKATOPOM.

- hex_string — naeHTUdUKATOP KANEHTA, NPEACTaBAAOLLNIA
coboit hex-cTpoKy.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KUEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server ip_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpeaenntb cnncok WINS-cepBepos, o1a cTaTUYECKOM 3a-
MUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUOUKATOP KNNEHTA, NPeACTaBAOLWMIA
coboit hex-cTpoKy;

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, Mmo-
JKET coAep:KaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CMMBOJ/I0B

Onpeaenutb TMN y3na NetBIOS Microsoft ana Tatuyeckoi 3a-
MUCU C yKa3aHHbIM MaeHTUdMKaTopom:

- b-node — WMpoOKoBELWATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIi.

- hex_string — naeHTUOUKATOP KAMEHTA,
coboit hex-cTpoKy.

npeAcTaBAoWMIA

Y4anuTb CTaTUYECKYHo 3anucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBO/I0B

OnpeaennTb ANA CTaTUHECKOM 3annCK € YKa3aHHbIM UAEHTU-
duKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MONYYEH 3arpy304HbIi daiin.

- hex_string — naeHTUOUKATOP KNNEHTA, NPeACTaBNAOLWMIA
coboit hex-cTpoKy.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYHO KJUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CMMBOJ/I0B

Onpegenset CN1COK CepBepoB BPeMeHMU, A1A CTaTUYECKOW
3anucK € yKasaHHbIM NAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-afpecos cepBepoB BpeMeHH,
MOXKEeT codepraTb A0 8 3anucen, pasgesieHHblx Npobesom;
- hex_string — naeHTMGUKATOP KNMEHTa, NPeaCTaBAAOWMIA
coboit hex-cTpoKy.

YAanuTb CTaTUUYECKYH 3aMucb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CMMBOJIOB

Onpepenntb cnucos SIP-cepsepos, AOCTYNHbIX ANA CTaTUYe-
CKOW 3anu1cK € YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTUPUKATOP KNMEHTa, NPeaCcTaBNAOWNIA
coboit hex-cTpoKy;

- domain_name_list — cnucok AOMeHHbIX MMeH SIP-cepsepos,
MOXKEeT cofeprKaTb A0 2 3anuceld, pasaesieHHbIX Npobaiom.
MaKcumanbHasa ganHa cTpoku 125 cumBonos.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbix Nnpobesom.

YAanuTb CTaTUYECKYH 3aMucb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UaeHTUbUKaTopom.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

149



HELTEX

host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/I0B;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CMMBO/I0B

OnpeaennTb yKasaHHble ONLMU ANA CTAaTUYECKOW 3anncu ¢
3aZaHHbIM UAEHTUDUKATOPOM.

- hex_string — naeHTUdUKaATOP KANEHTA, NPEACTABAAOLLNN
coboli hex-cTpoky;

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHuUe;

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CayYasnx
MOXKET coaeprKaTtb A0 8 3anucei);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO K/NEHTY C
YKa3aHHbIM MAeHTUGUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
C“MBO/I0B

YAanuTb BCe ONUMM Ha3HAYeHHble A1A CTaTUYECKOM 3anncu ¢
YyKasaHHbIM MAeHTUOUMKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
C“MBO/IOB

Co34aTb CTaTUYECKYIO 3aNUCb ANA KNMEHTA C YKa3aHHbIM
naeHTUPUKaTopom.

- ascii_string — naeHTMPUKATOP KNNEHTa, NPeaCcTaBNAOLWMI
coboli ascii-CcTpoky;

- ip_address — IP-agpec, HazHaYaemblit KnneHTy DHCP-cep-
Bepa.

Y4anuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/I0B;
filename: (1..64)

Co3faTb CTaTMYECKyl 3anucb A1A K/AMEHTa C YKasaHHbIM
NUOEHTUOUMKATOPOM.

- ascii_string — naeHTUdUKATOP KAMEHTa, MPeACTaBAAOLLMIA
coboW ascii-cTpoky;

- filename — HanmeHoBaHWe 3arpy3oyHoro ¢anna.

YAanuTb CTaTUYECKYH 3anuncb, COOTBETCTBYIOLLYIO K/IMEHTY C
yKa3aHHbIM UAeHTUGUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
C“MBO/IOB

OnpegenuTb CNUCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKON 3a-
MUCK C YKa3aHHbIM YAEHTUPUKATOPOM.
- ascii_string — naeHTMPUKATOP KNAMEHTa, NPeaCcTaBNAOLWMIA
coboW ascii-CTpoky;
- ip_address_list — cnucok IP-agpecos mapLipyTU3aTopos, A0-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogepaTtb Ao 8 3a-
nucen.

IP-agpec mapLlupyTM3aTopa A0/KeH 6bITb B TOM Ke

. NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYIO 3anuncb, COOTBETCTBYIOLLYIO KIMEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBOJIOB

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX A4NA CTaTU4e-
CKOM 3aMm1CH C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
copepkaTb 40 8 3anuceit, pasgeneHHblx npobenom;

- ascii_string — naeHTUPUKATOP KNNEHTA, NPeaCcTaBNAOLWMIA
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYHO 3aMnuCb, COOTBETCTBYIOLLYIO KAWUEHTY C
YKa3aHHbIM UAeHTUbUKATOpOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CUMBO/IOB;
domain: (1..128)
CUMBOIOB

OnpefenvTb JOMEHHOE UMA A1 CTaTUYECKOW 3arcncy C yKa-
3aHHbIM MAEHTUUKATOPOM.

- ascii_string — naeHTUOMKATOP KNMEHTa, NpeaCcTaBAAoWmi
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYIO 3aMnuCb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAeHTUbUKATOpOM.

host client-identifier ascii
ascii_string netbios-name-
server ip_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CYMBO/I0B

Onpegenntb cnnucok WINS-cepBepoB, g5 CTaTUYECKOM 3a-
NMUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- ascii_string — naeHTUdUKaTOP KANEHTA, NPEeACTaBAAOLLNIA
cobolt ascii-CcTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YAanuTb CTaTUYECKYHo 3anucb, COOTBETCTBYIOLLYHO KNUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.
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host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBOJI0B

Onpegenntb TMN y3na NetBIOS Microsoft ansa Tatnyeckon 3a-
MUCKU C YKa3aHHbIM AeHTUGUKaToOpom:

- b-node — WMpPOKOBELWATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIi.

- ascii_string — naeHTMdUKATOP KNMEHTA, NPeACTABAAOLWNIA
coboli ascii-CTpoKy.

YanuTb CTaTUYECKYo 3anucb, COOTBETCTBYHIOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CUMBOJI0B

OnpeaenvTb AN CTaTUYCKOM 3anNnCK C YKa3aHHbIM UAEHTU-
¢durKaToOpM agpeca cepsepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOro A0/1KeH BbITb NOMYyYEH 3arpy304HbIi daiin.

- ascii_string — naeHTUUKaTOP KANEHTA, NPEeACTaBAAOWMN I
coboli ascii-CTpoKy.

YanuTb CTaTUYECKYLo 3anucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM naeHTUdMKaTOpoM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBO/10B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, A1A CTAaTUYECKOM
3aNMUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMEHH,
MOMKET coaeprKaTb A0 8 3anucel, pasgefieHHbix npobesnom;
- ascii_string — naeHTMdUKaTOP KNMEHTa, NPeaCcTaBNAOLWMNIA
cobolt ascii-cTpoky.

YpanuTb CTaTUYECKYHO 3amnucb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CMMBO/IOB

Onpepgenntb cnmncos SIP-cepBepoB, AOCTYNHbIX ANA cTaTU4Ye-
CKOW 3anucu € yKa3aHHbIM MAEHTUPUKATOPOM.

- asccii_string — naeHTUGMKATOP KANEHTa, NPeACTaBAAOLMIA
cobolt ascii-cTpoky;

- domain_name_list — cnucok fomeHHbIX UMeH SIP-cepsepos,
MOKET COAEepPKaTb 40 2 3anucel, pasgesieHHbIx npobenom.
MaKcumanbHasa aanHa CTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbix Nnpobesom.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CMMBOJIOB;
hex_string: (1..128)
CMMBOIOB;
ascii_string: (1..128)
CMMBO/IOB

OnpeaenvTb yKasaHHbIe ONUMK AN CTAaTUYECKOM 3aMucK C
3a4aHHbIM UAEHTUOUKATOPOM.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoKy;

- code — kog onuyn DHCP-cepsepa;

- bool_val — nornyeckoe 3HayeHue;

- option_ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnncok IP-agpecos (B HEKOTOPbIX CNy4Yanx
MOXKET COAEePMKaTb A0 8 3anucen);

- hex_string — cTpoKa B 16-om ¢popmare.

YAanuTb CTaTUUYECKYH 3anucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBO/IOB

YaanuTtb BCe onuum, HazHayeHHble ANA CTAaTUYECKOM 3anucK ¢
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co34aTb CTaTUYECKYIO 3aNUCb A1 KNMEHTA C YKa3aHHbIM
NaeHTUGMKaTOPOM.

- mac_address — naeHTUGUKATOP KAMEHTa, NPeaCcTaBAAOWMIA
coboit MAC-agpec ycTpoMncTBa;

- ip_address — IP-agpec, HazHayaembli kKnneHTy DHCP-cep-
Bepa.

Y4anuTb CTaTUYECKYIO 3anucb, COOTBETCTBYIOLWLYIO KAMEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

host hardware-address
mac_address bootfile file-
name

filename: (1..64)

Co3aaTb CTaTUYECKYIO 3annCb A1 KAMEHTA C YKa3aHHbIM
naeHTuduKaTopom.

- mac_address — ngeHTUOMKATOP KANEHTa, NPeaCcTaBAAOLLNIA
coboit MAC-aapec ycTponcTBa;

- filename — HaumeHoBaHwWe 3arpy3odHoro daina.
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no host hardware-address
mac_address bootfile

YAanuTb CTaTUYECKYIO 3anuncb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpeaennTb CNMMCOK MapLIpyTU3aTOPOB A/1A CTAaTUYECKON 3a-
NUCU C YKa3aHHbIM yaeHTUdUKaTopom.
- mac_address — naeHTUOUKATOP KMEHTa, NpeACcTaBAAOLWMA
coboit MAC-agpec ycTpoicTBa;
- ip_address_list — cnucok IP-agpecoB mapwpyTM3aTopos., 40-
CTynHbIX KAneHTy DHCP-cepBepa. MoxeT cogepKaTtb A0 8 3a-
nucen.

IP-agpec maplupyTM3aTopa A0KeH 6bITb B TOM Ke

. NOACETH, YTO U KIUEHT.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO K/MEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpeaenntb cnnucok DNS-cepBepoB, JOCTYMHbIX 414 CTaTUYe-
CKOW 3anmncK ¢ yKasaHHbIM aeHTUdUKaTopom.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MoxeT
copepKaTb A0 8 3anuceld, pasgeneHHbIx npobenom;

- mac_address — naeHTUOUKATOP KMEHTa, NpeacTaBAAoLWMIA
coboit MAC-agpec ycTpoicTsa.

YLanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
C“MBO/I0B

Onpefenntb SOMEHHOE MMA 418 CTAaTUYECKOW 3anncK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeacTaBAAoLWMIA
coboit MAC-agpec ycTpoicTsa.

Y4anuTb CTaTUYECKYHO 3aMMUCb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address netbios-name-
server ip_address_list

no host hardware-address
mac_address netbios-name-
server

Onpegenntb cnnucok WINS-cepBepoB, o5 CTaTUYECKOM 3a-
NUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWMIA
coboii MAC-agpec ycTpoicTBa;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moxeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KNUEHTY C
yKa3aHHbIM UAEeHTUGUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpeaenutb TMN y3na NetBIOS Microsoft ans ctatuyeckom
3aMMCH C YKa3aHHbIM UAEHTUOUKATOPOM:

- b-node — lWMpOKoBeLATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUHMPOBaHHbIN;

- h-node — rnbpuaHbIn.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAoWMI
coboit MAC-agpec ycTpoiicTsa.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpepenuTb ANA CTaTUHECKOM 3anNnCK € YKa3aHHbIM MAEHTU-
¢durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOTO A0/KEH ObITb NONYYEH 3arpy304HbIi dain.

- mac_address — naeHTMUKATOP KAMEHTa, NPeacTaBAAOLLMNA
coboit MAC-agpec ycTpoicTsa.

Y4anuTb CTaTUYECKYIo 3anmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaennTb CNUCOK CEPBEPOB BPEMEHW ANA CTaTUYECKOM 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPEMEHMU,
MOMKET coaepKaTb 40 8 3anuceit, pasgeneHHblx npobenom;

- mac_address — naeHTUOUKATOP KNMEHTa, NPeaCTaBAAoLWMI
coboit MAC-agpec ycTpoiicTaa.

YLanuTb CTaTUYECKYto 3aMucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.
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host hardware-address Onpenenntb cnucok SIP-cepeepoB, AOCTYMNHbIX A4N1A CTaTU4e-
mac_address sip-server {do- CKOW 3aNUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

main domain_name_list | - mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
ip ip_address_list} coboit MAC-agpec ycTpoMncTBa;

- domain_name_list — cnucok AoMeHHbIX UMeH SIP-cepsepos,
- MOXKEeT cofeprKaTb A0 2 3anucel, pasgeneHHbix npobenom.
MaKkcmanbHaa ganHa CTPoKn — 125 cumBeonos;

- ip_address_list — cnucok IP-appecos SIP-cepsepoBs, moxkeT
cofep:KaTb A0 8 3anuceld, pasfeneHHbIX Npobesom.

no host hardware-address YAanuTb CTaTUYECKYI 3aNUCb, COOTBETCTBYIOLLYIO KAWEHTY C
mac_address sip-server YKa3aHHbIM NaeHTUMKATOPOM.

host hardware-address OnpeaennTb yKasaHHble ONUMK AN CTaTUYECKOM 3anucK C
mac_address option 334aHHbIM NAEHTUDMKATOPOM.

code {boolean bool_val | ascii - mac_address — naeHTUOUKATOP KAMEHTa, NPeACcTaBAAOWNIA

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)

ascii_string | ip ip_ad-
dress_list | hex hex_string |

coboit MAC-agpec ycTpoMCTBa;
- code — kog onuyn DHCP-cepBepa;

none} - bool_val — nornyeckoe 3HayeHue;
CUMBOJIOB; L
. - ascii_string — cTpoka B ¢popmate ASCII;
hex_string: (1..128) . .
- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cy4Yanx
CMMBO/IOB. o
MOXKET COAEPMKaTb A0 8 3anucen);
- option_hex_string — cTpoKa B 16-om ¢popmarTe.
no host hardware-address YAanuTb CTaTUYECKYIO 3anuCb, COOTBETCTBYIOLLYIO KAWEHTY C
mac_address option code YKa3aHHbIM NaeHTUMKATOPOM.
no host hardware-address YaanuTb Bce onumn, HasHaYeHHble ANA CTaTUYEeCKOM 3anucK C
mac_address YKa3aHHbIM NaeHTUGUKATOPOM.

[Mpumep HacmpolKu cmamuyeckoli 3anucu

HasHauuTb ycTporictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
MeHun —192.168.45.254 1 DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config)# interface vlan 1

console (config-if) # ip address 192.168.45.1 255.255.255.0

console (config-if)# exit

console (config)# ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config) # network 192.168.45.0 255.255.255.0

console (dhcp-config)# host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 174 — KomaHabl pexkuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymos4YaHuro
clear ip dhcp server binding Y8anuTb 3anucu 13 Tabaumubl cooTBeTCTBUA GU3NMYECKMX agpe-
[ip_address] - COB M a4pecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4YeHHbIn DHCP-cepsepom.
clear ip dhcp server statistics - Y8anuTb CTaTUCTUCTMKM paboTbl DHCP-cepBepa.
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show ip dhcp server binding

MpocmoTpeTb IP-agpeca, KoTopble conocTaBfieHbl ¢ dpusnye-
CKMMM afipecamm KIMEHTOB, a TaKXKe Bpems apeHApl, cnocob
Ha3HayeHus u coctoaHme IP-agpecos.

show ip dhcp server
information

MpocmoTpeTb MHOopMaLmio 0 KoHdurypaumm DHCP-cepsepa.

show ip dhcp server pools

MpocmoTpeTb MHPopMaLmio o rnobanbHbiXx HacTpoika DHCP-
cepBepa, a TaKKe 0 CO34aHHbIX NMynax U cywecTsytowmx host-
3anucax.

show ip dhcp server statistics

MpocmoTpeTb ctatnctnky DHCP-cepsepa.

4.24 KoHdurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AokymeHTa DSL Forum TR-101 u
npesHasHavyeHa g1s UCNoAb30BAHUA Ha KOMMYyTaTopax, paboTatoWwmx Ha ypoBHe AocTyna.

dyHKUMA NO3BONAET ZONONAHATL NakeTbl PPPOE Discovery nHdopmaLumen, xapakTepmusytoLLein nHTep-
delic goctyna. 310 HeobxoaMMO ANa NAEHTMOMKALMM NOb30BATENbCKOrO MHTEpPdElica Ha cepBepe Ao-
ctyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsaTom un obpaboTkoi naketos PPPoE
Active Discovery ocyuiecTBisercs rnobanbHo Aaa BCEro yCTPOWCTBA M BbIBOPOUYHO AN KaKAOro UHTep-

delica.

Peanusauma dyHKkumnmn PPPOE IA npegocTaBnseT A40NONHUTENbHbIE BO3MOXHOCTM KOHTPOAA coobLie-
HWIN NPOTOKONa NyTeM Ha3HaYeHUa AoBepPeHHbIX MHTepdencos.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 175 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown pppoe
intermediate-agent

no shutdown pppoe
intermediate-agent

-/BKNIOYEHO

OTKAOUUTL paboTy moayns pppoe intermediate-agent Ha
ycTpoiicTae.
[aHHaA KomaHAa oTKAloYaeT paboTy moayna pppoe
.’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yAaneHnem Bcex
HacTpoek 610ka PPPoE IA.

BktounTb paboTy moayna pppoe intermediate-agent Ha
ycTpoiicTse.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIKNOYEHO

Fno6anbHO BKNHOUMTL KOHTPOAb GyHKLMK PPPOE IA.

BbIKNOUNTL KOHTPOb OYyHKLMK PPPOE IA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3apatb TanMmayT gna paboTbl dyHKUUKM PPPOE |A.

OTKNOYNUTb TaMMayT s paboTbl GyHKLuMM PPPOE IA.

pppoe pass-through

no pppoe pass-through

-/BbIK/IOYEHO

BkntoueHne KomaHAbl 3actasnsaeT PPPoOE-nakeTbl NpoxoanTb Yepes
KOMMYTATOp KaK Heu3BecTHbI L2-Tpaduk, 1 genaet ux "Hesnam-
mbimun" ans IP ACL.

BKIOUMTbL NAPCUMHT MHKANCYyAnMpoBaHHbIX B PPPOE-nakeTax L3-3aro-
N0BKOB, Npasuna IP ACL HaunHatoT paboTaTb A48 MHKAMNCY/IMPOBaH-
HbIX NMaKeToB.

Gy

DOna KoppeKkTHOIt paboTtbl pyHKUMK PPPOE Intermediate Agent Bce ucnonbsyemoie PPPoE-cep-
Bepa AO0/MKHbI 6bITb NOAK/IOYEHDbI K € ,0BEPEHHbIM» MOPTaM KoMMyTaTopa. Ana aobasneHus

nopTa B CMUCOK «A0BEPEHHDbIX» UCMOJIb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. [na obecneyeHna 6e3onacHocTU Bce
OCTa/IbHble NOPTbl KOMMYTATOPA A,0/3KHbI 6bITb «HeA0BEPEHHbIMUY.

154 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

KomaHab! pexxnma KoHpurypaumm VLAN (amanasoH VLAN’oB)

console# configure terminal
console (config)# vlan
console (config-vlan) #

Tabnunua 176 — KomaHabl pexkmma KoHourypauum uHtepdeiica L2Vian

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

pppoe-ia snooping BkntounTb KOHTpOAb PpyHKLMM PPPOE |A B npeaenax ykazaHHoOro

VLAN.
- - -/BbIKOYEHO

no pppoe-ia snooping BbIKNtOUMTb KOHTPOIb GYHKUMKM PPPOE IA B Nnpeaenax ykasaH-

Horo VLAN

Mpumep HacTpoikn PPPoE IA B VLAN1O ¢ HacTpomkoi DCS-onumit Ha nHTepdeice
Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #des information option enable
console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping
console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "$v $%p 8%h"

console (config-if) #dcs remote-agent-identifier "3M"

console (config-if) #exit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10

console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink

console (config-if) #exit

4.25 KoHdurypauma ACL (cnucku KoHTpona goctyna)

ACL (Access Control List — cnucok KoHTpossa gocTtyna) — Tabauua, KoTopaa onpegenseT npasuna
bunbTpaLmMm BXoaALLero U ucxoaawero TpaduKka Ha OCHOBAHWUWU MepefaBaemblX B MaKeTax MPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nam MAC-aapecos.

Ha aaHHbIN momeHT peannsaums ACL TakoBa: Kaxabin ACL coaepKuT TobKo 1 npaBuno. HeckonbKo
ACL MOKHO NpuBA3aTb K ogHOMY MHTepdeiicy. Mopaaok oTpaboTKM NpaBua onpeaenaeTcs no NpUopuTeTy
npasuna, ykazaHHomy B ACL, npu paseHcTse npnoputetos — no Homepy ACL.

ACL aBTOMATUYECKM CHUMAETCA C MHTepdelica Npu U3IMEHEHMUM B HEM NpaBua.

KomaHZbl Ans co3faHuAa M pefakTUpoBaHuWA cnuckoB ACL JOCTynHbl B pexume r106anbHoOM
KoHuUrypaumm.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

KomaHaHan cTpoka B pexkume rnobanbHOM KOHOUIypauum umeeT BUA,:

console (config)#
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Tabnunua 177 — KomaHabl ans co3gaHuns n koHourypaumm cnmuckos ACL

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuwo

Aelicmeue

ip access-list standart
access_list_num

no ip access-list standart
access_list_num

access_list_num:
(1..1000)

Co3gaTb CcTaHAapTHbIN cnvcok ACL.

Ypanutb cTaHAapTHbIV cnncok ACL.

ip access-list extended
access_list_num

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535)

Co34aTb HOBbIW pacwmnpeHHbIn cnncok ACL ansa agpecauyu IPv4d mn
BOWTU B PEXUM €ro KoHdurypaumm (ecim cCnncoKk ¢ AaHHbIM Ume-
HEeM elle He co3aaH), 1Mbo BONTU B perKMM KoHOUTrypauumn paHee
CO3/@aHHOr0 CNMCKa.

YpanuTb pacwmpeHHbin cnucok ACL ana agpecaunu IPv4.

Co3aaTb HOBbIW pacwmpeHHbIn cnncok ACL ana agpecaumm IPv6 u
BOWTU B PEXUM €ro KoHdurypaumm (ecim CnncoKk ¢ AaHHbIM Ume-
HeMm elle He co3aaH), 1Mbo BONTU B perKMM KoHOUrypauumn paHee
CO3/aHHOro CNUCKa.

YpanuTe pacwmpeHHbin cnucok ACL ana agpecaunm IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3aaTtb HoBbIM cnMcoK ACL Ha 6ase MAC-agpecaunn u BOMTHU B pe-
UM ero KoHdurypauum (ecam cnnucok ¢ 4aHHbIM MUMEHEM elle He
c034aH), NMMb0 BONTM B PEXUM KOHOUTypaUMUnM paHee CO34aHHOTo
cnucka.

Ypanute cnucok ACL Ha 6aze MAC-agpecaumu.

user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmelleHre B 6aitTax OTHOCMTENIbHO BbIOPAHHOW CTapTo-
BOM NO3MLMK. 3HaYEHME 1 MacKa, UCcnosibayemble Ana GunbTpaumu,
3a4atoTca Yepes napametpbl ACL-npasun.

- 12 — Hauyano naketa (Destination MAC address);

- ethtype — Ethertype (cambliii BHyTpeHHUI, Npu Hannymm VLAN-Te-
ros);

- 13 — L3-3aronosok;

- 14 — L4-3aronoBok.

YAanuTb CMelleHre OTHOCUTE/IbHO BblGpPaHHOW CTapTOBOM NO3MK-
uuu.

[Ona Toro utobbl akTMBM3MpoBaTb cnmcok ACL, Heobxoaumo ¢BA3aTb €ro ¢ uHTepdericom.
NHTepdeiicom, NCNONb3YOWMM CMUCOK, MOXKET BbITb 160 MHTepdelic Ethernet, ninbo rpynna nopTos. Ha
[AaHHbIi MOMEHT NOAAEPKMBAETCA TONbKO BXOAsLLEE HanpaBAeHUe Ha UHTepdeiicax (in).

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet, VLAN

KomaHaHasA cTpoKka B pexkume KoHoUrypaumm nHtepdeitca Ethernet umeet sua;

console (config-if) #

KomaHaHana cTpoKa B pexume KoHdpurypaumm nntepdeiica VLAN nmeet Bua;

console (config-vlan) #

Tabnunuya 178 — KomaHga HasHayeHus cnncka ACL-uHTepdeincy

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKkax onpegenéHHoro ¢pM3nMyeckoro nHTepdpenca KomaHaa
NPUBA3bLIBAET YKa3aHHbIM CNUCOK K laHHOMY MHTepdelicy.

YnanuTb CNUCoK ¢ MHTepodeiica.

mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKkax onpenenéHHoro ¢pm3nyeckoro nHTepoenca KomaHaa
NPUBA3bIBAET YKa3aHHbIA Mac-CMUCOK K aHHOMY uHTepbeicy.
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no mac access-group
access_list_num in

YAanuTb CNUCOK ¢ UHTepdelica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoiikax onpeagenéHHoro ¢pusmyeckoro nHTepdenca KomaHaa
NpuUBA3bIBAET YKa3aHHbIV CMUCOK K JaHHOMY UHTepdelicy.

YaanuTb CNUCOK ¢ UHTepdelica.

KomaHOb1 pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnunua 179 — KomaHabl Ana npocmoTpa cnnckos ACL

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckm ACL, co3gaHHble Ha KommyTaTope.

show running-config acl

MokasaTtb 610K KomaHa ACL B KOHOMIypaunum ycTpoiicTea.

4.25.1 KoHepuzypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U OMMCAHUA OCHOBHbIX MAPAMETPOB, UCMNOJ/b3YEMbIX B
COCTaBe KOMaHA HacTpoMKM cnmnckoB ACL, oCHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1M BXO4, B pPeUm
peaaKktTupoBaHua cnnckos ACL, ocHoBaHHbIX Ha agpecaunu IPv4, ocyliecTBaseTca No KOMaHAe:

ip access-list {extended |

standart} access-list num.

Tabnnua 180 — KomaHabl, ucnonb3yemble ana HacTpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHoa

Aelicmeue

[parametr]

permit protocol {any | source host} {any | destination}

[o6asnTb paspeluatolyio 3anucb GpuabTpaumum Aas NpPoTOKOAa.
lMaKeTbl, OTBEYAlOLLME YCAOBMAM 3anuncu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

[parametr]

permit ip {any | source host} {any | destination}

[o6asuTb paspeluatoLLyto 3anmcb GuabTpaLmm 45 npotokona IP.
MakeTbl, oTBeYaloLWMe ycnoBmam 3anucu, byayt obpabaTbiBaTbea
KOMMYTaTopoM.

[parametr]

permit icmp {any | source host} {any | destination}

[ob6aBuTb paspeluatoLlyto 3anmcb GUALTPALUKN ANA NPOTOKONA
ICMP. MNaKeTbl, OTBEYaOLWME YCAOBUAM 3anucK, byayT obpabatbl-
BaTbCA KOMMYTAaTOPOM.

[parametr]

permit tcp {any | source host} {any | destination}

[ob6aBuTb paspeluatolyio 3anucb GuAbTPaLUKM ANA NPOTOKOAA
TCP. NaKeTbl, OTBeYatoLWmMe ycnosuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit udp {any | source host} {any | destination}

[ob6aBuTb paspeluatolyto 3anucb GUAbTPaLMKU ANA NPOTOKOAA
UDP. MakeTbl, oTBEYatlowWwme yciosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny protocol {any | source host} {any | destination}

[o6aBuTb 3anpelatollyto 3anucb GUALTPALMK AN NPOTOKONA.
MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucu, byayT 610KMpoBaTLCA
KOMMYTaToOpPOM.

[parametr]

deny ip {any | source host } {any | destination}

[06aBuTb 3anpeLlatoLLyto 3anncb GUAbTpaLumn aas npotokona IP.
MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT 610KMpoBaTLCA
KOMMYTaToOpPOM.

[parametr]

deny icmp {any | source host} {any | destination}

[ob6aBuTb 3anpeluatollyto 3anucb GUAbTPaLMKU ANA NPOTOKOAA
ICMP. MakeTbl, OTBEYalOWMe yCNoBMAM 3anucu, byayt 610kupo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny tcp {any | source host} {any | destination}

[ob6aBuTb 3anpellatolyto 3anucb GUAbTPaLUKU ANA NPOTOKOAA
TCP. MNakeTbl, oTBevalowWMme ycaoBuaAm 3anucu, byayt 6aokupo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny udp {any | source host} {any | destination}

[ob6aBuTb 3anpellatolyto 3anucb GuUAbTPaLMKU ANA NPOTOKOAA
UDP. MaKeTbl, oTBevalowme ycnosmsam 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.
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Tabnnuya 181 — OcHoOBHbIE NapamMeTpbl, UCMO/b3YEMbIE B KOMaHAAX

Mapamemp 3HayeHue Aelicmesue
permit [OewncTteue ‘paspewmnTs’ Co3gaTb pa3spellatouiee npasuao ¢punbTpaymm B cnmcke ACL.
deny [OeiicTBKe ‘3anpeTutd’ Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.
protocol Mone npegHasHavyeHO ANA YKa3aHWA NPOTOKoAa (MaKn Bcex NpoTo-
KO/I0B), Ha OCHOBEe KOTOPOro ByaeT ocylecTBaAeTca GuabTpauma.
NboTOKON Mpu BbIBOPE NPOTOKOA BO3MOXKHbI C/iedytowme BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,n1Mbo uncnosoe 3HaueHue
npoToKona, B guanasoHe (0 — 255).
[na cooTBeTCcTBMA NIOBOMY NPOTOKOY UCNO/b3YeTCA 3HaYeHue IP.
source AApec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca UCTOYHUKA

Macka, npumeHaemaa K IP-agpecy MCTOYHMKA nakeTta. Macka
onpegensaet 6utbl IP-agpeca, KOTopble HEOBXOANUMO WUTHOPUPO-
BaTb. B 3HaYeHMA UrHopmpyembix 6UTOB AOKHbI ObITb 3aMMCaHbI
eauHuubl. Hanpumep, ncnonb3ya macky, MOXKHO onpeaenntb ans
npasuna punbTpaumn IP-cetb. YTobbl 406aBUTL B NpaBuIo Gpuib-
Tpaumm IP-cetb 195.165.0.0, HeobxoaAMMO 3a4aTb 3HAUEHUE MACKK
/16, TO ecTb cOrnacHo AaHHoM macke nocnegHue 16 6ut IP-agpeca
6yayT UrHopupoBaTbCA.

destination

Appec HazHayeHun

Onpepgenset IP-agpec Ha3HaYeHMA NakeTa.

destination_mask

Macka agpeca HazHavyeHuA

butoBasa macka, npumeHaemas K IP-agpecy Ha3HauyeHuA MakeTa.
Macka onpegenset buTbl IP-agpeca, KoTopble HeO6X04MMO UTHO-
pupoBaTb. B 3HaueHMsA NrHopupyembix BUTOB LOMKHbI ObITb 3aNu-
CaHbl eAuWHWUUbl. Macka Wcnonb3yeTca aHalorM4yHO Macke
source_mask.

Kopg, coobuieHunsa npoTokona
ICMP

vlan NaeHTudumkatop VLAN Onpegenset VLAN, gns KoToporo byaeT npuMeHATbLCA NPaBuIo.
dscp Mone DSCP B 3aronosKe L3 Onpe,qe/lﬂeT 3HayeHne DSCP-nonsa diffserv. BoamoxkHble Koabl co-
obuweHunii nons dscp: (0 — 63).
Mpuoputer IP Onpegaenset npuoputet IP-TpaduKa: (0-7).
icmp_type Tun coobwennin npotokona ICMP, ncnonbayemblit gna dbunbtpa-
- umn ICMP-naKkeToB. Yicnosoe 3HauyeHMe TMNa coobluieHus, B Ana-
nasoHe (0 — 255).
icmp_code Kopg, coobuueHnunii npotokona ICMP, ncnonssyemolii ghs puabtpa-

umn  ICMP-nakeToB. Bo3moXKHble Kogbl cooblieHMid nons
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayYeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3mosKHble 3HaYeHus nonsa TCP/UDP-nopra: eq, gt, host, It,range.

OnuMoHanbHbIN NapameTp

priority MHAaeKc 3apaeT Nos0XKeHWe NpaBuia B CIUCKE U ero NnpuopuTerT.
Mpuopwutet 3anucun Yem meHblle MHAEKC — TemM NpuopuTeTHee npasuno. [AnanasoH

[0NYyCTUMBbIX 3HaYeHuk (1..255).
optional parametr OnuMOHaNbHblE NMapamMeTpbl NPU KOHOUIYPUPOBAHMM CNINCKA A0-

cTyna:

- tos — dunbTpaums no 6anty ToS;

- user-defined — ¢ounbTpaums no User-defined bytes;

- sub-action — gononHuTensHoe gelicTene Hag TpaduKom.
JocTynHble gononHutensHble aenctena — modify-vlan (u3meHe-
Hue VLAN) n nested-vlan (go6aBneHve AOMNOAHWUTENbHOrO Tera
VLAN).

K K

B cTaHgapTHbIX ip ACL BO3MOKHa PpuabTpaumusa ToabKo No npedukcam, B pacumpeHHbix ACL
— MO0 AONO/IHUTENbHbIM NapameTpam.

n Mocne Toro, Kak nto6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HuTCcA npaBuno implicit deny any any.
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4.25.2 Kongpucypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAYEHUA M ONUCAHMA OCHOBHbIX MAPAMETPOB, UCMO/Ib3YEMbIX B
coCTaBe KOMaHA HacTponKu cnmckos ACL, ocHOBaHHbIX Ha aapecauumn IPve.

CospgaHune n BXo4, B pexum penaktnposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,
OCYLLECTBNAETCA NO KOMaHAe:

ipvé access-list extended apvé access-list.

Tabnnuya 182 — KomaHapbl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHoa

Aelicmeue

[parametr]

permit protocol {any|source host} {any|destination}

[06aBuTb paspellatoLlyto 3anncb GUALTPALMMK ANA NPOTOKOAA.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

[parametr]

permit ipv6 {any|source host} {any| destination}

[o6aBuTb paspeluatollyto 3anmcb GUAbLTPALUKN ANA NPOTOKONA
IPv6. MaKeTbl, oTBEYatloLWMe yCAOBUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

[parametr]

permit icmp {any|source host} {any|destination}

[o6aBuTb paspeluatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
ICMP. MaKeTbl, oTBeYatoWwue ycnoBmuam 3anucu, byayTt obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

[parametr]

permit tcp {any|source host} {any| destination}

[o6aBuTb paspeluatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
TCP. MaKeTbl, oTBevatowme ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit udp {any|source host} {any| destination}

[o6aBuTb paspellatolyto 3anmcb GUAbTPALUKU ANA NPOTOKoNA
UDP. MakeTbl, OTBeYatowWwme ycnosmMam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny protocol [{any|source host} {any| destination}

[o6aBuTb 3anpeLatollyto 3anucb GUAbLTPaLMU ANA NPOTOKONA.
MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT 610KMpoBaTbCA
KOMMYTaTOPOM.

[parametr]

deny ipv6 {any|source host} {any| destination}

[o6aBuTb 3anpeLuatowyto 3anucb GUAbBTPALUK A NPOTOKOAA
IPv6. MaKeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT 610Kupo-
BaTbCA KOMMYTAaTOPOM.

[parametr]

deny icmp {any|source host} {any|destination}

[ob6aBuTb 3anpeLuatowyto 3anucb GUAbBTPALUKM A NPOTOKOAA
ICMP. MakeTbl, OTBEYalOWME YCNOBMAM 3anucu, byayt 610kupo-
BaTbCA KOMMYTAaTOPOM.

deny tcp {any|source host} {any| destination} [parametr]

[o6aBuTb 3anpeLuatowyto 3anucb GUAbBTPALUK A NPOTOKONA
TCP. MNaKeTbl, oTBevatolWme ycnoBuam 3anucu, byayt 6nokupo-
BaTbCA KOMMYTAaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

[o6aBuTb 3anpeLuatowyto 3anucb GUAbBTPALUK A NPOTOKONA
UDP. MaKeTbl, oTBeYaloLme ycnosusam sanucu, byayt 6nokupo-
BaTbCA KOMMYTAaTOPOM.

Tabnnuya 183 — OcHOBHbIE NApPameTpPbl, UCMOb3yeMble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [JeicTeue ‘paspewnts’ Co3paTb paspeluatolee npasuao Gpuabtpaumm B cnucke ACL.
deny [Oelicteue ‘3anpetuts’ Co3patb 3anpeuatoutee npasuao ¢punbtpaumm B cnmcke ACL.
protocol Mone npepgHasHayeHoO AN yKasaHWsA NPOTOKOA (MM BCex NpoTo-
NboTOKON KOJ10B), Ha OCHOBE KOTOpOro byaeT ocyliecTBasAeTca duabTpauma.
P Mpu BbIGOPE NPOTOKO/1a BO3MOKHbI C/iefytoLLme BapuaHTbl: icmp,
tcp, udp, ipvé6.
source Appec UCTOYHMKA Onpepenset IP-agpec NCTOYHMKA NaKeTa.
destination Appec HasHavyeHuA Onpepgenset IP-agpec HazHavyeHMA NakeTa.
vlan NaoeHTndumkaTop VLAN Onpegenset VLAN, gns KoToporo byaeT NpUMeHATLCS NpaBuIo.
dsc Onpegenset 3HayeHne DSCP-nons diffserv. BoamoxHble Koapl co-
p MNone DSCP B 3aronoske L3 peA N A
o06ueHuit nons dscp: (0 —63).
icmp_type Tun coobueHnin npotokona ICMP, ncnonbayemblit ans dunbTpa-

umm ICMP-nakeTtoB. YncnosoesHayeHneTmnacoobuweHua, samana-
30He (0 — 255).
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icmp_code Koga coobueHunii npotokona ICMP, ncnonbsyemblit ana unbrpa-
Koz cooblueHuns npoTokona -
umMm  ICMP-nakeToB. Bo3MmoOXKHble Kogbl cOObLEHMI nons
ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopt Ha3HayeHna | Bo3moskHble 3Ha4eHua nona TCP/UDP-noprTa: eq, gt, host, It,range.
source_port UDP/TCP-nopT UCTOYHMKA
priority MHAaeKc 3agaeT NosoXKeHWe NpasBuia B CMCKe U ero npuopuTer.
MpuoputeT 3anucu Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [AnanasoH
[ONYyCTUMBIX 3HaYeHnin(1..255).
/ ‘ Mocne Toro, Kak no6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HuTcA npasuno implicit deny any any.

4.25.3 Kondpueypayus ACL Ha 6a3ze MAC

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
cocTaBe KOMaHZA HacTpoikn cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumn.

CosgaHue n BXO4, B peXum pepaktmposaHma cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYLIECTB/IAETCA NO KOMaHAe: mac access-list extended access-l1ist num

Tabnunua 184 — KomaHabl, Ucnosb3yemble ana Hactpolikn ACL-cnnckos Ha ocHoBe MAC-agpecaumm

KomaHoa

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value | etype_list
1 [priority priority] [parametr]

[06aBuTb paspeluaroLLyto 3anncb ¢punbtTpaunn. MNaketol, oTee-
YatoLme ycnosuam sanucu, byayt obpabaTbiBaTbCd KOMMYTa-
TOpPOM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value | etype_list
1 [priority priority] [parametr]

[o6asuTb 3anpeLatolyto 3anucb GpuabTpaumm. NakeTsbl, oTee-
YatoLme ycnosuam sanucu, byayt 610KMpPoBaTLCA KOMMYTATO-
pom.

Tabanuya 185 — OcHoOBHbIE NapameTpbl, UCMOb3YEMbIE B KOMAHAAX

lMapamemp 3HaveHue Aelicmeue
permit [JevictBue paspewnTb Co3gaTb pa3spelatoliee npasuao ¢punbtpaumm B cnmncke ACL.
deny [ewnctBue 3anpeTnTb Co3paTb 3anpelyatoliee npasuao ¢unbTpaumm B cnncke ACL.
source Agpec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

butoBasa macka,
npumeHsaeman Kk MAC-
agpecy UCTOYHMKaA NakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobXx04MMO Ur-
HOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbIX BUTOB A0/IXKHbI ObITb 3a-
NUcaHbl eaAnHULbl. Hanpumep, nCnonb3yA MacKy, MOXKHO onpezae-
NnTb Ans npasuna dounbTpauumn amanaszoHa MAC-agpecos. YTobbl
n06asuTb B Npasuao dpunbTpaummn sce MAC-agpeca, HauMHaOLWM-
eca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3af4aTb 3HaYeHWEe MacKu
FF:FF:FF:FF:00:00, TOo ecTb, COrlacHO Ai@aHHOM MacKe, nocjeaHune
16 6uT MAC-agpeca byayT He Ba*KHbI A1 aHanu3a.

destination Aapec Ha3HayeHun

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_ mask
BbuTtoBas macka,

npumeHsaeman Kk MAC-
ajipecy Ha3HayeHMA nNakeTa

Macka onpegzenset 6utbl MAC-agpeca, KOTopble HE0H6X0AMMO UT-
HOPMPOBaThb. B 3HaUeHMA UrHOPMpPYeMbIX BUTOB AONKHbI BbITh 3a-
nucaHbl eauHMLbl. Macka WCMosib3yeTca aHa/lorMyHO Macke
source_ mask.

eth_type: (0..0xFFFF)

vlan_id vlan_id: (0..4095) Moacetb VLAN ¢punbTpyembix NaKeTos.
cvlan-priority cvlan_priority: (0..7) Knacc obcny:naHma GuUnbTpPyeMbIX NaKeToB.
ethertype Ethernet TMn GuAbLTPyEeMbIX NaKeTOB B LIECTHaALATEPUYHON 3a-

nucu.

NHaekc npasuna

encaptype value Value: (1..65535) Tun ethertype ana ¢punbTpyembix NakeTos.
etype_list etype_list: (1..65535) Cnu1coK cTaHAapTHbIX ethertype.
priority MHAaeke npasuna B Tabnuue, Yem MeHbLLe MHAEKC — TeM NpUopu-

TeTHee npasuao 1-255.
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Optional parameter

OnuWoHanbHbIN NapameTp

OnuMoHanbHble MapameTpbl NPU KOHPUIYPUPOBAHUM CNUCKA [0-
cTyna:

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gononHuUTENbHOE AencTBME Hag TPadUKOM.
[JocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN), nested-vlan (mobaBneHue AONOAHWUTENLHOrO Teram
VLAN) n modify-cvlan (aobaBneHne BHyTpeHHero Tera VLAN).

Mpumep HacTpolikm dunbTpaumm padi/pado yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0
console (config)# mac access-list extended !

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£f£:£f£f:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 1 in

[NAa NpoXoXKAeHUA ocCTafbHbIX NakeToB Ha uWHTepdeice Tpebyetca aobasuTb BTOpon ACL,
paspeLarLLmii NPOXOXKAEHMEe NaKeToB, He NonaaatoLmx nog npasuio ¢unstpauumn padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0

console (config)# ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

[Ons nNpoxoxKOeHWs OcCTanbHbIX MaKeToB Ha uHTepdelice Tpebyetcs p[obasuTb BTOpok ACL,
paspelulalolmii NPoXoXKAeHWEe NaKeToB, He NonaAaloLmx nod npasuao eunbTpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

4.26 KoHdwurypaumsa sawmtbl ot DOS-atak

[aHHbIl 610K KOMaHA, N03B0SET 610KMPOBATb HEKOTOPbIE PacnpPOCTpaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHON KOHGUrypaunm:

console (config) #
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Tabnunua 186 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no ymon4aHuro

MepeiTn B pexkum KOHOUIypMpoBaHUA MOAY/A, OTBEYAIOLLEro 33

firewall -/BKNIOYEHO
dYHKUMOHaN 3awmThl oT DoS-aTak.

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunua 187 — KomaHabl pexkmma KoHpurypauum edyHKkumoHana firewall

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no yMmoa4YaHuro

enable BKkntoumTb noaaepKKy 3awmtbl o DOS-aTak.

- -/BKAtOYEHO
disable BbIKNOUNTb NoAAepKKY 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BkntoumTb 06HapyKeHue syn-fin-nakeTos.
enable -/BK/IIOYEHO
no ip tcp inspection syn-fin BbIKNOUNTb 06HapyKeHue syn-fin-nakeTos.

ip tcp inspection YcTaHOBUTL Taimep 610KMpPOBKM syn-fin-nakeTos.

timeout <sec> sec: (1..65535)/1

ip tcp limit syn-flag enable BkAOUMTb OorpaHuyeHne ckopoctn ana sxogaiero TCP-Tpaduka ¢
¢dnarom SYN.

- — - -/BbIKNIOYEHO

ip tcp limit syn-flag disable BbIK/IIOUNTb OrpaHUYeHne cKopocTn ans exogawero TCP-Tpaduka
¢ pnarom SYN.

notification interval <sec> YCTaHOBWUTbL BpeMeHHON uHTepBan mexay SYSLOG-coobueHmamm
0 NpeBbllWEeHNN orpaHnyeHna exoasauwero TCP-Tpaduka ¢ dnarom

sec: (1..3600)/1 P P AAt pad ¢

SYN.

no notification interval YCTaHOBWTb 3HaYeHNe NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Buza 3anpoca KOMaHAHOW CTPOKM pexnma KoHouUrypaumm nHtepdeica:
console (config-if) #

Tabnuua 188 — KomaHapl pexkuma KoHpUrypaumm nntepderica

3HavyeHue/3HayeHue .
KomaHda Aeiicmeue
o yMmon4aHuio

ip tcp limit syn-flag <value> YCTaHOBWTb 3HaYeHWe cKopocTu ana Bxoasuiero TCP-TpaduKa ¢

¢dnarom SYN Ha uHTepdeiice.
value: (1-262143) pps/

100
no ip tcp limit syn-flag BbIKNOUMTE OrpaHuYeHne cKopocTu ana exogAwero TCP-tpa-

duKa c dnarom SYN Ha uHTepodelice.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:
console#

Tabnnua 189 — KomaHapl pexxmma EXEC

3HaveHue/3HayeHue .
KomaHoa Aelicmeue
o ymoa4aHuio
Show running-config firewall - OT06pa3mnTb HacTpoiky moayns firewall.
show firewall stats OT06pasmnTb CTAaTUCTUKY NO NakeTam, 0b6paboTaHHbLIMU MOLYyNEM
i firewall.
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show firewall tcp-syn-limit OT06pasnTb TeKylMe HACTPOMKM OrpaHUYeHUs CKOpOCTU AN

Bxoasawero TCP-tpaduka ¢ dnarom SYN.

4.27 KauyectBo ob6cnykmBaHua — QoS

Mo yMONYaHMIO Ha BCEX MOPTaXx KOMMYTATOpa MCMO/b3YEeTCA OpraHvM3auusa odyepeam MaKeToB Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepenayn
TpaduKa NpU UCNONb30BaHUN LAHHOTO METOAA MOTYT BO3HUKHYTb NPo6aembl, NOCKO/bKY YCTPOMCTBOM
WUrHOPUPYIOTCA BCe MaKeTbl, He Bowegwune B 6ydpep ouvepegn FIFO, M COOTBETCTBEHHO TepPAHOTCA
6e3B03BpaTHO. PelaeT gaHHylo Npobnemy meToa, OpraHusyloWwmMii odyepegu no npuopuTety TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peanv3oBaHHbI B KOMMyTaToOpax,
Nno3Bo/IAET OPraHM30BaTb BOCEMb oYepeseil MPUMopuUTeTa NAKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaembix
[OaHHbIX.

4.27.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabanuya 190 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3patb CNUCOK KpuTepues kKnaccudukaumm tpaduka.
2. BOMTK B peXKMM pesaKTMPOBaHWUA CIMCKa KpUTepues Knaccuou-
Kaumm Tpaduka.

Y4anuTb CNMCOK KpuTepues Knaccuounkaumm tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTernto kKnaccuduraumm Tpaduka.
2. BOMTM B peMM pefakTUPOBAHMA CTpaTerMn Knaccuoukalumu
Tpaduka.

Yaanutb npasuao KnaccuduKkaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
sched_num: (1..65535)

Onpenenntb anroputm paboTbl NIaHMPOBLLUUKA Ha MHTepdeice.

- strict-priority — cTporas ouyepesb, UMeeT HauBbICLINIA NPUOPUTET;
- strict-wrr — ouepeZb N0 MexaHU3MYy WIT, UMEIOLWAn NpuopuTeT
BbllLE OYepean wrr;

- Wrr — oyepeapb, 06pabaTbiBatoLLAACA MO MEXaHU3MY WIT;

- fa/gi/te_port — ncxoaaumin uHTepdeic.

Ypanuto HaCTpOVIKI/I NNaHUPOBLUKaE.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3agaTb HOMEp U BeC oYepeam AN Ucxogallero nHtepoeica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenntb TpaduK c meTkoi CoS/DSCP B ouepesab.

OTMeHUTb onpeaeneHune Tpaduka B ovepesb.
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gos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
Priority: (0..7)/0

YKa3aTb ouepesb 41 MHTepdeinca, npy yca0BMM OTCYTCTBUA METOK
CoS/DSCP y BxoAALMX NAaKeToB.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKAtOUMTbL OTNpaBKY TPanoB O NpeBbIEHUN Nopora cpu-rate-limit
B syslog.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BKAOUNTB reHepaLmio YBeAOMAEHWI NPU NPeBbILIEHNN 3HAYEeHUA
cpu-rate-limit.

OTKAOUUTL FeHepaLnio yBeAOMIEHUA Ha YCTPOMCTBe.

KomaHObI pexcuma KoHguaypayuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnunua 191 — KomaHabl pexkmma KoHourypauum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

OnucaHue

qos cos egress cos_default

NO oS COoS egress

cos_default: (0..7)/0

YcTaHaBOBUTL 3Ha4YeHue CoS ansa nopta (CoS, npumeHsemblin ans
BCEro HeTermpoBaHHOro Tpaduka, NPoOXoAALEero yepes UHTep-
delic).

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanua 192 — KomaHapl perkuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue rno

yMOAYaHUI0

Aelicmeue

| none}

qgos trust {cos | dscp | cos-dscp

no qos trust

-/BbIKNIOYEHO

YCTaHOBUTb peXnm foBepua KommyTaTopa B 6asoBom pe-
*ume QoS (CoS nam DSCP).

- COS — YCTaHaB/MBAET KNaccudUKaLMIO BXOAALMX NAaKETOB
no 3HayeHmnam CoS. [1na HeTermpoBaHHbIX MAKETOB UCNO/b-
3yeTca 3HayeHne CoS no ymonyaHuio.

- dscp — ycTaHaBAMBaeT KnaccudUKaLMIO BXOAALLMX NaKe-
TOB MO 3HavyeHuAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLUX Na-
KeToB no 3HayeHuam DSCP ana IP-nakeToB 1 No 3Ha4YeHUAM
CoS ana He IP-nakeTos.

YCTaHOBUTb 3HaY€HMA MO YMONYAHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIKNIOYEHO

- VlanPri — pa3pelwunTb YCTaHOBUTb Ha UCXOAALLEM UHTep-
delice 3HayeHne CoS B NakeTax COrNacHO HaCTPOEHHOMY
BHYTPEHHEMY MPUOPUTETY.

- ipDscp — paspelnTb U3MepUTENtO NepemapKMpoBbLIBaTb
TpaduMK COrnacHo HaCTPOEHHOMY aNroOpPUTMY.

OTMEHUTb HAaCTPOMKM NepemMapKMpPOBKM TpaduKa Ha UCXO-
asuem nHtepoeiice.
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gos def-vlanPri source {inner- YcTaHaBAMBaET UCTOYHMK svlan-priority npu ucnonbsosa-

vlanPri/none/user-pri} Hum DotlQ tunnel ana BxopAwero Tpaduka Ha WMHTep-
delice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;

-/none - user-pri —3Ha4eHue svlan-priority 6eperca u3s qos inter-

face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;
- none — 3HayeHne No ymonyanuto, svlan-priority = 0.

no qos def-vlanPri source Bo3BpallaeTca 3HaYeHWE N0 YMOYAHMIO.

KomaHObI pexcuma pedakmuposaHUs CUCKA Kpumepues Kaaccugukayuu mpagukxa

BuA 3anpoca KOMAHOHOM CTPOKM pexmma pefakTUPOBaAHMA CMMCKA KpUTEPUEB KaaccuduKauumm
TpadukKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabanuya 193 — KomaHabl pexkuma pesakTMpoBaHUA CNIMCKA KpUtepues Knaccndukaumm Tpadmka
3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

[obasutb Kputepuin knaccudurkaumm Tpaduka. Onpegenset npa-
Buia ¢punbTpaumm Tpaduka no cnucky ACL ana knaccupukauum.

match access-group {ip-access-
list | mac-access-list } acl_num
set class class_num AKTMBMPOBATb KAacc.
class_num: (1..65535)

acl_num: (0..65535)

no set class class_num OTKAOYNTbL paboTy Knacca.

set class class_num regen- 3apaTb BHYTPEHHMUIA NPUOPUTET ANA YKa3aHHOro Knacca.
priority priority group-name

hame

priority: (0..7);
name: (1..31) cumBosioB

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu Kaaccugukayuu mpaduKka

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma peaakTMpoBaHUA cTpaTernmn kKnaccudurkaumm tpadmKa:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabauua 194 — KomaHabl pexkuma peaakTMpoBaHMA CTpaTernm Knaccuburkaumm Tpadmka

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

set policy class class_num YCTaHOBWTb HOBOE 3HaYeHWe METKM 414 NaKeTa.
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

set meter meter YCTaHOBWUTb OrpaHMyeHue AA CKOPOCTM MOTOKA COrNacHO HacTPo-

eHHOMY anropuTmy.

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

no set meter - Y[anuTb orpaHuyeHve Aas CKOPOCTU NOTOKA COrAacHO HACTPOEeH-
HOMY anropuTmy.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHom KoHbUrypaumm:

console (config) #
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Tabnunua 195 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3faTb M3MepUTesb OrPaHUYEHUA CKOPOCTU A/ UCXOAALLEero
TpaduKa.

Y0anuTb M3MepUTenb OrpaHUYEeHWs CKOPOCTM ANA UCXOZALLEro
TpaduKa.

KomaHObI pexuma KoHguaypayuu usmepumesns 02paHUYEeHUS CKopocmu 018 8x008uie20 mpa-

_dzUKG

Buza 3anpoca KoMaHAHOM CTPOKM B peume KOHPUrypaumnu:

console (config-meter) #

Tabnunua 196 — KomaHAabl pexkmma KoHpurypaumm

nameputena orpaHn4eHmnA CKOpPoCTh

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHNYeHMe CKOPOCTM A1 MCXoaALLero Tpaduka co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWUTb OrPaHUYEHME CKOPOCTU 1A UCXoaAaLLero Tpaduka co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — Bk/ito4yaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duKa.
Moppepkusaerca TonbKo Ha MES2424, MES2424B,
MES2424P, MES2448, MES2448B, MES2448P, MES2411X.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBWTb OrpaHUYeHMe CKOPOCTH ANA ucxoasauLero Tpaduka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — Bk/to4aeT aHanu3 DSCP npu aHanuse obbema Tpa-
duKa.
NoppepxuBaerca TONbKO Ha MES2424, MES2424B,
MES2424P, MES2448, MES2448B, MES2448P, MES2411X.

’ DOna KoppeKTHo paboTbl M3mepurtena ¢ aaroputmamm sr-TCM m tr-TCM TpebyeTca ycTaHo-
- BUTb Ha ucxopaAwem uHtepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 197 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos global info

OT106pasunTb rNobanbHbie HACTPONKK (OS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

MoKasaTb B KaKylo ouepesb onpeaeneHsl MHTepdenchbl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

OT106pasnTb mannuHr CoS n DSCP no ymonyaHuto.
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show qos trust

MpoCcMOTp TEKYLLMX HACTPOEK AOBEpUs METKam cos 1 dscp.

show qos queue-stats
[interface gigabitethernet
gi_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
te_port: (0/1..11)

OTo6pasunTb cTaTUCTMKY QOS.
Mopaepkusaerca ToNbKO Ha MES2424, MES2424B,
MES2424P, MES2448B.

Mpumep NPUMEHEHUA CEPBUCHOM NONUTUKM:

Ons Tpaduka, umetowwero DSCP 8, meHaeTtcsa VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTca Ha 63,
CKOPOCTb NOTOKa orpaHmumBaetca go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl) # permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if) # gos trust cos

console (config-if)# switchport mode trunk
console (config-if)# ip access-group 1008 in
console (config-if)# !
console (config) # interface gigabitethernet 0/7

console (config-if) # switchport mode trunk

console (config-if)# gos map regen-priority-type vlanPri enable

console

config-if)# !

console (config-cls-map) # match access-group ip-access-list 1008

console (config-cls-map) # set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map)# !
console (config)# meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter)# !

console

(
(
(
(
(
(
(
(
(
console (config)# class-map 1008
(
(
(
(
(
(
(c
(

onfig) # policy-map 1008

console (config-ply-map) # set policy class 1008 default-priority-type ipDscp

63

KomaHObI pexcuma KoHguypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumum uHtepdelica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 198 — KomaHgb! pexkuma KoHdpurypauum nntepdeliica Ethernet, rpynnbl nHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

Aeiicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMyYeHne CKOpPoCTU ANA BXOAALLLEro Tpad)l/IKa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMyeHne CKOPOCTU ANA UCXOAALLErO Tpad)l/ll-(a.

V 3HaueHue rate A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

Mprmep HaCTPOMKM orpaHNYeHnn ckopoctu nopTtaGigabitEthernet 0/4:

console# configure terminal
console (config) # vlan 10

console (config-vlan)# vlan active

(
console (config-vlan)# !
console (config) # interface gigabitethernet 0/4
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console (config-if)
console (config-if)
console (config-if)
console (config-if)

#
#
#
#

Mpumep HacTpoiikn QOS:

switchport
switchport
rate-limit
rate-limit

mode access
access vlan 10
input 512
output 512

HacTpouTb NNaHMPOBLLMK MO aAropuUTMy Wrt 41 ncxogaulero nHtepdeiica fad/1. Pacnpeaennts Tpa-
¢uK cornacHo nosto CoS B oyepeamn 1-4. HasHauMTb BEC Wrr A8 odepenert CorniacHO HOMepy o4vepeau.

Ouepepb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config) # queue 1 interface fastethernet 0/1 scheduler 10 weight 1
console (config) # queue 2 interface fastethernet 0/1 scheduler 10 weight 2
console (config) # queue 3 interface fastethernet 0/1 scheduler 10 weight 3
console (config) # queue 4 interface fastethernet 0/1 scheduler 10 weight 4
console (config) # queue 5 interface fastethernet 0/1 scheduler 10
console (config)# queue-map regn-priority vlanPri 1 queue-id 1
console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config) # queue-map regn-priority vlanPri 3 queue-id 3
console (config) # queue-map regn-priority vlanPri 4 queue-id 4
console (config)# queue-map regn-priority vlanPri 5 queue-id 5
4.28 KoHdurypauma NpoToKON0B MapLIpyTU3aLumu
’ ' AnnapaTtHaa mapLupyTM3auma NoAAepMUBAETCA TONbKO Ha mogenax MES2424, MES2424B,

Pt MES2424P, MES2448, MES2448B, MES2448P, MES2411X.

4.28.1 KoHepueypayua cmamuyeckoli mapwpymu3sayuu

CTaTMyecKkana MmapLlipyT1sauma — BUA MapLUIpyTU3aLmMK, NpM KOTOPOM MapLLIPyTbl YKa3blBAKOTCA B AB-
HOM BUAe Npu KOHPUIypauumn mapLupytmsatopa. Bca mappytmsauma npym sTom npoucxoamt 6e3 yyactmsa
KaKUX-NMB0 NPOTOKO/I0B MapLUpyTU3aLUN.

KomaHObI pexcuma 2106aabHoU KOHGuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHGUrypaumu:

console (config) #

Tabnnua 199 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHtepdelicos

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

ip route prefix mask {gateway
[distance] | vlan vian_id}

prefix_length: (0..32);
distance (1..255)/1
vlan_id: (1..4094)

Co34aTb cTaTUYECKoe NPaBU/IO0 MapLIPyTU3aLLUK.

- prefix — ceTb HasHayeHuA (Hanpumep, 172.7.0.0);
- mask — macKa cetu (B popmaTe AECATUUHOMN CUCTEMbI CUmMCe-
HKA);
- gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;
- distance — Bec mapLupyTa;
- vlan_id — 3apaértca B TOM Cnyyae, eCav CeTb HasHauyeHMA Hanps-
myto (directly) noaknioueHa K MHTepdeiicy, COOTBETCTBYHOLLEMY
vlan_id.

168

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

no ip route prefix mask YAanutb npaBuao 13 Tabaunubl CTaTUYECKON MapLIPyTU3aLUK.
gateway

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 200 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Komanda Aelicmeue
o ymon4aHuro
show ip route [prefix [mask] | MoKasaTb TabanLy MapLipyTM3aLuK, yA0BAETBOPAIOLLYIO 3a4aH-
connected | details | failed | HbIM KpUTEpUAM.
static | summary] - prefix — ceTb Ha3HauyeHus;

- mask — macKa ceTu (B popmaTe AecaTUYHOMN CUCTEMBI cuncie-
HUA);

- connected — NoOAKNIOYEHHbIA MapLLpPyYT, TO €CTb MApLLPYT,B35-

- TbIli C HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHMPYOLWEro
MHTepoeica;

- details — petannsmpoBaHHaa nHdopmaums;

- failed — mapwpyTbl, ycTaHOB/IEHHbIE C OWMOKamK;

- static — cTaTnyecknin mapLupyT, NPONUCaHHBIN B Tabaunue mapLu-
pyTusaumu;

- summary — obLee KoM4ecTBO MapLIpPyTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npepHasHayeH AnA pe3epBUPOBAHUA MapLUPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZMH BMPTYasibHblIM, KOTOPbIN ByAEeT MCNONb30BATLCA KaK LUKO3 MO YMONYAHUIO 415 KOMNbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble nHTepdelcbl umetoT MAC-agpec 00:00:5E:00:01:XX, rge XX — Ho-
mep rpynnbl VRRP (VRID).

ToNbKO OAMH M3 GU3MYECKUX MAPLUPYTU3ATOPOB MOXKET BbIMNOJHATL MApLIPyTM3aLMio TpadmKa HA BUPTY-
anbHoMm IP-uHTepodeice (VRRP master), ocTanbHble MapLLpyTM3aTOpPbI B Fpynne npeaHa3HayeHbl Ans pesep-
BupoBaHus (VRRP backup). Beibop VRRP master npouncxoauT B cooTBetcTBumM ¢ RFC 5798. Ecnn Tekywmi
master cTaHOBUTCA HEAOCTYNHbIM — BblI6OP Master'a nosTopseTca. HanBbICWIKMA NPUOPUTET UMEET MapLL-
pyTM3aTop ¢ cobCcTBEHHbIM IP-aapecom, coBnadatoLmMm ¢ BUPTYaabHbIM. B ciyyae AocTynHOCTM OH Bcerga
ctaHosuTcA VRRP master. MakcumanbHoe konundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOM KOHGUrypaumm:
console (config) #

Tabnnua 201 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

3HaveHue/3Ha4yeHue o
KomaHoa / Aeiicmeue
o ymMoa4YaHuto

vrrp enable BkntoumTb VRRP r106anbHO.

-/BbIK/OYEHO Dns Toro uto6bl VRRP 3apaboTan Ha uHTepdeiicax,

HYKHO BKAounTb VRRP rnobanbHo.

no vrrp enable YpanuTe npaBuao 13 Tabamubl CTaTUYECKOM MapLpyTU3aLmu.
vrrp version {v2 | v3} -/v2 3agatb Bepcuio VRRP.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepageticos VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHurypaumm nutepoeicos VLAN:

console (config-if) #

Tabaunuya 202 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipv4 [ip_address]

vrid: (1..255)/-

Onpegenntb IPv4-agpec VRRP-mapipyTusaTopa.

Yanutb BUPTyasbHbIA MapLipyTU3aTop vrid Ha AaHHOM YCTPOM-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIK/IOYEHO

enable — BKNOUMTL pexkum, B KoTopom VR-aapec byaeT otBevatb
Ha ICMP-3anpocbl M NpMHMMATb 3anNpOoCbl Ha MNOAKAKOYEHMe Mo
Telnet n SSH;

disable — BbIK/IOYMTb AaHHbIV PEXUM.

vrrp vrid preempt

vrid: (1..255)/

BKAtounUTb perknum, npu KoTopom backup-mappyTtunsatop c bonee
BbICOKUM MpUOPUTETOM OyAeT NbiTaTbCA MepexsaTUTb Ha cebn
ponb master y Tekyllero master-maplpytmusaTopa ¢ 6osee HU3-
KUM NPUOPUTETOM.

MapLpyTusaTop, KOTopblii ABAAeTcA Bnagenbuem IP-

BRNIO4EHO V appeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOI KO-
MaHpAbI.
no vrrp vrid preempt BbIKNOUNTL PEXUM NPEEeMCTBEHHOCTY.
vrrp vrid priority priority vrid: (1..255); HasHauutb npuoputet VRRP-mapwpyTtusatopa.

no vrrp vrid priority

priority: (1..254)/
255 ana snagensua IP-
agpeca, 100 gna

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

OCTaNbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpeaenvTb MHTEPBAN MeXAy aHOHCaMWM master-mapLlupyTusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBMWTb 3HaY€HME MO YMOIYAHUIO.
1cek

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnunua 203 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKylo MW AeTasibHylo MHGOPMaLMIO AnA Bcex
MM OAHOrO HAaCTPOEHHOIO BMPTYaabHOro mapLpytusatopa VRRP.
- detail — npocmoTp aetanbHo MHbOPMaLMK;

- statistics — npocmoTp 06LLel cTaTUCTURMN.
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4.29 O6HoBNEHMe NporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxkeH 6biTb 3anyLleH U HaCTPOEH Ha KOMMNblOTepe, C KOTOpPOro byaer 3arpy-
¥aTbcA NporpammHoe obecneueHue. CepBep A0NKEH MMETb paspelleHUe Ha YTeHue dai-
0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNeH 419 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTtepa).

.‘

’ ‘ O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLEeCTBAATLCA TOIbKO NpUBUAErNpo-
N BaHHbIM NoNb3oBaTenem.

4.29.1 O6Ho8neHuUe cucmemMHO20 NPo2PAMMHO20 obecrneyeHus

3arpysKka ycTponcTBa ocyllectsnserca us ¢alina cuctemHoro nporpammHoro obecnevenua (MNO),
KOTOPbIA XpaHUTcA BO Gnsw-namaAtu. MNpu obHoBNEHUM HOBbIM ¢dann cuctemHoro MO coxpaHsaeTca B
cneumasnbHO BblaesfieHHOM obnactm namatu. [pu 3arpyske yCTPOMCTBO 3amycKaeT aKTUBHbIN daiin
cuctemHoro MO.

Mpoueaypa obHoBneHMA MNO:

CkonupoBaTb HOBbIN ¢ain NPOrpaMMHOro obecrneyeHns Ha YCTPOMUCTBO B BblAe/ieHHY0 obaacTb na-
MATU. PopmaT KOMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image

Nnn KomaHaomn

console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename
Mpumep KomaHAabl ansa 3arpyskn MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

HoBas Bepcua NnporpaMmmHoOro obecnevyeHus CTaHeT aKTUBHOW noce nepes3arpyskn KommytaTtopa.

[na npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecrnedyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console# show bootvar

4.30 Pexxum otnagKku

PexXMm OTnaZKM no3BOASET CHUMMATb [AOMOJIHUTENbHYIO AMArHOCTUYECKYID WHPOpMaUMIo C
yCTpoWcTBa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabnunua 204 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKNHOUNTL reHepaL Mo OTNaf04HbIX COOBLLEHNI AR KOHKPETHOro
6/10Ka CUCTEMHOIO MOAYNA iss.

BbIK/IOUMTL TeHepaLmio OTIaLOUYHbIX COOBLEHNI ANA KOHKpeT-
HOro 6/10Ka CMCTEMHOTO MOAY /A iss.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabaunuya 205 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

no debug all

OTKNOYUTb BbIBOA, BCEX OT/IAA0UYHbIX COOOLLEHNI.

dump sockets

[pOoCMOTp BCEX COKETOB B CUCTEME.

dump mem Jocation [len byte]

location: (1..OxFFFFFFF);
byte: (1..256)

OTO6pa3nTb COA4EPHKMMOrO NamaTM U3 3agaHHOM obnactu na-
MATHU.

dump {task | sem | que} name
[name]

MoKasaTb AeTanu 3a4auu, odepegm uam cemadopa npu npuceoe-
HUWM MMEHM TacKa.
- name — Ha3BaHwWe TacKa.

debug test mem alloc bytes

bytes: (1..4294967295)

BblgennTb 610Ka NaMATV € 3a4aHHbIM B 6aliTax pasmepom.

debug test mem free

OcBo604uUTb BblAeNeHHbIN 610K NamaTu.

debug show sensor
temprerature index

index: (0..3)

OTO06pa3snTb 3HaYEHMA AaTynKa TemnepaTypsbl.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 206 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKNOUNTL reHepaLmio oT1aAouHbIX coobueHnin ans NPAPI ans
yKa3aHHOro moayns.

BbIKNOUMTb reHepaunio 0TAag0uHbIX coobuennit ana NPAPI ans
yKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port:(0/1..48);

te_port: (0/1..11);
group: (1..24)

OT06pasunTb KoOHPUrypaumto nopta NPAPI.
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debug show ip arp np
interfaces

OTobpasunTb aepeso nHtepdeiicos ARP 8 NPAPI.

4.30.1 KomaHObl omnadKu 015 uHmepagpelicoe

[aHHbIN peXnm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU A/1A MHTepdencoB AN YKAa3aHHOTO YPOBHSA

severity.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 207 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKHOUNTL reHepaLmio OTNaL0UHbIX COOBLLEHMI AA BCEX BUAOB
TPACCUMPOBOK.

BbIK/IIOUNTb reHepaumio 0T1af04uHbIX CO0bLWEHMIA ANa MHTepdei-
coB.

debug interface arp-pkt-dump
severity

BkntounTb TpaccnposKku gamna naketos ARP.

no debug interface trc-error

severity: (0..7)/-
no debug interface arp-pkt- BbIK/IHOUNTb TPACcCMPOBKKM Aamna naketos ARP.
dump
debug interface buffer severity BKNOUUTL reHepauuio OTAaA04HbIX CO0bLWEeHUI A NakeTHOro
severity: (0..7)/- Oydepa.
no debug interface buffer BbIK/MOYNTL reHepaLmio OTNaA04HbIX COOBLLEHMI AN NAaKETHOTo
bydepa.
debug interface enet-pkt- BKAOUMTb TpacCcMpoBKM gamna naketos Ethernet.
dump sev¢:>rlty severity: (0..7)/-
no debug interface enet-pkt- BbIK/MOUNTL TPACCMPOBKKM Aamna nakeTtos Ethernet.
dump
debug interface fail-all severity BKNOUMTD reHepaumio OT/1Ia04HbIX COOOLLEHNI NPU BO3HUKHO-
. BEHMU BCeX BUAOB cH60eB, BK/OYAA BaMAALMIO NAKETOB.
- . severity: (0..7)/- —
no debug interface fail-all BbIKNOUNTL reHepaL Mo OT1a404HbIX COODBLLEHUI MPU BO3HUKHO-
BeHuu cboes.
debug interface ip-pkt-dump BKAHOYMTB TPAaCCUMPOBKM gamna naketos |P.
severity - - severity: (0..7)/-
no debug interface ip-pkt- BbIKNOUYNTbL TPACCMPOBKM Aamna nakeTos IP.
dump
debug interface os severity leHepMpoBaTh OTN1aA04YHble coobLLeHMs ana pecypcos OC.
no debug interface os severity: (0..7)/- BbIK/IIOYNTL reHepaLmio OT/Ia404HbIX COODLEHNI ANa pecypcos
OcC.
debug interface track severity BKNHOUMTb reHepaumto OTAaL0uHbIX COOBLLEHMI CAeXKeHUs UH-
severity: (0..7)/- Tepodelica.
no debug interface track BbIKNOUYNTL reHepaL Mo OTNaA04HbIX COOBLLEHUI CNeXKeHNUA UH-
Tepdelica.
debug interface trc-error BKOUYNTL reHepaumio 0TNaL0uHbIX CO0bLEeHMI OWNBOK UHTEP-
severity severity: (0..7)/- delicos.

BbIK/IOUNTL reHepaLmio OTNa404HbIX COODLLEHMI OLWNOOK MH-
Tepdelicos.
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4.30.2 Omnadka VLAN

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 208 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IIOUMTL reHepaumio BCEX OT/NIaA04YHbIX COOBLEHN Moayns
VLAN.

BbIK/NOUUTL TeHepaunto BCeX OTNAZLOUYHbIX COObLEHNI moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BK/IlOUMTL reHepaLumio OTNAZ0YHbIX COOBLLEHMM, Kacatomxcs
npuopuTeTa, N36bLITOYHOCTH, Nepesadun TpaduKa.

BbIKNtOUMTb reHepaLmio OT1aZ04HbIX COODLEHNIM, KAacatoLWMXCs
npuopuTeTa, 3bbITOUHOCTH, Nepesayun TpaduKa.

debug vlan buffer

no debug vlan buffer

BKAOUNTL reHepauuio 0TNaf04uHbIX coobueHui bydepos vian.

BbIKNHOUMTL reHepaL Mo OT1aA04HbIX coobLeHnit bydpepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNOUMUTL reHepauunio OTNIaA0YHbIX COOOLWEHUI ynpaBieHus
vlan.

BbIKNOYMTb TeHepaumio OTNaA04YHbIX COOBLWEHUIA ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKAOUNTL reHepaumio OTNaf04HbIX CoobLieHnit obmeHa aaH-
HbImMM vlan.

BbIKNtOUNTb reHepaumio 0T1af0uHbIX co0bLeHM obmeHa aaH-
HbiMM Vvlan.

debug vlan dump

no debug vian dump

BKNtOUNTL reHepaumio 0TAaf0uHbIX COOBLLEHNI 3axBaTa NAKeToOB
vlan.

BbIK/OUMTbL FreHepaumio oTAag0uHbIX COOBLLEeHNIA 3axBaTa nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMUTL FeHepaumio OTNafouHbIX coobuweHnin 06 owmbkax
vlan.

BbIKNOUMTb FeHepaumIo OTNaA04HbIX COObLWEeHU 06 ownbKax
vlan.

debug vlan fwd

no debug vlan fwd

BK/lOUMTL reHepaL Mo OTNaf0UHbIX COODOLEHNI nepesayn Tpa-
duka vlan.

BbIKNIOUUTL reHepaLmio 0TAaA04HbIX COOBLLEHWI Nnepeaayn Tpa-
¢dukKa vlan.

debug vlan global

no debug vilan global

BKAIOUUTL reHepaLmio OTNaA0uHbIX coobLieHuit rnobanbHo no
moaynto vlian

BbIKNIOUUTL reHepaLuio OTNaA0uHbIX CO0bLLEHNIA r106anbHO Mo
moaynto vlian

debug vlan initshut

no debug vlan initshut

BKAOUUTL reHepaumio OTNa[0UHbIX COOﬁLLI,eHVIVI U3MEHEHUNA CO-
CTOAHUA MOoaynA vlan.

BbikntounTb reHepauuto 0T1a404HbIX COO6LIJ,eHVIl7I n3meHeHunA co-
CTOAHUA MOoaynA vlan.

debug vlan mgmt

no debug vlan mgmt

BK/IIOYUMTL reHepaumio OTNafO0UYHbIX COOBLEHNIA ynpasaeHus
vlan.

BbIK/MOYUTL reHepaumio OTNaZ0UHbIX COOBLEHWUI ynpasaeHus
vlan.

debug vlan os

no debug vlan os

BKNIOUUTL reHepaLuio OTNaA0uHbIX COOBLEHUI ANA pecypcos
moayna vlan, kpome bydepos.

BbIK/NOUMTbL FreHepaLmio OTNaA04HbIX COOBLLEHUI aNa pecypcoB
mogyns vlan, Kpome 6ydpepos.

debug vlan priority

BKAOUNTL reHepauumio OTAaf0uHbIX COOBLLEHMIA NPUOPUTETOB
vlan.
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no debug vlan priority

BbIK/IOYMTb reHepaLmio OTNa404HbIX COOBLLEHNI NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKAOYUTbL FreHepaumio OTNaf0uHbIX COOBLEHMI M3BbITOYHOCTH
vlan.

BbIKNHOUYNTL reHepaL Mo OT1a404HbIX COOBLLEHNI N36bITOYHOCTH
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BkatounTb oThagKky npotokona GARP.

Bbikntountb oTnagky npotokona GARP.

4.30.3 Omnadka Ethernet-oam

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 209 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BKAHOUMTL reHepauuio BCEX OTNAA04HbIX COODLWEeHMA eoam.

BbIK/MIOUNTL reHepaLmio BCeX OT/Iaf04HbIX COOOLEHU eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BkntounTb reHepaumio coobueHunin bydepos eoam.

BbIK/OUNTbL reHepaumio coobuieHnit bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAOUMTL reHepaumto coobweHnin KoHdurypauum eoam.

BbIKNOUNTL reHepaLmio COObLLEeHNI KOHPUrypaLmm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKOUMTL reHepaLmio coobLLeHU ynpaBaeHns eoam.

BbIK/NOUNTL reHepaLmio COObLLEHNI ynpaBaeHna eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUMTL reHepaumio coobLieHnii npouecca 0bHapyKeHUs co-
cegen eoam.

BbIKNOUNTL reHepaumio coobLeHnin Nnpouecca obHapyKeHus co-
ceaelt eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKNOUMTL reHepauuto coobuweHuii olwmMboK eoam.

BbIK/MOUNTL reHepaLmio COObLLLEHNI OWNMBOK eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKAOUMTL reHepaumto coobuweHnin Bxoaa B pyHKUUM eoam.

BbIKNHOUYNTL reHepaLmio CoobLeHMI BXoaa B GYHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKHOUNTL reHepaumio coobLLeHui BbiIXxoga 13 GyHKUMI eoam.

BbIK/IOUNTL reHepaLmio coobLLLEeHNI BbIXxoaa U3 GyHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

Bkatountb reHepauuio COO6LLI|EHM171 U3MEHEHUA COCTOAHUA MO-
Ayna eoam.

BbikntounTb reHepauuto COO6LLLEHMVI MU3MEHEHUA COCTOAHUA MO-
Aayna eocam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtoUMTb reHepaumio coobuieHuit link-monitor eoam.

BbIKNOUNTDL reHepaumto coobuieHnit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtouMTb reHepaumto coobuieHuin remote-loopback eoam.

BbIK/MOUNTB reHepaLumto cooblueHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

Bkatountb reHepauutio COO6IJ.I,EHMVI COCTOAHUM mux-parser eoam.

BbikntounTb reHepauuto COO6LIJ,€HVII‘;1 COCTOAHUM mux-parser
eoam.

debug ethernet-oam pkt

BKAOUNUTB reHepaumio coobLieHuit Ans naketa eoam.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

175




HELTEX

no debug ethernet-oam pkt

BbIK/NOUUTb reHepaLuio CoobLLeHnii 419 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKAOUYNTL reHepaumio coobLeHMn N36bITOYHOCTU eoam.

BbIKNOUYNTL reHepaLmio coobueHni n36bITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BK/IIOUMTL reHepaLmio CoObLEHUI Ana pecypcoB eoam, Kpome
bydepos.

BbIK/IIOYMTb reHepaLmio CoobLLEeHNIA 418 PecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKNOUNTL reHepaunto coobLLeHUi yaaneHHoro obHapyKeHun
aBapui eoam.

BbIKNOYNTL FeHepaLumnio coobLeHNi yaaneHHoro obHapyKeHus
aBapui eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BK/IIOUMTL reHepaLmio CoobLeHNA Aaa 3HaYeHU 3anpoCcoB-0T-
BETOB eoam.

BbIKNtOUMTL reHepaL Mo coobLWeHNN ANA 3HAYEHUI 3aNPOCOB-0T-

BETOB €0am.

4.30.4 XypHanuposaHue omaado4HbIX coobuwjeHuli

C nomowpbo JaHHOro 6n10Ka KOMaH4, HaCTpanBarlOTCA MapamMeTpbl BeAeHNA XXypHa/sia OT/1IaaKuN B

cncreme.

HasBaHue xypHana cogepxuT B cebe aaty ero cosgaHusa Ha flash.

KomaHOb1 pexcuma enobasnbHoU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (confiqg) #

Tabnunua 210 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA, OT/NAZOYHbIX COOBLLEHUI B KOHKpeTHoe
pacnonoxeHue.

console — B TepMMHaN KOHCONK;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B oTaenbHbIV 6ydep, Npu ncuepnaHmm pecypca by-
depa — B paiin Ha flash.

YCTaHOBUTbL 3HaYeHune no YMONYaHUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHoBWUTb pacnonoeHune daiina, B KOTOpbIK 3anucbiBatotes de-
bug-coobueHuns.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

' ' MHdpopmauusa o debug-logging log-path xpaHurtca B ¢paitne nvram. [na Bo3Bpata AUPEKTO-
e puM no ymonuyaHuio Tpebyerca ucnonb3oBatb KomaHAy no debug-logging log-path uau

delete startup.

.‘

Mpu ucnonbsosaHum KomaHpgbl clear logs debug file ctupaerca Bce cogepxumoe gupekTo-
puK, B KOTOPOWU HaxoaATcAa ¢Gaitnibl KypHaNoB. PeKoMeHAYeTca UCNO/Ib30BaTb OTAE/bHYIO

AVUPEKTOPUIO UIN AUPEKTOPUIO MO YMOSYAHUIO ANA XPaHEHUA KYPHANOB BO usbexaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

.‘

buffered-file}

Bo3morkHa coBmecTHaa pa6ota kKomaHa debug-logging console n debug-logging {file |
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KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 211 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

clear logs debug file

OunCTUTb coaepxmmoe anpketopum c debug-darinamum.

4.30.5 KomaHObiI 013 omnadku pyHKYuli ynpasneHusn

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 212 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/OYEHO

BKOUNTL reHepaumio OTAa404HbIX COOBLLEHMIT Ana NPOTOKOAA
RADIUS.

BbIK/NIOYNTL reHepaumIo 0TIaf04YHbIX COOBLLEHMI ANA NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/OYEHO

BKNOUMTD reHepaumto OTAaf0uHbIX COObLLEHMI As NPOTOKONA
TACACS.

BbIK/IOUYNTb reHepaLLmio 0TAaA0uHbIX COOBLLEHMI A8 NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IIOYEHO

BK/OUYUTL reHepaumio 0TNaL0uHbIX coobuieHuni gna SSH.

BbIKNOUNTbL reHepaLmio OTNaA04HbIX coobLeHuii gna SSH.

debug terminal take BKNOUNTL  BbLIBOA OT/NaA0YHbIX COOBWEHUI B  TeKyluen
SSH-/Telnet-ceccun.
- -/BbIKAOYEHO - —
no debug terminal take BbIKNOYNTL  BbIBOA, OTNAZ0OYHbIX COOOLWEHUIA B  TeKyLien
SSH-/Telnet-ceccun.
4.30.6 KomaHObI 0nsa omaadku npomokona DHCP
KomaHgapl AaHHOro 6/10Ka BKAKOYALOT oTc/iexuBaHme moayns DHCP.
KomaHOosl pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#
Tabnunuya 213 — KomaHab! pexkuma EXEC
Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 177




HELTEX

KomaHoa

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aeiicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIKNOYEHO

BKNOUMUTL reHepauuno cooblieHnit otnagkm ¢yHKumm DHCP
Snooping.

BbIKNOUMTb reHepauunto coobuweHnin otnagkm ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNOYEHO

BKNOUUTL reHepaumio Bcex coobuieHnit otnagku ¢yHkumm DHCP
client.

BbIK/OYMTL reHepauuio BCeX COOBLWEHU OTadKM YHKUUM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKIOYEHO

BKNtOUNTL reHepaunto BbIBOPOYHbIX COOBLLEHUI OTNAAKN PYHK-
umn DHCP client.

BbIKNOUMTL reHepauuio BblIBOPOYHbIX COOBLEHUI OTAaAKM
byHKUMKM DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKNOYEHO

BKAtounTb reHepaumto coobuieHunii otnagkm ¢yHkumm DHCP re-
lay:

- all — Bce oTnagouHble coobLeHNs;

- errors — 0T/1afl04Hble COObLLEHNA NPU OLIMBOKaX.

BbIKNOUUTb reHepaunio coobueHuii otnaaku pyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIKNOYEHO

BKNOUNTL reHepauuto BbIBOPOYHbIX COOBLLEHNI OTNagKM PYHK-
unm DHCP server.

BbIKNOUMTL reHepauumio Bbl6OPOUHbLIX COOBLLEHNI OTAaLKM
dyHKummn DHCP server.

debug show ip dhcp np
interfaces

Moka3saTb KoHdUrypaumuio GyHKLMU KOHTpoNa npoTokona DHCP.

4.30.7 Omnadka pyHKyuu PPPoOE-IA

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnuua 214 — KomaHgpl pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNOUNTL reHepaumio Bcex 0TNaA04HbIX coobLieHnin PPPOE-IA.

BbIKNOUNTb reHepaLmio BCex OTNaZ04HbIX coobLeHnit PPPoE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAtOUNTL reHepaLmio OT1aA04HbIX COOBLLLEeHNI 0 BXxoae B PyHK-
unun PPPoOE-IA.

BbIKNHOUMTL reHepaL Mo Bcex 0TAaf04HbIX coobuieHmit PPPoOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAIOUUTL reHepaLmio OTNaf0uHbIX COOBLLEeHUI O Bbixoae w3
bYyHKLMI PPPOE-IA.

BbIKNOUMTb reHepaLnio BCeX OTNaL04HbIX coobLeHui PPPoE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUNTL reHepaumio OTNaA0YHbIX coobuweHui 06 olmnbKax
PPPOE-IA.

BbIKNHOUMTL reHepaLmto Bcex 0TNaf04HbIX coobuieHmit PPPoOE-IA.
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debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAIOUMTL reHepauuio OT/Aafdo4YHbIX COObLEeHMIt O MaKeTax
PPPOE-IA.

BbIKNOUYNTL reHepaLmio BCex 0TAag04HbIX coobueHnin PPPOE-IA.

4.30.8 Omnadka ¢pyHkyuu DCS

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 215 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymMoa4YaHuto
debug dcs all BKAHOUMTb reHepaumio Bcex oTAaA0uHbIX coobueHuni dcs.
no debug dcs i BbIKNOYNTb reHepaLLMio BCEX OTNIAL04UHbIX CO0OLLEeHNI dcs.
debug dcs entry BKNHOUMTb reHepaLmio 0TNaA04HbIX COObLEHNI 0 BXoAe B QYHK-
- umu dcs.
no debug dcs BbIKNOUNTL reHepaLLMio BCEX OTNIAL04UHbIX CO0bLLEeHNI dcs.
debug dcs exit BKNOUMTL reHepauuto OTAafZouHbIX COObLLEHMI O Bbixoge U3
- dyHKUMI des.
no debug dcs BbIKNOYNTb reHepaLLMio BCeX OTNIaL04UHbIX CO0bOLLEeHN dcs.
debug dcs fail BKNHOUYMTb reHepaLmio oT1a404HbIX coobueHuin 06 owmbKkax dcs.
no debug dcs i BbIK/NOUNTb reHepaLLMio BCeX OTNIaf04HbIX CO0bLLEeHN dcs.

4.30.9 Omaadka ¢pyHkyuii QoS

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 216 — KomaHab! pexkuma EXEC

no debug qos ctrl

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
debug qos buffer BKNOUUTbL reHepaumto OTNaA0YHbIX coobleHuit ana bydepos
QosS.
no debug qos buffer i BbIK/IIOYNTb reHepauuto OTNaf404HbIX cooblueHuli ana bydepos
QosS.
debug qos ctrl BKNHOYMTb reHepaLmio OT/1Ia404HbIX COOBLWEHNI ANA yNpaBAeHUA

QosS.

BbIKNOUYNTL reHepaLmio OTNaA04HbIX COOBLEHWI ana ynpasne-
HuAa QoS.

debug qos dump

no debug qos dump

BKAOUNTB reHepaLLmio oT1a40uHbIX coobLeHmMi no naketam QoS.

BbIKNOYNTL FreHepaumio OTNAZ0YHbIX COOBLEHWIA MO nakeTam
QosS.

debug qgos failall

no debug qos failall

BKNOUYNTL FreHepauuio OTNaA04HbIX COOBLWEeHUn Nno owmnbKam
QosS.

BbIK/MOYNTL reHepaLmio OTNaA0YHbIX COOBLLEHUI NO OWNbKam
QosS.

debug qos init-shut

no debug qos init-shut

BK/OUUTD reHepaumio 0TAaf0uHbIX COOBWEHNI NO U3MEHEHMIO
coctosHna moayna Qos.

BbIKNOUYNTb reHepaLmio OTIaA0UHbIX COOBLWEHNI NO U3MEHEHWIO
coctosHua mogyna QosS.
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debug qos mgmt BK/IOUNTL reHepauuio 0T/1a404HbIX COOBLEHNI ansa ynpasneHuns
QosS.

no debug gos mgmt ) BbIKNHOUMTL reHepaLMio OTNaA04HbIX COOBLWEeHNI ans ynpasne-
HuAa QoS.

debug gos os BKNOUNTL reHepaLmio OTaf0uHbIX COObLEHUI ana pecypcos
QoS, kpome bydepos.

no debug qos os i BbIKNHOUMTL reHepaLmio OTNaL04HbIX COOBLWEHNI ANsA pecypcos
QoS, Kpome bydepos.

debug show qos meters OT06pa3nTb MHGOPMALMIO O KONIMYECTBE BblAENEHHbIX U cBOBOA-

i Hbix QoS Meters.

4.30.10 KomaHObI 014 omaadku npomokosaa SNTP

KomaHapl AaHHOro 6/10Ka NO3BONAOT CHUMATb A0MOIHUTENbHYIO AMArHOCTMYECKY0 MHbOopMaLUoaaa npo-
ToKona SNTP.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnunuya 217 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoA4YaHuio

KomaHda

debugsntp {all | all-fail | buff | BKtOUYNTL reHepaLmio 0TAaA0uHbIX cooblieHna 610Kka SNTP.
control | data-path | init-shut
| mgmt| resource}

-/BbIKNOYEHO

no debugsntp {all | all-fail | BbIKNOUYUTb reHepauuio 0TAag04uHbIX cooblieHnsa 6aoka SNTP.
buff | control | data-path |
init-shut | mgmt| resource}

4.30.11 KomaHOvbl 013 omaadku npomokona STP

KomaHabl faHHOro 6/10Ka NMO3BOAAKOT CHUMATb AOMONHUTENbHYIO AMArHOCTUYECKYID MHPopmaLmio ANns
npotokona STP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 218 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Nleiicmeue
no ymoa4YaHuro

debug spanning-tree global BKNIOUNTL reHepaumio oTNaA04HbIX COOBLWEHWIA ANA NPOTOKONa
-/BbIKNIOYEHO STP rnobansHo.

no debug spanning-tree global YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

debug spanning-tree all BKNtOUNTL reHepaLmio BCex OTNaL04HbIX COOBLLEeHMI Ana NpoTo-
-/BbIKAOYEHO Kona STP.

no debug spanning-tree all YCTaHOBWTb 3HaY€HME NO YMOYAHMIO.

debug spanning-tree errors BKNOUMTL reHepauuto cooblueHui oTaagku gas npoTtokona STP
-/BbIK/IIOYEHO AN AUArHOCTMKM OWNBOK.

no debug spanning-tree errors YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.
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debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobleHuit oTnaaku ana npotokona STP
Ana init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOWM MW yCNeLHOW MHULMANM3ALMIK UK 3aKpbITUKM moayns STP.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BK/OUNTL reHepaumio COObLLeHWUI OTNagKu NpU ynpasieHUu
npoTtokonom STP. OTAagouHble COOBLEHMA TEHEPUPYIOTCA KaXK-
Abl pas, Koraa Bbl HacTpamBaeTe Kakue-nnbo ¢yHKumm STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IIOYEHO

BKAOYNTbL reHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI Npu
HeyAa4YHOM 1 yCnewHoM BblaeneHnn namatu ana STP-npouecca.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKNHOUMTb reHepauuio coobLLeHnit oTnagKkM ana npotokona STP
npv Heyaa4YHOM M yCrnewHom npuveme, nepegave n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IOYEHO

BKAOUMTL reHepaLmio coobLeHUin 0TAagKM Ana coBbITUIA KOHPU-
rypauumn npotokona STP. CoobuieHna reHepupytoTca npu
HacTpoWike ¢yHKumiA STP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BKAOUUTDL reHepauuio coobLleHWiA OTNagKuU MPU HeyaauHOM,
ycnewHoM 3anycKe, Npy OCTaHOBKE UM Nepe3anycke TaliMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIK/OYEHO

BKNHOUMTL reHepaumio coobLeHNn OTAaAKN ANs NOPTOB, 3a4ei-
CTBOBAHHbIX B MOCTpOeHun aepesa STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BKNOUMTD reHepaumio cOObWEHNN OTNAAKN B PE3EPBHOM y3/e
STP npw BbINONHEHWW PEe3ePBHOTO KOMMPOBAHUA MHPOPMALMK O
KOHOUIYypaL MK OT aKTUBHOTO y3/a.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIKOYEHO

BKAOUYNTL reHepaumio coobLieHMIn 0TAaaKK Ana npoTokona STP
npv HeyAa4yHOM U yCrewHoM Co34aHum 1 yaaneHue cemadopa.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OT06pasnTb STP-cOCTOAHMA NOPTa BO BCEX CYLLECTBYIOLLUX UH-
CTaHCax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pasmTtb mannuHr VLAN no mHctaHcam. Ecam ykasaH onumo-
Ha/IbHbIM NapameTp instance, TO BbIBOAWUTCA MANMUHT TOIbKO A4
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BKAOUNTb OT/Ia40UHbIE COOBLIEHNA A48 MeXxaHM3ma o6HapysKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BKNOUNTb OT/IaZ0UHbIE COOBLIEHNA AR MeXxaHM3ma o6HapysKe-
HWUA U3MEHEHWIA TOMOIOTUN.
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4.30.12 KomaHObI 018 omaadku npomokona LLDP

KomaHabl gaHHoro 610Ka NO3BONAKOT CHMUMATb AONONTHUTENIbHYO ONAarHOCTUYECKYHO VIHd)OpMaLI,VII-O

ana npotokona LLDP.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 219 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIKNOYEHO

BKNOUNTL reHepaLmio BCex 0T1ag04uHbIX CO0BLLIEHMI ANsA NPOTO-
Kona LLDP.

YCTaHOBUTb 3HAYEHUeE Mo YMO/T4aHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIKNIOYEHO

BKNOUUTL reHepauuio cooblieHmnii oTaaaku ana npotokona LLDP
ONA ANArHOCTUMKM OLWMBOK.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BKNtounTb reHepaumio BbIGOPOYHbIX OTNALOYHbLIX COOBOLLEHUM
npotokona LLDP.

- buf — oThagouHble coobuieHns, cBasaHHble ¢ bydepom LLDP;

- critical — oTnag0uHbIE COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oThagouHble coobuweHns npu cboe Npu U3IMEHEHUM UK
nosyyYeHun 3anucein LLDP;

- data-path — oTnagouHble coobuieHus, Kacatowmecs NyT1 nepe-
Aa4Yn Uan nonydeHus sanuceli LLDP;

- init-shut — oT1ag04YHbIE COOBLLEHMA NPU HEYAAYHOW NHULMANN-
3auUMK1 1 BbIKOYEHUM moayna LLDP;

- mgmt — oTNafo4Hble coobleHna npu cboe B KOHOUrypauum
nto6oi n3 dyHKUm LLDP;

- pkt-dump — oTnagouHbIE COOBLLEHUSA A8 TPACCUPOBKM 4aMMOB
NaKeToB;

- resource — OT/1aZ04Hble COObLLEHUNSA, CBA3AHHbIE C pecypcamu
OC. 37a TpaccupoBKa reHepupyeTca npu cboe B ovepeanx coob-
LLLEeHWA.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IOYEHO

leHepupoBaTb OTAaL04HbIE COObLeHNa ansa Bcex TLV-onumii.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IOYEHO

leHepnpoBaTb OTNAZ0UHbIE COOBLLEHUA ANA BbIBOPOUHBIX QYHK-
umn TLV-onumi.

YCTaHOBUTb 3HaYeHMe MO YMOJTHaHUIO.
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4.30.13 KomaHObI 019 omaadku pyHkyuu IGMP Snooping

KomaHapl AaHHoro 6/10ka nNo3Bo/IAKT CHUMATb AOMNOJIHUTE/IbHYIO AMArHOCTUYECKY0 MHbOPMaLUIO

Ana npotokona IGMP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 220 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
0 yMon4YaHuo

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/OYEHO

BKNOUMTD reHepaumio BCeX OT1af04HbIX COOOLEHUI ana GyHK-
umm IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOUUTL reHepaumio OTNaZOo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0A4a-Bbixoaa B pyHKumMio IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMO/I4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IOYEHO

BKAHOUMTL reHepaL Mo 0T1af04uHbIX COOBLLEHMI B Cayvae nepec-
CblIKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HaYeHMe N0 YMOHAHMUIO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKAOUNTL reHepaLmio 0TI A04HbIX COOBLLEHWMI, B CyYae 3apem-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/OYEHO

BKAOUMTbL reHepaumto coobuweHna no cobbiTUAM MHULMaNM3a-
umu u shutdown, nHpopmauus saHocutcs B daiin.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IIOYEHO

BKNIOUMTL reHepaumio BbIBOPOYHbIX OTNAZ0YHbBIX COODOLLEHWI
ana dyHKumKn IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMO4aHULO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/OYEHO

BKNOUMTD reHepaumio OT/1Iaf04HbIX COOOLLEHUI NPU BO3HUKHO-
BEHWUW OWNOKM Npu Nepegaye nam npueme naketos IGMP.

YCTaHOBUTb 3HaYeHME NO YMOHYAHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKAOYEHO

BKAOUYMTbL reHepauuio NakeToB NPU OTNPaBKE MAN MNOAYYEHUU
query-naketos IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOHAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IIOYEHO

BKAOUNTB reHepaLmio MaKeToB B TeX CAyYanX, KOr4a 3a4eicTeo-
BaHbl TalMepbl.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IIOYEHO

BKAOUUTDL reHepaumilo OTNaf04YHbIX COOBLEeHU AnA AnarHo-
CTUKM TPACCMPOBOK, CBA3AHHbIX C NPOTOKO/I0M IGMP.

- all — BKNOUYNTL reHepaL Mo BCeX OTNAL04YHbIX COOBLEHMI;

- RX — BKNIHOUYMTb reHepaLmto OT/1aA04HbIX COObLLEeHMIA ana Tpac-
CUMPOBKMU NMPUHNUMAEMbIX NAKETOB;

- TX — BK/IIOUYUTb FreHepaLuio OTNaA04HbIX COObLLEeHUI anA Tpac-
CMPOBKM NepeaaBaeMbIX NaKkeTos;

- ctrl-path — BKNOUMTL reHepaumio OTIaA04HbIX COOBLLEHMI NpK
NPOXOXKAEHUN KOHTPO/IbHOM ynpaBastoLLen MHbopmaLmu;

- data-path — BKAtOUNTbL reHepauMio OTAaf04YHbIX COOBLWEHNI
NPV NPOXOXKAEHUN MYNbTUKACT-TpaduKa.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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4.30.14 Omaadka 0ns port-channel

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 221 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 ymMmon4aHuio

Aelicmeue

debug lacp all

no debug lacp all

BKHOUMTb reHepaumio Bcex 0TAa40uYHbIX coobueHuniia ana LACP.

BbIKNHOUYNTL reHepaLmio BCex 0TAaf04HbIX coobueHunisa ana LACP.

debug lacp buffer

no debug lacp buffer

BKAOUMTL reHepaumio oTAa4ouHbIX coobuweHuii no bydpepam LACP.

BbIK/MIOUNTL FeHepaumio OTaf04HbIX coobuweHun no bydepam
LACP.

debug lacp data

no debug lacp data

BKOUYUTL FreHepaLmio 0T1aA04HbIX coobLLeHMI 06MeHa AaHHbIMM
LACP.

BbIK/MOUNTL FeHepauuio OT/NagouHbIX coobuweHnn obmeHa AaH-
Hbimun LACP.

debug lacp events

no debug lacp events

BKNIOUMTL reHepauuio OTNaf0uHbIX COOBWEHUN Mo cobbITUAM
LACP.

BbIK/MIOUNTL FreHepaunio OTAa40uHbIX COOBLWEHUA MO cobbITUAM
LACP.

debug lacp failall

no debug lacp failall

BKNHOUMTL reHepauuio 0T1aa04HbIX coobuweHnin no owmnbkam LACP.

BbIK/IOUNTL TEHEpaUMIO OTNaZ0uYHbIX COOBLEHUA Mo owmrbKkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUMTL reHepaumto OTNaA04HbIX COOBLWEHNIN U3SMEHEHUSA COCTO-
AaHna LACP.

BbIK/NIOUNTL reHepauuto OTAaf04YHbIX COOBLWEHNN U3MEHEHUSA CO-
ctoaHus LACP.

debug lacp mgmt

no debug lacp mgmt

BKHOUYNUTL reHepaLmio OTNaL04HbIX COOBLLEHMI MO YNPaBAAOWMM
coobuieHmam LACP.

BbIK/NOYMTL reHepaLmio OTNafL04YHbIX COOBLEHUI Mo ynpaBasio-
wmm coobuweHnam LACP.

debug lacp os

no debug lacp os

BKNHOUMTL reHepaLuio 0T1ag04HbIX coobLeHuii no pecypcam LACP,
UcKAtoYan bydepbl.

BbIK/NOYNTL reHepauMio OTNaZ0u4HbIX COODLLEeHUI Mo pecypcam
LACP, uckntouas 6ydepbl.

debug lacp packet

no debug lacp packet

BKNHOYMTL reHepaumio oTAaL0uHbIX coobueHuii no naketam LACP.

BbIKNOUNTb reHepauuio OTAAJ0YHbIX COOﬁLLI,eHVIVI Nno nakeTam
LACP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 222 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BK/OYUTL reHepaumio Bcex 0T1aA04HbIX cooblieHnin ans LAG.

BbIKNOUYNTL reHepaL Mo BCex OT1af04HbIX coobuweHunit ansa LAG.

debug etherchannel detail

no debug etherchannel detail

BKNOUNTL reHepaLmio Nogpo6HbIX OTNaZ0UYHbIX COOBLEeHNA ans
LAG.

BbIK/IOUNTL reHepaLmnio NoAPo6HbIX OTAaA0UHbIX COObLLEHUI ana
LAG.
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debug etherchannel error

no debug etherchannel error

BKOUYNTL reHepaumio 0TNaf04uHbIX coobuieHmnii 06 owmnbKkax LAG.

BbIKNOYMTL FeHepaumio OTNaf0uHbIX coobleHnn o6 owmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BK/1IOYNTL reHepaLumio OT1IaA04HbIX COOBLLLEHUI Mo cobbiTuAM LAG.

BbIKNOYMTL FreHepaumio OTAaZ0UHbIX COObLWEHMI NO cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IOUMTL reHepaLuio 0TNaf04HbIX COOBLLEHMI NO AecKpunTopam
nHTepodericos LAG.

BbIKNOUNTL reHepaLuio OTNaf0uHbIX COObLWEHNI NO AecKpunTo-
pam nHtepdeiicos LAG.

4.30.15 Omanaodka loopback-detection

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 223 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o0 yMon4YaHuo

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKAOUMTL reHepaumio BCEX OTNAA04HbIX coobuweHunin LBD.

BbIK/OUNTL FreHepaLmio BCEX OT/1Iaf04YHbIX coobuieHuni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTDL reHepauuio OTNafouHbIX coobueHnin ana 6ydepos
LBD.

BbIK/NIIOYNTb reHepauunio OTNaA04HbIX coobuennit ans bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/OYMTL reHepaumio OTNAA0YHbIX COOBLLEHWUIA ynpaBaeHUs
LBD.

BbIKNIOUMTL TeHepaunio OTAad0uHbIX COOBLEHUI ynpaBaeHus
LBD.

dump

debug loopback-detection pkt-

no debug loopback-detection
pkt-dump

BKAOUMTL reHepaLuio 0TNaf04HbIX COObLLEeHMI 3axBaTa NakeToB
LBD.

BbIK/NOYNTL reHepaL Mo OT1a404HbIX COODOLLEHNI 3axBaTa Nake-
ToB LBD.

flow

debug loopback-detection pkt-

no debug loopback-detection
pkt-flow

BKNIOUMTDL reHepauuto OTNafLouYHbIX COObLLEHMI MOTOKOB Tpa-
¢duka LBD.

BbikntounTb reHepauunto oTnago4HbIX COOGU.LEHMVI NOTOKOB Tpa-

¢duka LBD.

4.30.16 Omaadka 0aa npomokoaa SNMP

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 224 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMon4YaHuo

Aelicmeue

debug snmp

no debug snmp

BKNHOUMTB reHepaumio BCeX OTNaA04HbIX coobweHnin ana SNMP.

BbIK/IOYMTL FEHepauuio BCeX OTNAZ0YHbIX cooblieHuit ans

SNMP.
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4.30.17 KomaHOvbl 0na duazHocmuKu napamempoe TCAM

KomaHabl gaHHoro 610Ka NO3BONAKOT CHMUMATb AONONTHUTENIbHYO ONAarHOCTUYECKYHO VIHd)OpMaLI,VII-O

ana TCAM.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 225 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

OTo6pa3unTb nHpopmaumio o TCAM.

debug show tcam domains

OTo6pa3unTb MHPopmaumto o sgomeHax TCAM.

debug show tcam block
block_index [all]

OT06pa3nTb UHGopMauuto o 61oke TCAM u gonycTMmble 3anucu.
- block_index — nHaekc 6n1oka TCAM. block_id: (0..11);
- all — neyatb BCex 3anucelt, BKAOYAs HEAOMYCTUMbIE.

debug show tcam entry
entry_index

OTo6pa3unTb nHPopmaumio o 3anncu TCAM 1 ee nonei.
- entry_index — nnaekc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHOOPMALMIO O 3ape3epPBUPOBAHHBIX M UCNOJb30-
BaHHbIX 3anncax TCAM 1 0 ux Bnagensbuax.

debug show tcam portmask

OTo6pa3unTb Tabanuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3zaTtb Tmn nons TCAM.

CTepeTb AaHHble Noasa ykasaHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKkntounTb paboty 3anucn TCAM ¢ 3agaHHbIM entry_id.

Bobikntountb paboty 3anncm TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

MNepemecTnTb YKasaHHyto 3annucb TCAM B Ha3HaYeHHy!0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHoBUTb geiicTene drop Ans NakeToB, KOTOPbIEe He MOMann HK
nog, 04HO NpaBmno.

OTKNOUNTL AelcTBME YaaNeHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpaBWTb NakeTbl, NONajatoLLMe Noa NPaBuaO C YKasaH-
HbIM entry_id B 3a4aHHbI NopT namn Ha LNY.

OTKAOUYUTD nepeHanpasaeHMe NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHWI TEr K NakeTam, nonagatowmm nog TCAM-
3anuch C YKasaHHbIm enter_id.

YanuTb BHYTPEHHUI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBWTb AeNCTBUE BHYTpPEHHero Tera ¢opmaTupoBaHuA g
3anucu TCAM.

- none — He BbINOJIHATb HUKaKoe AeiNCTBUE;

- untag — ya4anuTb BHYTPEHHWIA Ter;

- tag — BCTaBUTb BHYTPEHHWI TeT;

- keep — coxpaHuTb cogepKkMmoe Tera.

Ypanutb aencteme Tera.
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debug set tcam entry entry_id
action outer-tag assign { vlan-
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBunTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
NUCb C YKa3aHHbIM enter_id.

YpanuTb BHEWHUIM Ter ¢ NAaKeToB C 3aZaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YcTaHOBUTbL AelcTBME BHeELHero Tera ¢opmaTupoBaHua ans 3a-
nucu TCAM.

- none — He BbINOJ/IHATb HUKAKoe AeNCTBUE;

- untag — yAanuTb BHELWHWI Ter;

- tag — BCTaBWTb BHELIHWUI TeT;

- keep — coxpaHuTb cogepkmMmoe Tera.

Yoanute feicTeume Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHMIA UK BHewWwHMIA TPID K yKasaHHOI 3anucu
TCAM.

YAanuTtb BHYTPEHHUI unn BHewHu TPID K yKasaHHOWM 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTpouTb nepesanncb napameTpos QoS A1 yKa3aHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHW;

- copy-opri-to-ipri — ckonnposaTb NPMOPUTET U3 BHELLHErO Tera
BO BHYTPEHHU;

- dscp — nepesanucatb nosie DSCP B8 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputet 802.1p BO BHYTPEH-
Hu Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B8 3aronoske IP;

- keep-inner-pri — COXpaHUTb NPUOPUTET BHYTPEHHETO TEra;

- keep-outer-pri — COXpaHUTb NPUOPUTET BHELLHErO Tera;

- outer-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHEWHEM
Tere VLAN.

YpanuTb nepesanucb napameTpos QOS ANnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

0OT06pa3uTb 06wyto nHPopmauuio o TCAM.

debug show tcam range

OT06pa3nTb TabamLy cpaBHEHUA AMana3oHa.

debug show tcam udb

MoKasaTtb Tabauuy Bbibopa noneit (cmeweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIN KABE/1b

D@ G| @W G

6) (7)) () (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXKEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuua 6.1 — Nogaep*knBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
O0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
O0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC Ox86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 Ox883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnunua B.1 — PacnpeaeneHue oyepenen ana npuHumaemoro Ha CPU Tpadumka gna MES1428, MES2428,
MES2408, MES3708P

Cepsuc Homep oyepedu
DHCP relay, Firewall (ysegomneHue o Hayane ataku), L2PT,EOAM 1
Port Security (yBegomsieHne o NpesbIlEHUN OrPaHUYEHWNA), HE3aPErMCTPUPOBaHHbIN 2

MynbTUKacT(pesxkum IP based IGMP/MLD snooping)
DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPoE IA

EAPOL, IGMP/MLD snooping

Tpaduk ¢ MAC DA kommyTaTopa

3ape3epBnpoBaHo

| N| O] W | W

BPDU,LBD, Slow Protocol(LACP)

Tabnuua B.2 — PacnpegeneHue odepenent ana npuHnmaemoro Ha CPU tpaduka gna MES2424,
MES2424B, MES2424P, MES2448, MES2448B, MES2448P, MES2411X

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (yeaomneHune o Hayane aTaku) 2
HesapernctpmpoBaHHbIit MynbTUKacT (B peskume IP based IGMP/MLD) 7
Port Security (yBegomneHune o NpesbieHNN OrPaHNYeH ) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NMPUNOKEHUE I. PACLLU®POBKA CIMUCKA NPOLIECCOB

HasBaHue OnucaHue
TMR# YnpaBneHue Tanmepamu
PKTT Mepuoguyeckan oTnpasBKa NakeTos (celyac He CNONb3YyeTcs, NoAaePKNBaAET TONbKO Heart Beat)
VemT O6paboTKa cobbITUM cTEKa (ceityac He ucnonbayeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTka NaKeTOB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB Ynpasnenue 6a3oit IP Binding (ans ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHuTOpUHF cocToAHMA SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos gna Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITHi1 B annapaTHOM OKpPYKeHUU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHoW noTok mogyns VLAN
FDBP CuHXpoHM3auma ¢ annapatHon MAC-Tabauuein
SnpT IGMP/MLD Snooping
QoS OcHoBHoW NoTok moayns QoS
SMGT MOHWTOPWHT annapaTHoro okpy:eHus (RAM, FLASH, BEHTUNATOPbI, UCTOYHUKM NUTAHUA U NpoYee)
CPUU MoHuTopuHr ytuansaunm CPU
BAKP ABTOCOXpaHeHue KoHbUrypauum
RT6 Mapuwpytusauma IPvé
IP6 O6paboTKa IPv6-nakeToB
PNG6 Ping v6
RTM MapuwpyTtumsauua IPv4
IPFW O6paboTKa IPv4-nakeToB
UDP O6paboTka UDP-naketos
ARP O6paboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue coketamu
SAT Cepsep SNMP
TCP O6paboTka TCP-nakeToB
RAD Knnent RADIUS
TACT Knunent TACACS
DHRL DHCP Relay
DHC MpoTtokon KnneHTa DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC Cul
CTS Cepsep TELNET
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SSH Cepsep SSH
LLDP LLDP
LBD Loopback Detection
LOGF JlornpoBaHue 0T1af04HbIX COODLLEHNI
SNT SNTP
STOC Storm Control
HWPK MN3mepeHne yTunamsaumm nopTos
MSR YnpasneHue darinamu KoHPUrypaumm, 3arpyska/sbirpyska ¢painnos, 06HOBAEHNE NPOLLNBKM
C[200-999] BpemeHHbIi NOTOK Ans 06paboTKM oTAeNbHOIO nogkatoueHms no TELNET/SSH
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TEXHUYECKAA NOAAEPHKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «Mpeanpusatne «3/ITEKC» Bbl MoxKkeTe 06paTnTbcA B CEpBUCHbIN LEHTP KOMNAHWUMK:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ruf/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha opunumanbHOM canTe KOMNAHUM Bbl MOXKETE HAaNTU TEXHUYECKYIO OKYMEHTALMIO M MPOrPaMMHoe
obecneyeHne gna npoaykumm 000 «[lpeanpuatne «3JITEKC», obpatnuTbca K 6a3e 3HaHMIN, OCTaBUTb
MHTEPaKTUBHYIO 3aABKY MW MPOKOHCYNbTUPOBATLCA ¥ MHXKeHepoB CepBUCHOMO LLeHTPa Ha TEXHUYECKOM
dopyme.

OdunumanbHbIi cant KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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